ITPHJIOKEHHE Ne 1

TEXHUYECKO 3AJAHUE U TEXHUYECKHU N3NCKBAHUA

I. O0ma undopmanus 3a nopp4KaTa

Bbeirapckoto enextponHo ympasienue (beVY) ce sBsiBa HEOTAENMM CTPYKTYPOOIIPEEISIL
KOMIIOHEHT OT BHCOKO HHBO Ha CBBpP3aHUTE M B3aUMOJECHCTBAIM MOMEXAY CHU
aaMuHUCTpaTuBHU MHGpopmanonuu cuctemu (AVC) B PenyOnuka bearapus, uMaiiy oTHOILLIEHUE
KBbM IIPEJOCTABSIHETO Ha IYOJIWYHU YCITYTHU.

[locTosiHHa 3amaya € eKcIuloaTallMOHHATa MOAJPHKKA, YIpaBIeHUE Ha KOH(UIrypaiusra,
rapaHTipaHe Ha HH(QOpPMAllMOHHATa CUTYPHOCT M  YCHhBBPIIEHCTBAHETO Ha JeHcTBauiara
UHQpPACTPYKTypHa cpela B CHOTBETCTBUE ¢ Hah-akryamHure WT TeHOeHUuu, OCUTYpsIBalKU
(dbyHKIIMOHUpPaHETO Ha 000cobeHuTe cucteMuu pemieHust (EnekTpoHeH moprait 3a JOCTHIT 10 €JIEKTPOHHU
anmuHucTpatuBHM yeiyru - EITJIEAY, Peructpu 3a oneparuHa ceBMectuMocT - POC, Ennnna cpena
3a oOMeH Ha enektpoHHH JokyMeHTH - ECOE/I-ESB), unrterpupanu B beVY, kakto u ocurypsiBaHe Ha
YCJIOBUS 32 Pa3BUTUETO UM U 100aBsIHE HA HOBU KOMIIOHEHTH U CUCTEMHHU pellieHus], Oe3 /1a ce HapylllaBa
paboTara Ha CBIIICCTBYBAIIIHTE.

Haumonannara undpactpykrypHa cpena Ha beV ce 0a3upa Ha /1Ba B3aMMOCBBP3aHU 00EKTa.

e KoutponHo-texuuuecku neHTbp Ha beV - bosina (KTLbeVY), rpan Codus;
e Tepurtopuanuus Llentsp Ha beV (TLbeV) B rpag Bapha.

OCHOBHM CHCTEMHM KOMIIOHEHTH HA HH(PACTPYKTypHATA cpeaa
EnunHa cpea 3a 00MeH Ha eJIEKTPOHHHU J0KYMEHTH

ECOEJ-ESB - Equnna cpeaa 3a o0MeH Ha ejiekTpoHHHU JokyMeHTH (ECOE/I-ESB) —
yhpasiisieMa cpejia, KOsITO e U3M0JI3Ba KaTo €IMHHA BXOIHA TOYKA 32 IIPEJOCTABsIHE HA YCIYT'H OT
agmuauctparuute (MUCYJ]) kakTo 1 32 BEpCHOHUPAHE HA YCIIYTHTE.

ECOE/-ESB (Enterprise Service Bus) € 0CHOBEH KOMIIOHEHT 3a €(peKTHUBHA peanu3alus Ha
apxutektypa opuentupana keM yciryru (SOA). ECOEJI-ESB ocurypsiBa curypHa cpena 3a yciayru
3a OI€paTuBHAa CbBMCCTHUMOCT U TPAHCIIOPT HaA C"I)O6HI€HI/I$I MCXKAY pa3IMdYHUu CUCTEMU, HU3II0JI3BaliKHA
pazHooOpasue ot yed ycinyru, XML, agantepu 3a uHTErpanus, pyTupaie OCHOBaHO Ha MPaBWIIa, U
CBbpP3aHU TEXHOJIOTHUH.

ECOEI-ESB (Enterprise Service Bus) B kauecTBOTO CH Ha HaOOp OT MHTETPAIMOHHU TEXHOJIOTHH
IMMO3BOJIIBa AMHAMHWYHATa CBbP3aHOCT U o0OMeH Ha JaHHU 1 CT)O6HI€HI/I$I MCXKIY aBTOHOMHH CUCTCMHU.

EQvMHHUAT mopTaJ 3a 10CTHI 10 eJIeKTPOHHUTe aAMUHUCTPaTuBHU ycayru (EITAEAY)
EnuHHUMAT nmopTait 3a JOCTHII 10 €IEKTPOHHUTE aJIMUHUCTPATUBHU YCIYTH € HEIelrMMa 4acT OT
MO/IENIa HA €JIEKTPOHHO YIIPABJICHUE, YAUTO OCHOBHH LIEJIH Ca:



e QOcurypsiBane Ha CUTYpeH M yA0O€H KaHal 3a KOMYHHUKAIHMS C MOTPEOWTENNUTE Ha
€JIEKTPOHHU aJMUHUCTPATUBHU yCiayru: aamuHuctpauus — rpaxinanu (G2C) u
agMuHucTpamus — ousnec (G2B);

e UsrpaxinaHe Ha e€JUHHA BXOJHA TOYKA 3a MpPENOCTaBSHE HA YCIYrd MO JOCThIEH
HA4YMH U B yI00€H 3a MOTPEOUTENINTE AUATOTOB PEXKHIM;

e OcurypsBaHe Ha paboTa C eJIeKTPOHHO MOANUCAHU JOKYMEHTH;

e Peanuzupane Ha mopranHa apXUTEKTypa, Oa3upaHa Ha HAW-MOJEPHUTE TEHICHLIMH 3a
pasmpenensiHe Ha HatoBapBaHeTo (load-balancing) u Bb3cTaHOBSIBaHE NIpU aBapuu
(disaster recovery).

CrpiieBpeMeHHO ENMHHUAT mopTain 3a JOCThI /0 €JIEKTPOHHM aJMUHUCTPATUBHU YCIYrd
ChIbpKa U MH(pOpMaLKs, UMaIla 3a e Ja NOJIOMOrHe NOTpeduTeNs B Ipoleca Ha 3asiBIBaHE Ha
€JIEKTPOHHU aIMUHUCTPATUBHU YCIYTH:

Perucrpu 3a onepatTuBHa CbBMeCTHMOCT

Nudopmanronnarta cucrema Ha Perucrbpa Ha enexktponnu ycinyru (PEY) u Peructbpa na
uHpopmannonnn obexktu (PMO) e peanusupana B ChOTBETCTBUE C H3MCKBAHUATA, 3aJOKEHU B
[I0/13aKOHOBUTE HOPMATHBHU aKTOBE, MPEIBUACHH B 3aKOHAa 3a €JIEKTPOHHOTO YIIpaBJICHHUE.
OcurypeHo e pesepBupaHe (4pe3 peruiMKallys) Ha BaTa perucTbpa B TEpUTOpHAIIHUS LHEHTbp Ha beY
B Ip. Bapna.

PeructopbTr Ha peructpute u pganHutre — PPJ] e o0oco0eH karo camocTosITeNEeH
nH(popMaloOHEH O0EKT ¢ e chOMpaHe U MOATbpKaHe Ha 0a3a JaHHU 33 BCUUKHU PErHMCTpU W/WIH
pazzeny OT perucTpu U JaHHU.

Peructpure ca peanuszupaHu KaTo IEHTpalIM3UpaHu 0a3u JaHHU U (QYHKIUMOHHUPAT B PEKUMHU
Intranet — 3a BBTpELIHO I0JI3BAHE B PAMKUTE Ha BEJAOMCTBOTO (3AMMHUCTPUPAHE U MOIIPBKKA,
BBBEXK/JaHE U KOHTPOJ Ha MH(pOpMalus, CIpaBKU, ThPCEHE, BEIOMCTBEHH MHPOPMAIIMOHHU YCIYTH U
T.H.) u Internet — TbpceHe M MHEMOPMAILMOHHM YCIyrd 3a nyOnuuHO mnons3Ba”e. CeHure ca
UHTEerpupanu karo HeotMeHHa yact ot UCEIL

JApyru KoOMInoHeHTH HA MHPPACTPYKTYPHATA cpeaa:

e Cucrema 3a oTOopHM3alMsA U aBTEHTHKaNus Ha norpedurtenure - MS Active Directory —
HupexropuitHata yciyra Active Directory e pasmpeneneHa IUPEKTOPUHA yCayra, KOSTO €
BKJIIOUEHA B onepaunoHHuTe cuctemu Microsoft Windows Server 2008, Microsoft Windows
Server 2003 u Microsoft Windows 2000 Server. BuenpsiBaneto Ha Active Directory
II03BOJISIBA LIEHTpAIM3UpAHATa MOAAPHKKA U CUT'YPHO YIIPABIECHUE Ha MPEXKOBUTE PECYPCU B
Isutata  opraHm3anmsa.  Active Directory mpemocTaBs IEHTpaJM3MpaHa KOH30Ja 3a
AIMUHUCTPpHUPAHC Ha Mpe)KaTa, ACJICTrMpaHe Ha aJMHUHUCTPATUBHU IIpaBa, AOCTBII J0 00eKTH
MPEACTABISBAIA BCUYKHM MPEKOBU MOTPEOUTENH, YCTPOWCTBA M PECYPCH, BB3MOKHOCT 3a
rpynupaHe Ha 00CKTH 3a JIECHO YIPaBJICHHUE U TPUJIaraHe Ha MOJIMTHKH.

e Cucrema 3a ynpasjieHue Ha JocTbna a0 MurTepHer - Cucremara 3a ympaBieHHE Ha
J0CThIIa 10 VIHTEpHET U CUTYPEH JOCTHIT IO CHCTEMATa 3a eJEKTPOHHA I0Ia € U3rpajJieHa Ha
6a3ata Ha Microsoft Internet Security and Acceleration (ISA) Server 2006 Standard Edition.
ISA Server 2006 npeziara cbBpeMeHHa 3allUTa, ObpP3 U CUTYPEH JOCTHI 32 BCUYKU BUJOBE
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Mmpexu. [SA Server chbabpka cbBpeMeHHA 3alllUTHA CTeHa, paboTella Ha HUBO MPUIIOKEHUE U
IIPEIOCTaBs 3aIIUTa 3a BCHUKU BUJIOBE 3aIUIaXU — BHHIIHU U BHTPEIIHU 3a OpraHU3alusiTa.

e Cucrema 3a eJleKTPOHHA NOLIA U CbBMecTHa padorta - CucreMara 3a eJIeKTpOHHA MoIla €
u3rpazeHa Ha 6aszara Ha Microsoft Exchange Server 2003.

CucremaTa 3a elIeKTpOHHA IOLIA, OCBEH Y€ CE M3I0JI3Ba MO MpeJHa3HaueHue (T.e.
MOIEHCKU KYTUU Ha CIYXKUTENIU OT OOJACTHM M OOUIMHCKM aJMHHHCTpAIMH), ChUIO TaKa
obcnyxBa u Bcuuku npwioxkeHus B KTLEIL, kouto umar ¢yHKIHMS 3a aBTOMAaTUYHO
U3BECTSIBaHE 10 e-mail 3a HaCThIINUIIO CHOUTHE.

e Cucrema 3a OnepaTMBHM AKTYaJM3aUMU HA CHCTEMHHMTEe M NPHJIOKHHUTE cO(TyepHH
naketu - Msrpagena e Ha 6a3ata Ha HP Open View Configuration Management. Ilenta Ha
cucremara € e()eKTUBHO MHCTaJIMpaHe U yIpaBJIeHUEe Ha COPTYEPHU MPOAYKTH U ChIbpKaHUE
[Ipe3 XeTepOreHH! KOMIIOThPHU IU1aT(GOpMH OT MHTEPHET OazupaHa KoH30J1a. Ts ce n3nomn3pa
3a yrpaBJi€HHE Ha CUCTEMHUS cO(PTyep Ha CbPBBPU U ONEPATOPCKU CUCTEMH.

[IpyHnunbT Ha paboTa Ha cuUcTeMaTa ce ChCTOM B OTJajeueHa HHCTajJalus Ha
KJIMEHTCKaTa 4acT, KOATO OT CBOSl CTpaHa chOMpa HyXKHaTa MHpOpManus U ChbpBbpHATa s
ChbXpaHsBa U BU3yaJIU3upa.

Cucrema 3a apxuBupane Ha kpuTuunu 1anHu HP OpenView Data Protector -
Upe3 Tasu cucrema ce yOpaBisBaT JaHHU, KAaTO C€ aBTOMAaTH3Upa AapXUBUPAHETO U
BB3CTAHOBSBAHETO WM OT JUCK WIH JieHTa. ToBa ocurypsiBa 24x7 OW3HEC omepanuu H
ontumusupa IT pecypcute. HP OpenView Data Protector e apxuBmpam codryep, KOUTO
MIPEeIOCTaBsl Bb3MOXKHOCTTA 33 OOIIMPEH MEHUKMBHT HA JJAHHU C M3LAJIO aBTOMATHU3UPAHO
apXUBUPAHE U Bb3CTAHOBSIBAHE.

e Cucrema 3a UEHTPAJM3UPAHO YyHpaBjieHue u Hadawaenue Ha UT pecypcure Ha
HHTEerpanMoHHaTa cucrema Ha beY u cBbp3aHuTe ¢ Hero 06eKTH - crucremara € 0azupana
Ha MOMYJIUTE:

v" HP OpenView Operations Manager for Unix

HP OpenView Network Node Manager Advanced Edition

HP OpenView Performance Manager

HP OpenView Performance Insight

HP Service Manager

AN NN

HP Discovery and Dependency Mapping Inventory,,
v HP Site Scope
o llenTpanu3mpaHa cucTeMa 3a ynpaBjieHHe Ha KOMYHHMKAIMOHHATa M XapayepHaTa
HH(PACTPYKTYpPa Ype3 KOHCOJIHIALHUSA
Cucremara e cbCTaBeHa OT:
v' Ilnarpopma 3a Bupryanusaius Tan 1 — VMWare vSphere 5.0
v' Ilnarpopma 3a Bupryanusarus Tan 2 — Citrix Xen Desctop 5.6
v' Ilnarpopma 3a Bupryanusaiys Tan 3 — Microsoft Hyper-V
v' Ilnarpopma 3a Bupryanusaius tan 4 — HP Integrity Virtual Machines

e Cucrema 3a ynocroBeputeanu ycayru (PKI ocHoBeH u pe3epBeH)
CodTyepHU KOMIIOHEHTH:
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v" InfoNotary codTyeper MOy 3a pealu3upaHe U3JaBaHETO U YIIPABJICHUETO HA
YIIOCTOBEPEHHUSI 33 €JIEKTPOHEH MOJIKC M IMOJIbp)KaHe Ha PETUCTBp 3a TAX
InfoNotary codryepen moayn 3a ocurypsisane Ha LDAP u OCSP noctsnn 10
perucTbpa Ha YAOCTOBEPEHHUSATA,;
v" InfoNotary codryepen Moy 3a Time Stamps yciayru 10 yJI0CTOBEpPSIBaHE Ha
BpeMme;
v' InfoNotary codryepen Moxys 3a IpOBEPKA U BaIMIAMPaHE Ha YIOCTOBEPEHHMS
3a eJIEKTPOHEH IMOAIUC U Ha eIIEKTPOHHO MOANMCAHH JOKYMEHTH;
XapayepHu KOMIIOHEHTH:
v" nCipher netHSM F3,
v" bundle 2000 IPS
v" nShieldF3PCIS00TPS
e Cucrema 32 OTYHTAHE HA eJUHHO BpeMe
CodTyepHN KOMIIOHEHTH:

v" InfoNotary codTyeper MOy 3a YCIIyTH [0 3aBEPKH Ha yIOCTOBEPEHO €IMHHO
BpeMe
v' InfoNotary codryepen MOayII 38 CHHXPOHHU3ALUS HA €AUHHO BPEME
v Audit Server for Domain Time II codTyepeH MOJyJI 38 OJUT U MOHUTOPUHI Ha
CHHXPOHH3AINATE
XapayepHu KOMIIOHEHTH:

v SyncServer S250 Crienuanusupano XxapAyepHo 000pyABaHe 3a CHHXPOHU3ALUSL
Ha Bpemeto Codus u Bapna.
Perucrpupane Ha BCHYKH MOTPEOUTEJICKH AeiicTBUSL - CUCTEMHUTE pPETHUCTPUPAT BCHUYKU
MOTPEOUTEIICKH JICHCTBYS, CBbP3aHU C BIIM3aHE B CHCTEMAaTa, BbBEKIAHE, KOPUTUPAHE U U3TPHBAHE
Ha JIaHHHU.

Peructpure 3a 0IUT ChIBpKAT KATO MUHUMYM CJI€IHUTE JAHHU: JlaTa U yac Ha BJIM3aHE B CUCTEMara
U U3JIM3aHE OT CUCcTeMaTa, BpeMe Ha padoTa, TaHHM 3a notpedutens, [P agpec Ha mamuHara, BUJ Ha
NeUCTBUATA U IPENPATKU KbM U3BBPIICHUTE IPOMEHH.

e Perucrpu 3a oneparuBHa cbBMectumoct (POC)
OcurypsBat GpopmManu3npaHu TEXHOJIOTUYHHU OMUCAHUS Ha 0OEKTUTE, CUCTEMUTE U
YCIIYTUTE C 1IeJ1 OTIepaTUBHA CbBMECTUMOCT Ha HHPOPMALIMOHHUTE CUCTEMHU:
v' Perucrbp Ha perucTpuTe
v Peructbp Ha WH(GOPMANMOHHUTE OOEKTH - 0asa OT JaHHH, YIPaBJIsIBaHA OT
uH(pOpMallMOHHA CHCTEMa U ChAbpxkama (opMaaIu3upaHd TEXHOJOTUYHU
onucaHus Ha UHPOPMALTMOHHUTE OOEKTU
v Peructbp Ha €NEKTPOHHHMTE YCIyrH - 0a3a OT JaHHHW, YIpaBisBaHa OT
uH(pOpMallMOHHA CHCTEMa U ChAbpxkama (HOpMaTU3UpaHU TEXHOJOTUYHU
ONMCAHUS Ha €JIEKTPOHHUTE YCIYI'H, MPEJOCTABSIHA OT aIMUHUCTPALUNTE
M30pnHUTENAT € JIbXKEH Ja OCHUTYpU 3allUuTeH JIOKAJeH M OTHAJIEeYeH JOCThI 3a
aJIMMHHUCTPUPAHE HA ChIbPKAHUETO HA PETUCTPUTE 3a ONEepaTHBHA CbBMECTUMOCT OT OTOPU3HPAHU
[IPEJICTAaBUTENH HA BB3JIOKUTEISL.
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1. KoMmnoHeHTH Ha MH(pOPMALIMOHHATA cUcTeMa HAa Perucrpure 3a oneparuBHa
CHBMECTHMOCT

WNudopmanusra 3a perucTpure ce chbXpaHsiBa B €AMHHA 0a3za JaHHU, KOSATO CE YIpaBisiBa OT
Oracle Database Server CYB/I.
[logcucremara mnpenocTaBs HSAKOJIKO pa3IMYHM BXOJHM TOYKM 3@ JOCTBII JO JaHHHUTE B
3aBUCHUMOCT OT XapaKTepUCTUKUTE Ha HY)KJIUTE OT MH(POPMALIUS U OT pa3pelieHUuTe ONepaluy BbpXy
JAHHUTE.
e Cucremn U3BBH cbcTaBa Ha beY, 6azupanu BbpXy nHpacTpyKTypHa cpea:
e Cucrema 3a ynpapJ/ieHHe HA YOBeLLIKHTE pecypcu
W3nbaHUTENAT € JUIbKEeH Jja U3rpakia U MoJUIbpkKa 3allUTeHH KaHaIu 3a OTJAJeyeH JTOCThII
Ha OTOPMU3UpPAHU JHIA OT JAbp)KaBHATA AJAMHHUCTpALMsl 3a YIpPaBJIIEHHWE Ha ChIbPKaHUETO Ha
CUCTEeMaTa, Ype3 MUCMEHO Bb3JIaraHe OT Bb3JI0KHUTES.

W3nbaHUTENAT € JIbKEeH Jja U3rpakia U MOoJUIbpiKa 3allUTeHH KaHaiu 3a OTJAJIEYeH JOCThII
Ha OTOPU3UPAHU JHIA OT JAbp)KaBHATAa AJAMHHUCTpALMsl 3a YIpPaBJIEHHE Ha ChIbP)KaHUETO Ha
CUCTEeMaTa, Ype3 MUCMEHO Bb3JIaraHe OT Bb3JI0KHUTES.

¢ AIMHHHCTPATHBEH PerucThP
W3nbaHUTENAT € JUIbKEeH Jja u3rpakia U MoJIbpikKa 3alUTeHH KaHaJIu 3a OTJajleyeH JIOCThII

Ha OTOPMU3UpPAHU JHIAa OT JAbp)KaBHATAa AJAMHHUCTpALMsl 3a YIpPaBJIIEHHE Ha ChIbP)KaHUETO Ha
perucTopa, Ype3 NUCMEHO Bb3JIaraHe OT Bb3JI0KUTENS.

e Perucrbp Ha eBpONEHCKOTO IPABO
W3nbaHUTENAT € JUIbKEeH Jja u3rpakia U MoJUIbpika 3alUTeHH KaHaJIu 3a OTJajleueH JIOCThII

Ha OTOPMU3UpPAHU JHIA OT JAbp)KaBHATa aJMMHUCTpAlMsl 3a YIpPABJIEHHWE Ha CbhIbP)KAHUETO Ha
perucTbpa, Ype3 NUCMEHO Bb3JIaraHe OT Bb3JI0KUTENS.

e Ilopranna uHdpacTpyKTypa 3a cTaHAapTH3HpPaHe Ha yed cailiToBeTe Ha ObJrapckara
ABbP:KABHATA AAMHUHUCTPALUS
W3nbaHUTENAT € JIbKEeH Jja U3rpaxkia U NoJIbpska 3allUTeHU KaHaIH 332 OTJAJIEYeH JOCThII

Ha OTOPHU3UPAHU JHIA OT JAbp)KaBHATAa AJAMHHUCTpALMsl 3a YIpPaBJIIEHHE Ha ChIbP)KAaHUETO Ha
nopTajgHata uHQpacTpyKTypa ype3 HUCMEHO Bb3JIaraHe OT Bb3JIOKUTEIIS.

e Iloacucrema 3a ynocroBepurTesHu ycayru Ha Komucus 3a peryjupane Ha cbOOIIEHUSITA
(cre PKI), kbm PKI cucremara Ha HH(pacTpyKTypHaTa cpeaa Ha npoekt BEY
CodTyepHy KOMIIOHEHTH

v nCipher codryepen aMieH3 3a Bpb3ka Ha CchpBbp ¢ netHSM F3 TPS 2000
bundle
Xap/iyepHH KOMIIOHEHTH
v" nCipher kpunrorpadcku moxyn nToken 3a Bpb3ka ¢ netHSM F3 TPS 2000
bundle
e Cpena, ocurypsiBalia ejJeKTPOHHHM PpAa3IUIalllaHUsl B Ipoleca Ha IpeJoCcTaBsiHe Ha

aIMUHUCTPATHBHHU YCJYIH M0 €JIEKTPOHEH IIbT, YUSATO Le e:
v' Jla ocHTypH TEXHHYECKA BH3MOKHOCT Ha OTIEIHHUTE aJMUHUCTPAIMH 14 TPEIOCTABST
Ha rpaxkJaHuTe U pupMuTe UHGOpMaLMs 32 ABDKUMUTE OT TAX JaHbBLM, TAKCU U JIp.,
ype3 MHTepHeT.
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v

Jla ocurypu TeXHHUYECKa Bpb3Ka MEKIY aIMHHUCTpAnusaTa U OaHKUTE B CTpaHara (a
CBHIII0O W CHUCTEMHUTE 3a EJEKTPOHHHW Iuiamanus ¢ kapta VISA u MasterCard).
[TocpenctBom Ta3u Bpb3Ka, Bcuuku ydacTHUluUd B CPEJIATA (agMuHuCTpanuute u
OaHKHUTE) MOrar Jia OOMEHST B peajHO BpeMe HH(popMalus, CBbp3aHa ¢ IJIalllaHeTo Ha
aJIMUHUCTPATHBHU YCIIYTH

Jla ocurypu Ha aJMUHUCTpAIHITa aBTOMAaTUYHO MOTBBPXKICHHE, TI0 EJIEKTPOHEH IThT
32 U3BBPIICHUTE OT TPAKIAHNUTE U (GUPMUTE IJIAIAHHS.

W3neaHUTENAT € JIBXEH a U3rpaXKJa U MnoaAabpiKa 3alllUTCHU KaHAJIM 3a OTAAJICUCH AOCTHBII

Ha OTOpU3HpPAHU JIMLAa OT AbpiKaBHATa aJMHUHHCTpAlHA 3a YIPABJICHHC HA CICIHUTC MOAYIU H

uHTepdeiicu Ha cucTemara:

v

v

v
v

VYnopasiieHue Ha MOJy/1 3a aBTOMAaTU3UMpaH OOMEH Ha JaHHM C JOCTaBYMIM Ha
aJIMUHUCTPATHBHU YCIIYTH

VYrpaBnenue Ha MOIYI 32 aBTOMAaTU3UPAaH OOMEH Ha JJAHHM C IUIATEeKHU

ONEepaTOpH - JJOCTABYUIIM HA MJIATEKHU YCIYTH

VYnopasnenue Ha wuHTepdelic 3a KpallHM TOTpeOUTEnH - T[OJI3BaTeNId Ha
aJIMUHUCTPATHBHU YCIIYTH

VYnpaBiieHue Ha cipaBo4eH uHTepderic

VYnpaBiieHue Ha aIMUHUCTPATUBEH UHTepderic

e Cucrema 3a CaMOOII€EHKAa HA AIMUHUCTPATUBHOTO oﬁcnymnaﬂe
W3neaHUTEIAT € IIBXKEH Ja u3rpaxkjga M noaAbpKa 3alllUTCH OTAAJICYCH AOOCTBII MO0

CUCTCMaTa 3a YIIPABJICHHUC Ha CBHABPNKAHUCTO OT OTOPU3HPAHU HNPCACTABUTCIIM HAa IAbprKaBHATa

AAMUHUCTpalrA 4pE3 MMCMEHO BB3JIaraHe OT Bb3JIOXKHUTCIIA.

e HanuoHajieH mopTaJ 3a TPAaHCNOPTHA MH(OPMALUS U eJIEKTPOHHHU YCIYT'H
[TopranbT npenocTass mbTHA U Tpaduk HHPOPMALIKS B pEaIHO BpEME.
3nbaHuTenaT € JUIbXKEeH Ja U3rpaxkJa M HOJAbp)Ka 3alUTEH OTAAJICYEH JOCTBI [0

CUCTEMaTa 3a YIPaBJICHHUC Ha CBHABPNKAHUCTO OT OTOPU3HUPAHU MPCACTABUTCIIM Ha AbpiKaBHATa

AIMUHUCTpalUA 4pE3 MMCMECHO BB3JIaraHe OT BB3JIOKUTCIIA.

e JlomMoumHM cucreMu KbM HHpPACTPYKTypHATA cpeaa:

[TomMomHUTE CHCTEMHU BKIIOYBAT KIMMATH3HPAIIX, TOKO3aXpaHBAIH, EIEKTPOPE3ePBUPAIIIH,
IMMOXKXApPOU3BCCTUTCIIHU U IMOXKAPOTaCUTCIHHU CUCTEMH U CUCTCMHU 3a JOCTBII, KOUTO Ca HAJIMYHU B
7BaTa NEHTHPA.

Bb3/10KHTEIAT HOCH OTTOBOPHOCT 3a:

e (OO0 KOHTPOJI HA IEHCTBUETO HA CUCTEMUTE.

® I[CﬁHOCTI/I 0 KOOpAWHAIUA IIpU IMPUCBCAWHABAHC HaA MNOAABPKAHHUTEC CUCTEMHU OT
WHPPACTPYKTHPHATA Cpeaa KbM CHCTEMAaTa 3a eIeKTPO3axpaHBaHe,

® I[CﬁHOCTI/I II0 OCUT'ypsdBaHC Ha HOpPMAJIHA KIIMMAaTH4Ha Cpc€aa 3a CbPBBPHUTC 30HM B JABaTa
[EHTHPA, CIOPE.l MPEANMCAHUATA Ha TPOU3BOIUTENUTE HA 000PYABAHETO.

e JleifHOCTH IO OCHTYpsIBAHE Ha HOpPMaJlHa €KEIHEBHA YHCTOTA M 3alPallICcHOCT Ha Bb3AyXa Ha
TCPUTOPUATA Ha ABATAa LHCHTbpPA B CHOTBCTCTBUC C H3UCKBAHHATA HA MPOU3BOAHUTCIMUTC HaA
000pYIBAHETO U €KOJOTUYHUTE HOPMH

M30bIHUTEIAT HOCH OTTOBOPHOCT 3a:

[Toanpwikkara, peMOHTa U PO(PUIAKTHKA Ha IOMOIIIHUTE CUCTEMH B JIBaTa EHTHPA.
Crnenuduranuara Ha HATMYHOTO XapAyepHO M KOMYHUKAIIMOHHO 00Opy/JBaHE € MOoCOYeHa B

[Ipunoxxenne Ne 1 oT HacTosara JOKyMeHTaLUI.
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I1. JeiinocTH, BKJIIOYEeHH B 00XBaTa HA MOPbYKATA

OO01mm neifHOCTH

e [lanocren Ttexnmuecku omutT Ha oguT Ha cuctemure Ha beY B KTLEII ,bosna*“ u TLEII
,EBKCHHOrpaa™ - BapHa

e AHanu3 Ha CbCTOSIHUETO HA CUCTEMATa 3a €KCIJIOATAl[MOHHO OCUTYpSIBaHE U MOAJIPHKKA.

e E’xeJHEeBHO ONEpaTUBHO HAOIIOACHUE U NOAIbpKaHEe (PYHKIMOHUPAHETO HA CUCTEMATA.

e EkcruioaTanioHHa NOJAPHKKA Ha cOQTyepHH KOMIIOHEHTH Ha cUCTEMaTa.

e OQOcurypsiBaHe Ha HaJeXJIHA U HENpeKbCcHaTa paboTa Ha moTpedurenure, AeGUHUpPAHU KATO

aKTUBHU B CHCTEMATa.

e lndpopManmoHHO oOcCHUrypsiBAHE - yIpaBJICHUE U CbXpPaHEHME Ha JIaHHUTE Ha

nH(popMallMOHHATa CUCTEMA.

e [apantupaHe Ha HH(OPMALIMOHHA CUTYPHOCT Ha CHUCTEMATa.

e JlomoumHu cucreMu KbM HHpPACTPYKTypHATA cpeaa:

[TomolHUTE CUCTEMH BKIIIOYBAT KJIMMaTU3Mpallll, TOKO3aXpaHBallH, €JIEKTPOpe3epBUpalllH,
MI0’KAPOU3BECTUTENHU U MOKaPOTaCUTENHU CUCTEMU U CUCTEMHU 3a JOCTBII, KOUTO ca HAJIMYHU B
JIBaTa LIEHThpA.

Bb3/10KuTESIT HOCH OTTOBOPHOCT 3a:

e (OO0 KOHTPOJT HA IEHCTBUETO HA CUCTEMUTE.

e JleiiHOCTH TIO KOOpAWHAIMA TPU TPUCHEAUHSIBAHE HA TMOJIbPKAHUTE CHUCTEMU OT
uH(ppacTpyKTHpHaTa cpeia KbM CHCTEMaTa 3a €JIEKTPO3axpaHBaHE;

e JlefiHOoCTH MO OCHrypsiBaHE€ Ha HOpMallHa KJIMMAaTU4Ha Cpesa 3a CbPBBPHHUTE 30HU B JBaTa
LEHTbpa, CIOPE MPeANucaHusATa Ha IPOU3BOIUTENINTE HA 000PYIBAHETO.

e JlefiHOCTH IO OCUTYpsIBAaHE HAa HOpPMaJlHA €XKEJHEBHA YMCTOTA U 3alpalleHOCT Ha Bb3AyXa Ha
TEpUTOpUSITA HA JBaTa LIEHTHhpPAa B CHOTBETCTBHE C M3WCKBAHMATA HA MPOU3BOIAUTEIIMTE HA
000pYIBAHETO U €KOJOTUYHUTE HOPMH

N3nbaHUTE ST HOCH OTTOBOPHOCT 3a:

[Momnprxkara, peMoHTa U MPO(UTAKTUKA HA TIOMOIITHUTE CUCTEMH B JIBaTa IIEHTHPA.

W3nbaHuTeNnAT cieaBa Ja U3TOTBH BBTPEIIHM IIPaBHIIa 3a OLEHKA M YIpaBJIEHUE Ha pUCKA 3a
MpexoBa M HH(GOpPMallMOHHA CUTYpHOCT B o0O0XBaTa Ha MOJJbpKaHaTa OT HEro cucreMa u
KOMIIOHEHTH 3a 1ieHTpoBete B Codus u Bapha.

[IpenopbunTenHuTe AEHCTBUS MO OLIEHKA U YIIPaBJICEHUE HAa pUCKa TpsOBa /1a ChOTBETCTBAT Ha
[Ipunoxenne Ne 3 xpM wi. 31, am. 2 or Hapembara 3a o0mwuTe H3UCKBaHHUS 3a ONEpaTHBHA
CHBMECTUMOCT M MH(GOpPMAIIMOHHA CUTYpHOCT (00H., JIB, 6p. 101 oT 2008 1., m3m., 6p. 58 ot 2010 1.,
u3M. # J1o11., Op. 102 ot 2010 1. m1 6p. 48 oT 2013 1)

[loTrenumanauTe puckoBU (aKTOpu 3a MpexoBara U HMHGPOpPMAIMOHHATAa CHUIYPHOCT,
dbopmynupanu u Ki1acuuuupanu B MexayHapogHus crangapt ISO/IEC TR 13335:2000, ca
nocouenn B I[lpmnoxenne Ne 4 xpm wi 31, an. 3 or Hapenmbara 3a oOmmuTe M3WCKBaHMS 3a
onepaTUBHA CbBMECTUMOCT U MH(OPMAaIIMOHHA CUT'YPHOCT.

VYpaBiieHHETO Ha CUTYPHOCTTA Ja Ce OCBhIIECTBsABA Ha 0a3a Ha JOCTABEHHU U BHEJIPEHU PELIEHUS
B UH(ppacTpykTypaTa Ha beV.

3a 1enuTe Ha HACTOSIIATa MOPbUYKA B3aUMOJCHCTBUATA C CKUIIUTE HA TPETH CTPAHHU - BHHIIHHU
JOCTaBUMIM Ha KOMIIOHEHTHM M YCIYI'M, MO CcHUjaTa Ha Bede ChIIECTBYBAIlU JIOTOBOPH, C€
KOOPJIUHUPAT U KOHTPOJIUPAT OT BB3JIOKHUTEIIS.
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Jeiinoct 1: IsiiocTeH TeXHUYEeCKH OAUT U aHaIu3 HA cuctemMuTe HA beY B KTIEII ,,bosina“ u
THEI ,,EBkcunorpan® - Bapna

UsmrpaHuTEIAT Ie Tp$I6Ba Ja U3BBPIIN:

e Amnanu3 Ha chlecTByBamiara uHpopmanuonsa cuctema Ha EIIJIEAY, ECOE/I-ESB u UC na
POC (excmmoaTanimoHHa ¥ TECTOBA Cpefia) U TEKYIUS CTaTyC HA BCHUKUTE i KOMIIOHEHTH;

e AHaiM3 HA UHTETPUPAHOCTTA C OCTAHAIUTE CUCTEMH M KOMYHHUKAIIMOHHA HHPPACTPYKTypa Ha
beV (PKI, cbpBbp 32 CHHXpOHM3ALMS U JP.);

e Usrorsare Ha aetaitineH nokian 3a cbeTossHueTo Ha EITJIEAY, ECOEJ/I-ESB u UC ma POC
clie]] HalpaBEeHUs aHaIn3, 000CHOBaHU NMPEAJIOKEHUS 3a ONTUMH3ALUS U pa3BUTHE.

e U3roTBsHe Ha cxema 3a paOOTHUTE MPOLECH M OTTOBOPHOCTUTE MO HOJApPBHXKKATa Ha
EINAEAY, ECOEJ-ESB u VC na POC;

e U3roTBsHe Ha JeTaillleH IUIaH 3a peaju3upaHe Ha AEWHOCTTa IO EKCIUIOATAal[HOHHOTO
noprepxkane Ha EITJIEAY, ECOEI-ESB u UC na POC;

e OnuT Ha CTENEHTa Ha CUTYPHOCT OT TJIe[iHAa TOYKa Ha HEOTOPU3UPAH JIOCTHII, Bb3/CHCTBUE U

BIIUSIHUE BBPXY UHPOPMALIHUATA U TAHHUTE;

e OreHKa Ha pUCKa OT HEMPABUJIHO M3TPa)</JaHe U YIIPaBJICHUE HA CUCTEMUTE;

e OrmeHka Ha e(pEeKTUBHOCTTAa HAa WU3IMOJI3BAaHUTE MH(OPMALMOHHU TEXHOJOTMH U aHAJIMU3 Ha
Bb3MOXHOCTTA 32 ONITHUMU3UPAHETO UM;

e OrieHka Ha olepaTUBHATa CbBMECTUMOCT U MH(OpPMalMOHHATa CUTYPHOCT IpU oOMEHa Ha
€JIEKTPOHHU JIOKYMEHTHU B HH(ppacTpykTypara Ha beV;

e ll3naBaHe Ha NpenopbKHU 3a NOBUILIABAHE CUTYPHOCTTA Ha CUCTEMUTE U MH(PpACTPYKTypara.

CreuunpuyHuTe 1€HHOCTH, CBBP3aHU C Ta3u JEHHOCT, Ja ca KaKTo CJIeBa:

e CodryepHo oOcieaBaHe Ha TEXHUYECKOTO CbCTOSHME HAa  HAJIWYHOTO  XapJyepHO,
KOMYHUKAIIMOHHO U co(TyepHO oOopyaBaHe (CHPBBPH, CHCTEMHU 3a CHbXpPAaHCHHE Ha JaHHH,
OTEpPallMOHHU CUCTEMH, CUCTEMEH cO(Tyep 3a MOHUTOPHUHT, apXUBUPAHE , AHTU-BUPYCHA 3aIllUTA,
u p.);

e OOcnenBaHe Ha KOMYHUKAllMOHHATa apXUTEKTypa, BKJIIOYBAILA MPEKOBO U KOMYHUKALMOHHO
oOopyaBaHe, BPB3KHM KbM VHTEpHET, BPB3KH MEXIy OTICIHUTE BBTPEIIHH W BBHIIHA
OpraHu3alliy, 3alIUTHU CTEHHU, TEXHUTE MapaMeTpy U KOH(UTyparuu, u Jp.;

e (OOcnenBaHe W KOMEHTapu IO NPUJIOKHATA apXUTEKTYpa, BKIIOYBAI CTaHAAPTEH INPUIIOKEH
coTyep U cnenualIu3upaHu NPUI0KEHHS;

e OOcnensane u 1oKymMeHTHpaHe Ha koHurypanuute B UT undpacrpykrypara o 3eHa.

CreuupuyHuTe 1€HHOCTH, CBBP3AHU C Ta3u JEHHOCT, ca KaKTO Cle/Ba:
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e OO6cnenBane Ha WH(OpPMAIMOHHATA CUTYPHOCT Ha CHCTEMHUTE, KOMYHHUKAIMUTEe U Oa3ute
TaHHU, OCUTYpsIBAIlA paboTaTa Ha pa3IUIHUTE HHPOPMAIIHOHHH CUCTEMU;

e OO0cnenBaHe U OIEHKA Ha ChCTOSIHUETO HA HAIWYHUS CUCTEMEH cO(Tyep, BKIIOUBAI BEPCHH,
MPUJIOKEHH aKTyaTH3alud U IPYTH;

e (OOcnenBaHe M OIEHKAa Ha pabOTOCIOCOOHOCTTa Ha 3BEHATa, OCUIypsBallM padboraTa Ha
pa3nuyHUTEe HHPOPMALMOHHU CHCTEMH,

e (OOcnenBaHe W OIICHKA, CBBP3aHU C HAIMYMETO HA 3aJbJDKUTEIHU TMPaBHIA M MPOLEAYPH,
otHacau ce 1o WT wuHppacTpykTypHUTE 3B€HA, CBIJIACHO Ha-7OOpUTE NPAKTUKH B
o0JacTra;

e OOcnenBaHe W OLIEHKA HA METOJUTE 3a CUCTEMHA aJMHHUCTPAIUS U YIIPABJICHUE, BKIIOYBAII]
CHCTEMH 32 MOHUTOPHHT W aJMHHHCTPUPAaHE Ha CHPBBPH, NPOLEAYPH 32 aKTyalu3alus Ha
WHCTAJMPAHUsI CHUCTEMEH M TPUJIOXKEH codTyep, METOOM 3a KOHTPOJ Ha CHCTEMHHTE
MIPOMEHH, TIPOTICIyPH 332 apXUBUpPAHE M BH3CTAHOBSBAHE Clie/l OS/ICTBHSI M aBapHH, TUIAHOBE 3
HENpeKbCcBaeMoCT Ha yciyrute u aApyru (disaster recovery and contingency planning).

Heitnoct 2: E:xenneBHo (day-to-day) omepaTuBHO Ha0JI0eHHMe M NONIbpPrKaHe
(pYHKIIHMOHUPaHEeTO HA HHPACTPYKTYPHATA Cpea HA MOAAbPKAHUTE CHCTEMH

W3rBIIHATENAT OTroBapst 3a MHTETPUTETA, HEMPEKbCBAEMOCTTa, CHTYPHOCTTA U JOCTBHITHOCTTA
Ha uH(ppacTpykTypata. Toil TpsiOBa na oOXBaHe BCHUYKM JEHHOCTH, BKJIIOYBAIIM OIEPATHUBHO
exenneBHO (day-to-day) Habmoaenue Ha ¢pynkinnonupaneto Ha UT undpactpykrypara.

3a oOcCblIeCcTBSIBAHE HAa CBOUTE 3aIb/DKEHMS W3IBJIHUTENAT CJelBa Ja MOoJIbpxka
HEIMOCPEJCTBEH KOHTAaKT C BB3JIOKUTENS, Ja ydyacTBa B KOOpJIMHAIMATA Ha €KCIEPTHO HUBO Ha
JIEWHOCTH, CBBP3aHH C JIOCTABUHUIINTE HA CHIIECTBYBANINTE CUCTEMH M NMPUJIOKEHHS, HHTETPUPAHH B
uH(ppacTpyKTypHaTa cpeia, 1 KOMyHUKAllMOHHA CBbP3aHOCT.

W3nbaHuTenar mnpeara mpolienypa 3a IeHepupaHe Ha OTYETH M paslpOCTpaHEHHE Ha
uH(popmanuTa.

V3IBIHUTENAT € JTBbKEH CBOCBPEMEHHO J1a YBEIOMH BB3nmouTens 3a BB3HUKHAIA
HEU3NPAaBHOCTH 4YpE3 OTBAapsSHETO Ha CEpBHU3HA 3asBKA, BKIIOYBalla MOJAPOOHO OMNHMCAHHE Ha
BB3HUKHAIHMS TpoOJeM, NpPUOpPUTETa W BIMSIHUETO, KOETO TOW OKa3Ba BBPXY KOMIUIEKCA OT
nH(ppacTpyKTypHa cpella U CHCTEMH, KaKTO M OII€HKAa Ha HEOOXOIMMOCTTa OT €CKajlalus KbM
MIPOU3BOIUTEIIS/IOCTABYMKA HAa CHOTBETHUS Ae(PEeKTUpan KOMIOHEHT. V3IBIHHUTENST MoiydaBa
WHCTPYKIIMA OT BB3JIOKHUTENS 3a TO-HATATHIIHU JICHCTBHSA W OKa3Ba CHACHUCTBHE Ha
W3ITBJIHUTEIICKUTE CKUIM Ha TPETH CTPAaHH - JOCTABUMIIM HA TPOAYKTH M YCIYTH, CBBP3aHU C
noprbpxanata UT undpactpykrypa.

3a menuTe Ha HACTOAIIATa MOPHUKA B3aUMOJICHCTBUATA C EKUTIUTE HA TPETH CTPAaHU - BHHIIIHU
JOCTaBUMIM Ha KOMIIOHEHTHM M YCIYTM, [0 CcujaTa Ha BeY€ ChLIECTBYBAIlM JOTOBOPHU, CE€
KOOPAMHUPAT ¥ KOHTPOJIUPAT OT BH3IIOKUTEIIS.

Heitnoct 3: ExxeaHeBHO omepaTMBHO HA0JI0[eHHMe U NOAAbp:KaHe (PYHKUHMOHUPAHETO HA
EIIAEAY, ECOEI-ESB u UC na POC.
e C(Cp3maBaHe W MOJAbpXKaHE Ha 0aza JaHHM 32 BCUUKH BB3HUKHAIU MpobOiieMu B paboTaTa Ha
EINAEAY, ECOEA-ESB u UC na POC c orien mocTOSHHO TpOcCiesBaHe KaueCTBOTO Ha
M3MBJIHSBAHATA pabd0Ta M MOCEABAII0 OLCHIBaHE. PerucTpupa BCUYKH 3asiBKA B COOCTBEHa
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CUCTEMa 3a YIpaBJICHHE Ha MHUUACHTU WM 3asBKHU, pasloJiaraiia ¢ MOAYJ 3a U3MEpBaHE Ha
HUBO Ha 00CITy)KBaHE;

[IpenocraBsine Ha UHTEpdEIiC KbM cucTeMa Ha U3IbIHUTENS, Ype3 koaro MTUTC nabmonasa
U CJIEM cTaTyca Ha 00pabOTBAaHUTE OT U3IIBJIHUTENS 3asIBKH;

VYBenoMsiBaHe 3a BB3HUMKHAIM HEU3NPABHOCTH 4Ype3 OTBApsSHETO Ha 3asBKa, BKJIKOYBAILA
1oApoOHO ONKCaHUE HAa Bb3HUKHAIMS MPo0JIeM, IPUOPUTETA U BIUSHUETO, KOETO TOW OKa3Ba
BbpXy padborocnocobnoctTa Ha EIIJIEAY, ECOE/I-ESB u MC na POC, xakTo u oneHka Ha
HEO0OX0IMMOCTTA OT €CKalalus KbM IIPOU3BOIUTENSA/JOCTABUMKA HA ChOTBETHHS AeeKkTrpan
KOMIIOHEHT, 4acT OT XapJyepHaTa MHPpPacTpyKTypa, BbpXy Kosito € uirpaaeHa EIIJIEAY,
ECOEJ-ESB u UC na POC.

W3BppmiBane Ha HEOOXOAMMHUTE NEWCTBHUS 3a Bb3cTaHOBABaHe paborara Ha EIIJIEAY,
ECOEJ-ESB u MC na POC npu otnajgaHe Ha NPUIOKEHUATAa B OCHOBHUS CaT.

W3BppmiBane Ha HEOOXOAMMHUTE NEWCTBHUS 3a Bb3cTaHOBABaHe paborara Ha EIIJIEAY,
ECOEJ-ESB u UC na POC npu oTnagane Ha OCHOBHHUS CaMT.

HeiinocT 4: Texnnuyecka moyIpbKKa HA HAJIUYHOTO XapAyepHo 00opyaBaHe

[Tonnpsxka Ha HATMYHOTO XapAyepHO 000Py/ABaHE CHIVIACHO IIPUIIOKEHA CIIEHUDUKALIMSL.
Wucranupane, KOHQUIrypupaHe U TECTBaHE HAa HOBU U DPEMOHTUPAHU KOMIIOHEHTU U
npoaykTu. JleiiHocTTa ce U3BBPIIBA CAMOCTOSATENHO WM MPU HEOOXOAUMOCT - ChbBMECTHO C
TPETH CTpPaHU, KATO CBHBMECTHUTE JACUCTBHUSI C TpPETU CTPaHU C€ KOOPAUMHHUPAT OT
BB3JIOKUTENS. VIHCTamMpaHeTo Ha HOBM KOMIIOHEHTH CE€ H3BBPLIBA ClE] MPEJOCTaBEHO OT
U3IBJIHUTENS U YTBBPACHO OT BB3JIOKUTENS CTAHOBUIIE 32 CbBMECTUMOCTTAa Ha Xapjayepa ¢
OCTAaHAJUTE KOMIIOHEHTH Ha CpelaTa, KakTO U 3a BCHUYKU JOMBIHUTEIHU KOMIIOHEHTHU
(mpenocTaBsiHM OT BB3JIOXKHUTENS) Ha KOH(UrypamusTa 3a OCUTypsIBaHE HOPMAIHOTO
MPUChENHSIBaHE KbM ChIECTBYBaIlaTa HHPPACTPYKTYpHA Cpelia.

W3pbpuiBaHe Ha mpekoH(Urypaluu NpU HHLUUAEHTH, KaKTO M C Orjeja MojoOpsBaHe Ha
JOCTBIIHOCTTA, HAJIEKJAHOCTTA U IIPOU3BOJUTENHOCTTA, alalTUPaHe KbM IIPOMEHHU B cpejaTa
Wik J100aBsiHE Ha HOBM KOMIIOHEHTH. JIEMHOCTTa c€ M3BBPILBA CAMOCTOSITENHO WIM IpU
HEO0OXO0IMMOCT - CbBMECTHO C TPETH CTPaHU, KaTO CbBMECTHUTE JEUCTBUS C TPETU CTPAHU CE
KOOPJIUHUPAT OT BB3JIOKUTES;

HenpexbcHaT MOHUTOPUHT Ha (QYHKIIMOHUPAHETO, JOCTHIIHOCTTA U MPOU3BOJUTEIHOCTTA HA
BCUYKM KOMIIOHEHTH Ha TeXHUYEcKaTa nHdpacTpykTypa. M3BbpiiBaHe HA AUAarHOCTUKA.

Heitnoct 5: ExkcruloaraniMoHHa  NOAAPBbKKA Ha  COPTyepHM  KOMIIOHEHTH  Ha
uHpacTpyKkTypHaTa cpeaa - 6a3oB copryep, EIINEAY, ECOEJA-ESB u UC na POC

ExcrutoaTanimoHHa TOJIPBXKKAa Ha CHINECTBYBAIIMS CHCTEMEH codTyep B ChCTaBa Ha
uH(ppacTpyKTypHaTa cpeaa

Wucranupane, HACTPOWKKM W KOH(HUTypHpaHEe W TECTBAaHE Ha HOBH WJIH YCHBBPIICHCTBAHHU
npoayKTH (6a30B codTyep) WM TaKWBa CJIEA MUHIMACHT MPHU MPEIOCTABEHH OT BH3JIOKUTEIS
coTyepHH JIMIIEH3U W/WIIN aKTyaTH3UpaHu BEPCUU Ha MPOAYKTHTE. HCTaTMpaHeTo Ha HOBH
KOMIIOHEHTH C€ W3BBPIIBA CJeI TPEAOCTABEHO OT W3NBIHUTENS W YTBBPACHO OT
BB3JIOKHUTENS] CTAHOBHIINE 32 CHBMECTHMOCTTA Ha cOTyepa C OCTaHAJIUTE KOMIOHEHTH Ha
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cp€aara, KaKTO HW 3a BCHYKH JOMNBJIHUTCIHU KOMIIOHCHTHU Ha KOH(bHpraHHHTa 3a
OCHUT'ypsiIBaHE HOPMAJIHOTO NMPUCHEINHSABAHE KbM ChILIECTBYBaIllaTa HHPPACTPYKTYpa;
W3BbpuiBaHe Ha HACTPOUKH, MPEUHCTAIMPAHE U NMPOMSIHA Ha COPTYEepHU KOHPUTYpaLlUU MpU
HUHIIUACHTHU UJIN C OI'JICH HO)IO6p${BaH€ Ha IPOU3BOJUTCIHOCTTA, adallTUPAHC KbM IIPOMCHHU B
cpenara Wi J00aBsHE HA HOBU KOMIIOHCHTH;

HenpexbcHaT KOHTPOJ HA PYHKIMOHUPAHETO U MPOU3BOIUTEIIHOCTTA;

3apexxmaHe Ha NMPOMEHH B codTyepa C 1€l KOPUTHUPAHE Ha TPEIIKH W/ ACPEKTH B
copryepa (O0broee), 3a momoOpsiBaHE HA MPOU3BOJUTEIHOCTTA MY WJIM JAPYTA HETOBU

napamMeTpH | 3a aJanTupaHe KbM MIPOMEHH B OOKPBHKEHUETO MY

Hanrpaxnane u agmuauctpupane Ha cekuusata B EIIJIEAY 3a usrernsHe Ha chIbpikaHue
(download section).

HeiinocT 6: OcurypsiBaHe Ha HaJeXIHAa M HelpeKbcHATa padoTa Ha NOTpedHTEIHUTE,
nepUHUPAHHU KATO AKTUBHU B HH(PPACTPYKTypHaATa cpeaa

[Monnbpxane Ha mpodummmTe 3a AocThIl Ha moTpedutenute 1o UT wmubpacTpykTypara Ha
CUCTEMHO HUBO.

Cp3naBaHe Ha HOBHU mnotpedutencku npodunu 3a gocreil 1o UT undpactpykrypata Ha
CUCTEMHO HUBO ChIJIACHO YTBBPJICHA MPOIIeypa ChIacyBaHa C Bb3JI0KHUTENS.

Heiinoct 7: OcurypsiBaHe Ha HaJe:KIHA M HeNpeKbCHaTa padora Ha mnoTrpeduTeIHTe
(agmunucrpanuure), ne¢punupanu kato aktuBuu B EII/IEAY, ECOEJI-ESB u UC na POC.

[Monnbpxane Ha mpodunute 3a nocten Ha notpedburenute 1o EINIEAY, ECOEJI-ESB u UC
na POC;
Cw3naBane Ha HOBH noTpedburtencku npoduiu 3a goctei n1o EIIJIEAY, ECOEI-ESB u UC
Ha POC cwriacHo yrBepzeHa npouenypa, cbriiacyBana ¢ MTUTC;
OcurypsiBaHe Ha KOHCYJATaTHMBHO CBJCHCTBHME Ha TpEeTU JHIa MpPU pealu3upaHe Ha
texuudeckara roroBHocT Ha Texuute AVC 3a cepp3Bane ¢ ECOEJI-ESB u UC no yrBbpaeHa
MpoLEypa, ChITIACYBaHA C BB3JIOKUTENS, ChITIACHO CJeIHATa JOKYMEHTALUS U IPUIIOKEHUS:
o Hapenba 3a wu3uckBanusata KbM EnuHHaTa cpena 3a oOMEH Ha €JIEKTPOHHU
noxkymeHTu(06H. 1B, 6p. 62 ot 2008 1., u3m., 6p. 58 ot 2010 1.);
PBKOBOICTBO 3a MHCTANIALMS U U3I0JI3BaHE HA KOMYHUKAIIMOHHUS KIIMEHT;
WHcTanannoHeH nakeT Ha KOMyHUKAllMOHHUS KIIMEHT;
o Crneuuduxanuss Ha uHTEepeiic Mexay UHGGOPMALMOHHUTE CHUCTEMU Ha
y4acTHULUTE B OOMEHAa U KOMYHUKAIIMOHHUSI KIIUEHT.
Wnentuduurpane u oTCTpaHsBaHe Ha Bb3HUKHANU 1pobiemu npu padorata Ha ECOE/[-ESB
B IpeABapUTENHO Je(pUHUpPAHU CPOKOBE M BpeMEHa 3a peakuus, JAOKJIaJBaHU OT
notpebutenure Ha ECOE/I-ESB.
Wnentuduurpane 1 oTcTpaHsBaHe Ha Bb3HUKHAJIU IpobiieMu npu padbortata Ha EITJIEAY B
MIpEIBAPUTENIHO Ae(PUHUPAHU CPOKOBE U BPEMEHA 3a PEaKIHs, T0KIaIBaHU OT MOTPEeOUTENNUTE
Ha EITJIEAY.
WNnentuduurpane u orcTpaHsiBaHe Ha Bb3HUKHAIM npobdiemu npu padorata Ha IC na POC B
[IpeIBAPUTENIHO Ae(PUHUPAHU CPOKOBE U BPEMEHA 3a PeaKIus, JOKIaABaH! OT NOTPEOUTEIUTE
Ha IC na POC.
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Jeiinoct 8. Texunuecka noaapbxka 3a paspadorunum u agmuaucrparopu Ha AUC u EAY:

WM3neaauTeaAT CJICABa J1a OpraHu3vpa U p€ajin3vpa BTOPO HUBO HAa TEXHUYCCKA MOAAPBIKKA 3a

pa3paboTuuiy Ha eeKTpoHHM aaMuHucTpatuBHu yciuyru (EAY) u AUC no BwIpocH, cBbp3aHu ¢
B3aMMOJICICTBUETO HA TEXHUTE CUCTEMH M npenocraBsHute ycayru ¢ EIIJIEAY.

Toooeiinocmu:

TexHnuecka noaapwxKa o teaedona no cxema 8x5 3a pazpadboruuny Ha AVIC 1 enekTpoHHH
aaMuHuctpatuBHH yeiyru (EAY);

[Ty6bnuxyBane Ha EAY, B choTBeTCTBHE C M3MCKBaHMsITA 32 PazpaboTBaHe W myOIMKyBaHE Ha
EAY B EIIIEAY. Bcuuku u3ucKkBaHUS B Ta3d HACOKAa MOTrar Ja ObaaT HaMEpEeHU HaIbJIHO
0e3IUIaTHO Ha CTpaHuIaTa Ha MMHUCTEPCTBOTO Ha TpaHCHOPTa, HH(POPMALUOHHUTE
TEXHOJIOTUU U ChOOLIEHUsTa, pas3aen ,,EiekrpoHHO ympasiieHue®, npodun ,,JlIOkymeHTH u
npoueaypu’’;

[1yOnukyBaHe Ha CTaTUYHO ChJIbp’KaHUE: HOBUHHU, BPB3KHU, YECTO 33/1aBaHU BBIIPOCU

[1yOnukyBaHe Ha HH()OPMAIIMOHHO ChAbPIKAHKUE: ONMUCAHUS Ha aIMUHUCTPATUBHU YCIIYTH.

Heiinoct 9. Texuuyecka moyIpbKKa 3a KpailHU noTpeduTem (rpaxianu u Ou3Hec):

Texaudecka nmogapbxka mo tenedona (help desk) mo cxema munumym 24x7 (24dgaca, 7 nau B
ceamuIiata) 3a kpaiitau norpeourenu Ha EITJIEAY — rpaxxnanu u 6usnec opraHu3aiu;
Peructpupane Ha KIIMEHTCKUTE 00aX/1aHUs U Bb3HUKHAIUTE HEU3IPABHOCTH Upe3 OTBAPSHETO
Ha CepBM3HA 3asiBKa, BKJIIOYBAIllAa MOJPOOHO ONHUCAaHHME Ha BB3HUKHAIUS MPOOJIeM,
MPUOPUTETA U BIUSHUETO MY, KAKTO U OIIEHKa Ha HEOOXOJMMOCTTA OT €CcKajlalusi KbM TPETH
CTpaHHU.

Knacudukanus Ha perucTpupaHuTe HEU3NPABHOCTU M IMPEHACOYBAHE 3a H3I'BJIHEHUE Ha
CepBM3HATa 3asBKa KbM TpPETU CTPAHM, NOCTABUMIM HA YCIAYrd U KOMIIOHEHTH, 4acT OT
unTerpanuonHara margopma Ha beY (ECOEI-ESB, POC, xapayepHuTe KOMIIOHEHTH U
cucremurte B KTLIEII)

Cp3naBaHe U noabpKaHe Ha 0a3a JaHHU 32 BCUYKU BB3HHKHAIM POOIeMu Mpu paboTara Ha
kpaitnu mnotpebutenu c¢ EIJIEAY, ¢ orinea mocCTOSHHO NpocielsiBaHe KauecTBOTO Ha
U3IbJIHSABaHATa paboTa U MOCJIEBAIIO OIICHSIBAaHE.

Heiinoct 10: UndopMaunoHHo oOCUrypsiBaHe: ypaBjeHHe U CbXpaHeHHe HA JaHHUTe

e IlepuoanuHo peruMkupane u apxuBupase (backup) Ha maHHHUTE OT CUCTEMUTE 3a ChbXpaHEHUE

Ha uH@opmanus, kKoHpurypaunonnu nanau Ha UT undpactpykrypara Ha BEY, BbB Bceku
€/IMH OT LICHTPOBETE.

[lepuoguuno pernnukupane u apxuBupane (backup) (exeaHEBHO, CEIMHUYHO, MECEYHO,
TPUMECEYHO M TOJMIIHO) Ha JAHHUTE OT CHCTEMHUTE 3a ChbXpaHEHHE Ha HHpopmarus,
koHpurypauronnu ganau Ha EIIJIEAY, BbB Bceku euH oT LieHTpoBeTe Ha beV;
[lepuoguuno pernukupane u apxuBupane (backup) (exeIHEBHO, CEIMUYHO, MECEUHO,
TPUMECEYHO M TOJMIIHO) Ha JAHHUTE OT CHCTEMHUTE 3a ChbXpaHEHHEe Ha HHpopmarus,
koHdurypanunonnu ganan Ha ECOEJI-ESB, BbB Bceku eauH oT 1ieHTpoBeTe Ha beV;
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e [lepuonnuyno pemnukupane u apxuBupane (backup) (exeIHEBHO, CEIMHYHO, MECEUHO,
TPUMECEUYHO M TOJMIIHO) HAa JAaHHUTE OT CHUCTEMHUTE 3a CbXpaHEHHWE Ha HHpopMalus,
koHpurypauronuu ganau Ha UC na POC, BbB Bceku eMH OT LIeHTpoBeTe Ha beV;

e Bn3craHoBsiBaHEe Ha MH(OpMaLUs U KOH(GUTYpallMOHHU AaHHU ciell cpuB (Recovery);

e [lomnwpkaHe, aHamM3 ¥ apXWBUpAHE HA CTATUCTHYECKHU QaitnoBe (Hamp. System u Security
Logs) Ha cucremuus copryep.

e HaOmroneHue Ha 3aI'bJIBAHETO M KOHCUCTEHTHOCT HA JAaHHUTE B CUCTEMUTE 3a ChXpaHEHHE Ha
nH(popmMaLus U IpearIpueMane Ha HeOOX0IMMUTE IeHCTBUS, BKJI. YBEJIOMSBAHE Ha €KUIIA Ha
BB3JIOKUTENS IPU HEOOXOUMOCT;

e A/MUHHCTpPUpAaHE Ha JUCKOBOTO TIPOCTPAHCTBO Ha CHCTEMHUTE 3a CbXpPaHEHHE Ha
nH(popMalus ¢ 1eJ1 ONTUMAITHOTO MY U3II0JI3BaHE.

Heiinoct 11: OcurypsiBane Ha HMHPPACTPYKTYpPHA NOAAPBKKA HA HAJIMYHUTE JIOKAJIHH
KOMINITbPHU Mpexku U Bpb3kH (LAN), BKIWYHUTEJNHO BCHYKHM MACMBHH U AKTHBHU
KOMIIOHEHTH Ha MpeKUTe:
e AJMUHUCTPUPAHE U MOJAPBHKKA;
e JlelicTBUsS TpU aBapUWHU CUTYyallMM CBIJIACHO JEPUHHpPAHUTE MapaMeTpu 3a HHUBO Ha
00cy)XBaHe;
e Teky MOHUTOPUHT Ha (PYHKIMOHHpPAHETO, HAOIIOJEHWE Ha HATOBApBAHETO, MPEIIOKEHUS
3a onTuMu3anys. V3BbplIBaHe HA TMATHOCTHUKA,
e lI3BbpuIBaHE HaA MNPEKOH(UIYypalMM MpPU HHUUIACHTH WIM C Orjea nonoOpsBaHe Ha
MIPOM3BOJIMTENIHOCTTa, aJanNTHpaHe KbM IMPOMEHM B cpenaTta WM J00aBsHE Ha HOBU
KOMIIOHEHTH.

Heitnocr 12: 'apanTupane Ha UHGOPMALMOHHA CUTYPHOCT HA HH(PACTPYKTYpHATAa cpeaa:

C Ilocranosnenne Ne 181 na Munucrepckus cbeT ot 20 tonu 2009 r. (06H. IB. 6p.59 ot 28
KOnu 2009 r.) ca ompeneneHu CTpaTEerMyecKUTe OOEKTH U JAEWHOCTH, KOMUTO ca OT 3HAa4YCHHE 3a
HallMOHaJIHaTa CUT'YPHOCT Ha Peny6nm<a BT)JIFapI/IH H KOHUTO Ca 4YaCT OT KpUTHYHaATa
uHppactpykrypa. Coriaacuo Ilpunoxxenne — CnMchbK Ha CTPaTErMYeCKUTE OOEKTH U JEHHOCTU OT
3HaYEHHE 3a Hal[MOHAIHaTa curypHoct, pasznuen VII - Cexrop ,,Tenexkomynukauuu u uadpopmanus”, T.
2.6., KOHTPOJICHUT TEXHUUYECKHUAT IeHTHP Ha beY B komruiekc ,,bosHa”, mom 3 e ompeneneH Kato
CTpaTeruyecku 0OEKT OT 3HaYEHHE 32 HallMOHAJIHATA CUTYPHOCT.

Msnenaurensat CJICABa Ia U3TrOTBU BHTPCUIHU ITpaBUJjia 3a OLICHKA W YIIPABJICHNWEC HAa PHCKa 3a
MpEX0Ba U MHPOPMAIIMOHHA CUTYPHOCT Ha CUCTEMUTE B 00XBaTa Ha /IBaTa LEHTbHpa.

[IpenopbunTenHuTe AEMCTBYS MO OLICHKA U YIIpaBJIEHUE Ha pUcKa TpsiOBa Jla CbOTBETCTBAT Ha
[Ipunoxenne Ne 3 xpM wi. 31, am. 2 or Hapembara 3a o0mwuTe H3UCKBaHHUS 3a ONEpaTHBHA
CHBMECTUMOCT ¥ MH(POPMAIMOHHA CUTYpHOCT [loTeHImanHuTe pUCKOBH (DakTOpU 3a MpeKoBaTra u
nH(pOopMallMOHHATa CHUTYPHOCT, (OpMyNHMpaHu U KIacCUUIUPAHU B MEXKIYHAPOJHHUSA CTaHIApT
ISO/IEC TR 13335:2000, ca mocouyenu B Ilpmmoxenune Ne 4 xpm wi. 31, an. 3 or Hapenbara 3a
O6IIII/ITC HN3HMCKBAHMI 3a OIICPAaTUBHA CbBMECTUMOCT U I/IH(l)OpMaHI/IOHHa CHUT'YPHOCT.

VYpaBlieHHETO Ha CUT'YPHOCTTA Jla C€ OCBIIECTBsABA Ha 0a3a Ha CHIIECTBYBALUTE PELICHUS:
3ammtHa cteHa (Firewall), IDS/IPS, IPSec VPN u peopranusupane Ha cucTemara 3a 3alluTa Ha
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CJICKTPOHHA IIoIla M CHUCTEMATa 3a 3alldTa Ha I/IHq)OpMaIII/IHTa OT 3JIOHaAMEpPCHHU aTaku, C LCI

OCUT'YpPsSBaHC Ha (bYHKHI/IOHaHHOCTI/I ChI'TIAaCHO CJICAHUTEC N3HNCKBAHMA:

Peopraﬂmauuﬂ Ha CUCTeMAaTa 3a 3allMTa HA l’lH(l)OpMalll/lﬂTa OT 3JIOHAMEPCHHA aTaKHu:
Caen NMPUKJIIYBAHEC HA peopranu3anusara cjieaBsa aa obaaT MOKPUTH CJICIHUTEC U3UCKBAHUS:

Cucremarta J1a OCUTypsiBa 3all[UTa Ypes:

v’ aHTHBHUPYC;
3aluTa OT IMIMUOHCKU U peKJIaMeH coryep;
3amuTHA cTeHa u 3ammura oT ataku (host IPS);
KOHTPOJI Ha YCTPOMCTBATA;
URL ¢untpupane u otueru;
NAC (kKOHTpOJI Ha MPEXOBHUSI IOCTBHII);

D N N NI N N N

KOHTPOJI Ha U3BBPIIBAHUTE CUCTEMHH KOH(UTYpaIH;

v/ CKaHupaHe Ha MpeXXara 3a BLHIIHM, HEOTOPU3UPAHH yCTpoicTBa (rogue detection).
JuctpuOyrusaTa Ha pa3nuyHUTe (QYHKINU Ja C€ OCBHIIECTBSABA IEHTPAIN3UPAHO TPe3 KOH30J1a
3a yIpaBJieHHE MPe3 €IUHCTBEH KIMEHTCKU arcHT;

Ja nopabpika nHCTaNanus BB (JoHOB pexxuM (silent mode installation);

Cucremarta TpsiOBa 1a u3BiaMyYa UHGOpMaLUs OT rodaiHa 0a3a JaHHU ¢ JePUHUINH, C OTJIE]
Mpena3BaHeT0 Ha KIMEHTCKATE KOMITIOTPH W CHPBBPH OT HOBH M BHJOW3MEHSIIH CE
3aIlIaxw;

Jla iMa QYHKIIMOHATHOCT 32 HEHTPAIH3HPaHO, aBTOMAaTHYHO OOHOBSIBAHE HA aHTUBUPYCHUTE
u host IPS neduHunmuTe, KAKTO U Ha CKAaHUPALIOTO SIPO Ha Hpoaykra. Kommnonenrure 3a
oOHOBsIBaHE TpsiOBa J1a MOTaT Ja ce€ TUCTPUOYTUPAT OT HEHTPAIU3UPAH CHPBBP KbM pabOTHU
CTaHIIMH, KOUTO He ca CBbp3aHu ¢ HTepHeT.

Jla mMa BB3MOXKHOCT 32 MHKPEMEHTAIHH OOHOBSIBaHUsI, KOUTO ca mo-mMaiku oT 500 KB;

Jla ckaHupa BbB (DOHOB PEXKUM,;

Jla MoXe /1a ckaHupa IpH JOCTHII WK MOUCKBaHE (on access U on demand ckaHupane)

Ja ce unrerpupa ¢ Active Directory cpsiMo OTPEOUTEIICKO UME WJIM TPyTa MO OTHOIIICHUE
HaJlaraHeTo Ha NoJuTHKH. [loTpeduTenckure mmeHa TpsOBa 1a ce BWKIAT B OTYETUTE HA
cucTeMaTa;

Jla e cpBMecTuMa ¢ omnepammonnu cucteMu Microsoft Windows 2000, Microsoft Windows
XP, Microsoft Windows Vista, Microsoft Windows 7, Microsoft Windows Server
2000/2003/2008;

Jla mpejyiara neHTpaIM3UPaHo YIpaBiIeHUE U HAOMIOACHNE HA BCHYKH 3BE€HA OT 3aIUTAaTa;
[lenTpanu3upanara KOH30Ja 3a YIpPABJICHHE Na MOIAbpKa METOIW 3a aBTEHTHU(UKAIUA —
nokanHa, ceprudukaru, MS Active Directory;

[lenTpanu3upanara KOH30Jla 3a yIOpaBJ€HHWE Jla TMOIIbpKa KOH(PUTypUpaHE Ha
aJIMUHUCTPATHBHHU POJIM C Pa3IMYHA HUBA HA JOCTHII;

LlenTpanm3upanara KOH30Jla 3a YIpaBJICHHE Ja C€ CBBbpP3BAa ChC CHUCTEMaTa 3a 3amuTa Ha
eJIEKTPOHHA ITOTIIa, JIa MOXKE JIa 51 yIPaBIIsBa M J1a IaBa OTYETH 32 Hes;

LlenTpanm3upanara KOH30Ja 3a YIpaBJIeHHE TPAOBa Ja MOXKE Jia YIpaBisiBa U HAOIIOaBa B
peamHo BpeMme paboTaTa Ha CHCTeMaTa 3a CUTYPHOCT 3a pa0OTHH CTaHIIMK HE3aBHCHUMO OT
MECTOIOJIOKEHHUETO UM.
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3agbixuTennnu pynkuun: AHTUBUpYC, AntiSpyware, URL ¢unrpanus, NAC:

[TpoakTuBHA 3amMTa OT HOBH 3aIlJIaXH ¢ IOMOIITa HA €BPUCTHYEH MOIYJI 32 3aCHYaHE;
3ammTa OT HOBH 3aIljlaxd ¢ TIOMOIITa Ha 00JayHa CUCTeMa 3a permyTalus B paMKUTE Ha I10-
MaJIko OT 24 Jaca OT perucTpupaHe Ha 3ariaxata (zero day protection);
ObnayHara cucreMa 3a penyrauus TpsOBa jaa moagbpxka Tazu ¢yHKIuoHamHOCT 3a I[P,
website, file;
BB3MOXXHOCT 32 KOHTPOJIMpAaHE 3a MOCTUTAHE HAa ONTHMATHO HUBO HAa TOTPEIIHO 3aCCUYeHU
¢aiinose karo 3amiaxu (false positives);
Jla Moxe 1a GJIOKMpa ONMUTH 32 WHCTAJMpaHe Ha MPUIIOKEHUS, J1a HaOJI0aBa 3aliCBAaHETO U
CTapTUpaHeTo Ha nporpamu B qupekropun Windows, Program Files, Temp.
Jla MO’Ke J1a CKaHHMpa BIIOKEHH apXUBHHU (pailyioBe;
N3non3eane Ha multi-thread TexHoMOrUS ¥ ONTUMU3AIMS 32 MHOTOSIIPEHH CUCTEMU;
Cucremara TpsOBa Ja MOXe Jla OIpe/elss HUBOTO HA PHCK Ha BCEKW CKaHUpaH (aiin, upes
u3CcJeBaHe Ha CIICAHNUTE (aiJIOBU XapaKTEPUCTUKU U ChIbpIKaHUE:

v W3rtounuk Ha (aiina

v Kouxko HOB € daiina

v Kosko vecto ce Habmoiasasa (aiiiia B UHTEpHET
Ha moxe ga ce um3BbpmBa URL Quirpupane upe3 Oenu\uepHH CHUCHIM U KaTErOPUH
caifrose. Jla nmogabpka Hax 95 xateropuu. Jla nogawpika Internet Explorer, Mozilla Firefox,
Chrome;
Jla mpeqyara Bb3MOXKHOCT 3a OTYETH 3a MOCETEHH caiiToBe Ha 6a3a morpeburenu or MS
Active Directory, yacoBe, KaTeropuu;
Jla MOXe 11a orpaHryaBa J0CThIIAa Ha pab0THA CTAaHIUS B 3aBUCUMOCT OT MOTPEOUTEIICKO HME,
MHCTanupaH codryep, Bepcus U cOPTyepHU OOHOBIECHHUS.
B exxenneBHaTa cu pabota AHTUBHPYC (DYHKIIMOHAJIHOCTTA Ja He u3noi3Ba nosedye ot 100
MB RAM 1nipu ckaHupase;
AHTHUBHUpYC cucTeMara Ja € ojoopena ot Microsoft 3a pabota ¢ MS onepaliliOHHH CHCTEMH;

3aabikutennn pyuxuuu: Host IPS:

[IpoaktuBHa 3amuTa ot ataku (host [PS);

3ammTa Ha OIEpalMOHHATa CHUCTEMa OT YSI3BUMOCTH Npeau uHcTamupaHe Ha update (host
IPS);

3ammTa OT HOBH 3aIljlaxd ¢ TIOMOIIITa Ha 00JayHa CUCTeMa 3a permyTalys B paMKUTE Ha I10-
MaJIko OT 24 Jaca OT perucTpupaHe Ha 3aruiaxata (zero day protection);

Jla pa3nosiara ¢ uaterpupan nepconaien statefull Firewall;

3agbixuTeTHH PYHKIMH 32 KOHTPOJI Ha ycTpoiicTBaTa:

Jla Moxe ma KOHTposimpa TmepudepHH YCTpOWCTBA B TOBa YHCIO ¢uiall MaMeTH, BBHHIIHHU
TUCKOBe U apyru Hocutenu Ha nanau, COM/Serial mopt, Bluetooth, Firewire, CD/DVD kato
ru 3a0paHsiBa, orpaHrdaBa paboTaTa UM WJIM caMO HaOJIOJaBa M3MOJ3BAHETO B 3aBUCUMOCT
oT moTpeduTencko uMe Jm rpyna B MS Active Directory unu B 3aBucumoct oT ID u
npousBoautTen. He TpsOBa ma ce 3acsra paborara ¢ Hanumuaun USB kimaBHaTypu, MHUIIKA U
nepudepus.

3a)I'I)J'[)KI/ITeJ'lHl/I (l)yHKIII/Il/I Ha0JI10/leHue U OTYeTH:
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BBb3MOKHOCT 3a ch3aBaHe HAa OTYETH, IOJAPOOHU U CyMapHH, 3a ChOUTHITA B MpexaTa (Opoi
ckanupanu ¢aioBe, Opoi BUPYCH, OpOi 3alUTEHU/HE3AIIUTCHN CTAHIIMU, CTAHIIMA C HaW-
MHOTO BUPYCH U T.H.)

W3npamane Ha wusBectus (email, SNMP trap) unm npennpuemane Ha JAEHCTBUS IIPU
Bb3HHKBAHE Ha MpeABapUTEIHO AePUHUpPAHU CHOUTHS (OTKpUBaHE HA BUPYCH, OOHOBSIBaHE Ha
NePUHULIH U 1Ip. );

OtueruTe TpAOBa Ja ca HATMYHMU KaTO MUHUMYM B ciiequute popmatu: XML, HTML, CSV u
PDF.

)Ia pasmnojara ¢ nogApbKKa Ha IJIaHOBO 'CHECPUPAHEC HA OTUCTH,

Cucremara 3a 3amura Ha CJICKTPOHHA IMOoIIa TpﬂﬁBa aa 0TroBapsd Ha CJICAHUTE U3UCKBAHUA:

3amura Ha MUHUMYM 2500 eleKTpPOHHHU MOIIEHCKU KYTHH;

Ha nogepxa MuHUMYM 50 1O0MeliHa;

[Ipennoxenara cuctema 3a 3alllMTa Ha €JIEKTPOHHA Iolla TpsOBa aa mojabpka paboTa BbB
BupTyanHa cpeaa karo ESX virtual appliance;

Ja nmomnbspka MS Exchange 2003, 2007 u 2010;

Jla uma 061112 HeHTpaIu3upaHa KOH30J1a 3a YIpaBlieHue U HaOJII0eHHe 3ae/IHO ChC cucTemMaTa
3a 3aIIuTa Ha UHQOpMaILUsITa OT 3JI0HAMEPEHU aTaKu;

Ha 3amuraBa or DoS/DDos (Denial of service/Distributed Denial of service) artaku
MOILIEHCKUTE ChPBBPU C PYHKIIMU HA sSApOTO Ha onepannonHara cuctema (Kernel Block);

Jla 3amuTaBa ot harvest, DoS aTaku;

Jla 3amuraBa oT criaMm, QUIIMHT, spyware, malware, BUpyCHU U YepBeu;

Jla MOKe J1a CKaHUpPA APXUBU;

Jla u3nos3Ba TEXHOJIOTUHU 3a mpeana3zBane oT SPAM: oOnayHa cuctema 3a penyranus, grey
listing, RBL, SPF, BATV, DKIM, pasno3naBane Ha n300pakxeHUs;

[Ipu u360p 3a MHCTaNIAKMS Ha MIOBEYE OT €HO YCTPOMCTBA 3a 3alllMTa Ha eJIEKTPOHHA I01la Ja
MMa LeHTpaJu3upaHa u oO1ia KapaHTHHA;

LlenTpanu3upanaTta KapaHTHHA Ja HE M3KMCKBA 3aKyllyBaHE Ha HOBAa OIEpallMOHHA CUCTEMa,
0a3a JaHHU WIH Xapayep;

[lenTpanu3upaHara KapaHTUHA TpsAOBa Ja mpejasiara Ha BCEKH MHAMBHAyaJIeH MOTPEOHUTEI:
IOpTaj 3a 0CBOOOXKAaBaHE Ha MOTPEIHO 3aM0J03PSH CIlaM, IMOPTaj 3a BbBEX/aHE HA Oenu U
YEepHU CHUCHIIH;

LlenTpanu3upaHara KapaHTUHaA TpsAOBa Ja MOXKE Ja ce€ JIOKaJU3upa M H3MpallaHUTEe KbM
oTpeduTenuTe ChoOIIEHUATA ]a ca Ha OBIATapCKH €3UK;

[IpexoHdpurypupanero Ha cucTemaTa 3a 3allldTa Ha €JIEKTPOHHA Iolla 3a (UITPUpAaHE Ha
SMTP wmeiin Tpaduk oT BUpycH U criaM He TpsAOBa J1a BKJIIOUBA JOCTaBKa Ha HOB Xapayep.
[Ipexondurypupanara cucrema ImposepsBa e-mail Tpaduka B wu3xozgsma mnocoka (OT
BBTpPEIIHU oTpeduTenu kbM HTEpHET)

JHa npennara Bupryanusanus. Hanpumep — 3a HOB JOMEHH WM Ipyla Ja MOXeE Ja ce
M3M0JI3Ba OTHENIEH aJMUHUCTpaTUBEH MHTepdeiic, ¢ HoB IP 3a mpuemane u um3mpamniane Ha
momia C IeJ CerMeHTHpaHe Ha email Tpaduka u C 1en pa3nuyHM OTACIM Ja MOoraT Ja
yIpaBisiBaT caMo coOCcTBeHMsI cu email Tpaduk;
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e Jla uma ¢pyukuuu DLP — na moxxe na ce o0ydaBa 3a KOH(QUICHIIMAIHO ChAbpKaHUE (1a MpaBu
CUTHATYpW 3a KOHGUICHIMATHN (aiIoBe W Ja W3IO0JI3BA PETYSPHU H3Pa3H), Ja OTKPUBA
KOH(UIeHIMaIHN JOKYMEHTH B email Tpaduka u na OJ0Kupa U3NpPaIIaHeTo UM;

e Jla uma ¢pyukuun Compliance — 1a mMoxke na npoBepsiBa email Tpaduka 3a U3MbIHEHUE HA
MEXTyHApOIHU CTAaHIIAPTH ¥ MIPABUJIA;

e Jla uznomnsBa LDAP 3a npoBepka Ha noTpeOuTeNu 1 pyrupane Ha email cho01eHus;

e Jla mputexaBa CpelIcTBa 3a MOJAPOOEH OTYET M CIHPAaBKH 3a CIYYMIIOTO c€ (pe3ysiTaTd OT
YIIOBEHHS CIIaM B MTPOIIEHTH, 110 THU | T.H.);

e Jla mpuTexkaBa cpeAcTBa 3a OTUETHOCT, KOUTO Ja II0O3BOJIABAT AaHAIU3 Ha IOJyYEHUTE
cbOOIIeHUsI — dYac, JaTa, u3mpaiad, nosydarten, [P Ha cbpBbp, u3mon3BaHu GUITPU 3a
00paboTKa Ha CHOOIIEHUETO | T.H.;

e Jla monmwpxka TLS, PGP, S/MIME;

e Jla pasnosiara ¢ Web mopras 3a KpUIITHUPAHO JTOCTaBsSIHE HA ChOOIIECHNUS,

e Jla moxe na pabotu B pexxum Ha pesepupanocTt (Clustering);

e Jla mommppka UEHTpaIM3UpaHO YympaBieHne Ha peseppupanus Cluster 6e3 Hyxkzma oT
JOIBIHUTEIICH Xapyep;

W3nwnauTenr cnensa aa:
. OcsbliecTBaBa HaONIOJEHWE M CHCTEMEH aHalIM3 Ha paboTata ¢ Led MpeArnpUeMaHe Ha
MPOAKTUBHU MEPKH 3a TIOBUIIIABAHE HA 3allUTaTa Ype3 CHCTEeMaTa 3a yIpaBJICHUE W HaOIIOJCHUE U
aKTyaJTM3UpPAaHUTE TEXHOJOTUYHU PEIIeHUs 3a HH(QOpMAIMOHHA CUTYPHOCT;

. KonTtponupa noaaep:xaHuTe CUCTEMU C 1I€JI HEJOIYCKaHE HAa HEITPAaBOMEPEH JNOCTBI A0 THAX;

. N3pbpiiBa HaOMIOIEHNE U OLIEHKA HAa MPEXKOBaTa Cpefa, ¢ el MpeAllprieMaHe Ha IPOaKTUBHU
MEpPKH 32 [OBUILIABAHE HA 3aIUTaTa U Obp30eHCTBUETO I;

. HaGnronaBa HENPeKbCHATO ChCTOSHUETO HA AUCKOBUTE MOJICUCTEMHU.

. OcpbliiecTBABa HENMPEKbCHAT KOHTPOJ, HpeanpueMa aJeKBaTHU JEHCTBUS M CBOEBPEMEHHO

IIACMEHO U3BeCTsABa Bb3moxurens npu:
a. HeoTopusupano npountane niM KONMMpaHe WIK U3HACSHE HA MHPOpMaLUs B €IEKTPOHEH BUJ,
BKJI. HEOTOPU3UPAH JOCTHII 10 HH(GOPMALIMOHHU MOTOLM, Kpax0Oa Ha MOTPEeOUTEICKH UMEHA, TapOJIH
U Jpyra noBepuTeiIHa nHdopManus;
b. HeoTtopusupano 3amucBaHe Ha JaHHUM M WHGQOpMalMs WM YHHUIOXKaBaHE HAa TakaBa B
IIOJICUCTEMA KbM CHCTEMATA, BKIOYMTEIHO IPOHUKBAHE HA BUPYCH;
c. Otka3 unu OjnokupaHe Ha ycTpoicTBa U pecypcu (MHTepHeT, MpexXoBH pecypcH, JUCKOBO
MIPOCTPAHCTBO, MAMET U JIp.) MOopaau IpoOUB B cUCTEMaTa, IPETOBApBaHE HA BPB3KUTE U T. H.
. Wucranupa, koHpuUryprpa u TeCTBa PEMOHTUPAHUTE KOMIIOHEHTH U MPOJIYKTH B KOHTEKCTa
Ha U3MCKBaHMATA 3a rapaHTHpaHe Ha UH(POPMALlMOHHATA CUTYPHOCT.

Ha w3mpnnurens me Oble MpefocTaBeHa eKCIIoaTallMOHHATa JOKYMEHTAIUMsl Ha BCHUKU
CUCTEMH 3a OpraHu3upaHe Ha HH(OpMalMOHHATAa CUTYPHOCT Ha HH(PPACTPyKTypHaTa cpeja.

Heiinoct 13: NapanTupane Ha nngpopmanuonna curypioct Ha EIIJIEAY, ECOEJA-ESB u UC
Ha POC.
e JI3roTBsiHE Ha BBTPEIIHM IIpaBWJIa 3a OLIEHKAa W YIpaBJICHHE Ha PUCKAa 33 MpPEKOBAa U
unpopmaunonna curypuoct Ha EIIJIEAY, ECOEJ-ESB u UC na POC B o0xBara Ha
LIEHTPOBETE Ha €-IIPaBUTEICTBOTO;
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e VYpaBjeHHETO HAa CUTYPHOCTTa Ha 6a3a Ha JOCTAaBEHU U BHEJPEHU PEILIEHUS B IEHTPOBETE Ha
e-IPaBUTEJICTBOTO;

e HalOmronenue u cucteMeH aHaiau3 Ha padoTara ¢ LeJ peArprueMaHe Ha IPOaKTUBHU MEPKH 3a
MOBUIIIABAHE HA 3alllUTaTa Ype3 CUCTeMaTa 3a yIpaBJIeHUE U HaOJIOJCHUE U ChHIIECTBYBAIINTE
TEXHOJIOTHYHU peIleHHs 3a HHPOPMAIIMOHHA CUTYPHOCT;

e Konrponupane Ha nogabpxxkanure moayian Ha EITJIEAY, ECOEJI-ESB u UC na POC c uen
HEJOIyCKaHe Ha HEIIPaBOMEPEH JIOCTHII JI0 THX;

e l3BppmiBane Ha HAOMIOACHUE U cucTeMeH aHanu3 Ha paborara Ha EIIJIEAY, ECOEI-ESB u
NC na POC ¢ uen npeanprueMane Ha MPOAKTUBHU MEPKHU 3a MOBHINABAHE HA 3allUTaTa W
OBP30JICUCTBUETO I;

e (CpbXxpaHsBaHe Ha apXMBHUTE KOIUS B CHOTBETCTBUE CHC CHIIECTBYBAILUTE pa3nopendou 3a
CbXpPaHEHHE Ha apXWBHUTE, KaTo €€ KMaT MpeIBUJ U CHeUu(PUYHUTE HU3UCKBAHUSA KbM
KOHKpPETHUTE HOCUTENIN Ha UHPOpMAIIUITa,

e QOcpbllecTBsIBaHE Ha HENPEKbCHAT KOHTPOJ, MNpeanpUeMaHe Ha aJeKBaTHU JEHCTBUS U
cBOEBpeMeHHO nucMeHo u3BectsiBane Ha MTUTC mpu:

v HeoTopusupaHo TNPOYWTAHE WM KOIMpAaHE WM HM3HACAHE Ha WH(pOpPMALWs B
€JIEKTPOHEH BHJ, BKJI. HEOTOPU3HpPAH JOCTHI 10 HHPOPMALMOHHU MOTOIH,
Kpax0a Ha NOTPEOUTEICKU UMEHA, MTapoJIi U Jpyra MoBepUTeIHa UHPOPMALIHS;

v' HeoTopusupaHo 3alMCBaHe Ha JaHHW W WH(POPMAIUS WM YHHIIOXKABaHE Ha
takaBa B EIIJIEAY, ECOEJI-ESB u UC na POC, BKIIOYMTENTHO MPOHUKBAHE Ha
BUPYCH;

v' Orka3 win OJOKMpaHe Ha TPHIOKHHA codTyep mopaad MpoOHWB B CHCTEMAra,
[IPETOBAapBaHe Ha BPB3KUTE U T. H.

e HHcranupane, KOH(UrypupaHe U TECTBAHE HA HOBM BEPCUM Ha NPWIOXKHHUA codTyep B
KOHTEKCTa Ha U3UCKBAHUSTA 33 TapaHTUPaHe HAa MHPOPMAIMOHHATA CUTYPHOCT;

e UsroTBsiHe Ha mpouenypu 3a paboTa mpu aBapuu, IpousliecTBUs U OeactBus. B Tte3u
MPOLEAYpH C€ OMKMCBA PEAbT 3a BBH3CTAHOBSIBAHE Ha JaHHUTE M PabOTOCIOCOOHOCTTa Ha
MOTbPYKAHUTE CUCTEMA.

Heiinoct 14: AJMUHUCTPpUMPaHe ¥ MNONIPbKKA Ha HHPOPMANMOHHO ChAbpPKAHHE.
AJIMMHHCTpPHpPaHe Ha Mpoleca HA yNpaBJieHUe HA POMeHHUTe.

e OnrumMu3MpaHe Ha TEeXHOJOTMYHATA cpeJa ¢ oOrJeJ ONTUMAJIHO H3M0J3BaHe Ha
ChIIECTBYBAIIMTE XapAyepPHHU pecypcu;

e Oka3BaHe Ha CHCTEMHAa NMOMOLI HA MOTpPe0UTe/UTe HA CHENUATUIUPAHUTE TPUJIOKHH
CHCTEMH.

e Aamunuctpupase Ha [Ipouec nmo ynpasienue Ha npomenute (Change Management)

OcHoBHaTa 1€l Ha YIPaBICHUETO HA IPOMEHUTE € MPEJOTBpATSIBAHE WJIM OIICHSIBaHE,

HaJJIeXKHO OTpa3sBaHe U MOJIyyaBaHE Ha HEOOXOAUMUTE 0J00PEHHU 3a U3IIBIHEHUETO Ha IPOMEHHUTE
B paMKHUTE Ha opranuzauusra. [IpouechT no yrnpaBieHue Ha IPOMEHUTE ONKCBA CIETHUTE IEHHOCTHU:

v' Perucrpanyst ¥ OIleHKa Ha HCKAHETO 3a POMSIHA;
Knacudukanus Ha npomsHara
OneHka Ha BIMSHUETO U pecypcH (IPUOPUTETU U CTETIEH Ha Bb3ICHCTBUE)
CepriiacyBate U 0o700psiBaHe Ha IpoMsiHaTa

AN NI NERN

[Inanupane Ha npoMsHaTa
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v Chb3/aBaHe, TECTBAHE M BHEAPSIBAHE

v OueHka Ha poMsHaTa (IOTBbPIKIaBaHe Ha Pe3yJITara)

e JleiiHocTH MO eKcIUIoOATAlMsT W ONepaTHBHAa mnNoIpbxkka Ha ,Cucrema 3a

yanocrosepuresnu yciayru (PKI)

v PecypcHo o0e3neuenne Ha Y CIyrH [0 eKCILIoaTal s ¥ OlepaTHBHA 110 UIPHKKA:

v KouQurypupane Ha MOJMTHKUTE HA M3[aBaHe Ha YI0CTOBepeHus, (Y I0CTOBEpSBAIKs OpraH,
YIIOCTOBEPEHUsATA Ha MEKIMHHUTE U ontepatuBHU opranu ot PKI nnppactpykrypara)

v TeXHWYECKO CHIPOBOKIAHE HA YIPABJICHUETO HA MOJUTUKUTE HAa BUJOBETE YIOCTOBEPEHUS
3a KpallHU NOTPEeOUTENH, KOUTO CE U3/1aBaT OT yIOCTOBEPSABAIIMS OPraH;

v' TeXHWYECKO CBHIPOBOXK/IAHE Ha YIPABJICHHETO Ha IOJUTHKA Ha JUCTPUOyTHpaHe Ha
CIHCBIUTE CHC CHOPEHW H NPEKPAaTeHHW YIOCTOBEpeHHsS (IMyOJMYHO WM BBTPEIIHO
TUCTpUOYTUpPAHE)

v TeXHWYECKH CHIPOBOJ Ha JEWHOCTUTE TI0 TEHEPUPAHE M YIIPABICHUE HAa KPUITOrpadCKUTe
KIIIOYOBE M Ha yIOCTOBEPEHUSTAa Ha YIOCTOBEPSBALIUS OPIaH;

v' TexXHWYeCKH CBIIPOBOJ Ha JEHHOCTHTE IO W3JaBaHe/yIIPABICHUE HAa YIOCTOBEPEHHS 3a
KpaiiHu notpedureny U UHGOPMaLlMOHHU CUCTEMU

v Cucrema 3a eJMHHO BpEMe

v" Pesepsen PKI

v' PKlcrc

Heiinoct 15: HabGuaroaenue u oneHka Ha gocrbiHocrTa Ha UT yeayrure B cbcraBa Ha BEY, B
ChOTBETCTBHE € H3MCKBaHMATa Ha Hai-n00pute UT npaktukm: Information Technology
Infrastructure Library (ITIL) mo orHomeHue npouecurTe 3a ynpapjieHHMe HA Kamauurera u
aocTbNHOCTTA HA yeayrute (Capacity and Availability management)

C men jga ce ocCUTypd aBTOMATU3UPAHO, LIEHTPAIM3UPAHO, NPOAKTUBHO HAOIIOJCHHE U
ynpasiieHue Ha goctbiHocTTa Ha UT pecypeurte B Mpexara 3a npenaBane Ha naniu Ha MTUTC, na
ce MUHUMH3UpPa BPEMETO 3a peakius W OTCTpPaHsABaHE HA MPOOJIEMH, KaKTO W Jia C€ MOJIIOMOTHE
JOCTUTAaHETO Ha BUCOKA CTENEH Ha CUTYPHOCT, HAJEXKIHOCT, JOCTBIIHOCT U pabOTOCHOCOOHOCT Ha
BCHYKH aBTOMATH3UpPaHH MH(POPMAIMOHHU CHUCTEMHU W NPUJIOKEHWUs, ChllecTByBamaTa Cucrema 3a
LEHTpAJIU3UpaHo yrpasieHue u HaOmoaenue Ha UT pecypcure Ha MHTErpalloOHHAaTa CUCTEMa Ha
beV u cBBbp3anuTe ¢ HETO 00EKTH Cciie/Ba 1a ObAe MPEKOHPUTYpHUpPaHa, B CbOTBETCTBHUE ChC CIACIHUTE
W3HCKBAHUS:

o [IpekoHpurypamusaTa na ObIe W3BBPIICHA B IBIHO CHOTBETCTBHE C HM3UCKBAHHMATA Ha
Information Technology Infrastructure Library (ITIL), xkaTo ce BkiIto4aT U Bb3MOXKHOCTHU 3a
MOEeTaIHO OBJIEIIO PAa3BUTHE;

e HabGmonenuero Ha noctenHOcTTa HA UT pecypcute u TeKyuTe yCIyru Jia ce U3BbpIBa 06e3
M3II0JI3BAHETO Ha CO(TyepHH areHTH, WHCTAJIMpPAHH BBPXY HAOIIOJaBaHUTE XOCTOBE
(agentless monitoring)

e Cucremara na Obae opa3MepeHa 3a HaOmoeHue Ha Hail-Manko 100 Touku Ge3 M3MO0JI3BaHETO
Ha areHTH.

e Jla mpenoctaBs yeb uatepdeiic 3a HaOMIOACHUE U aIMUHUCTPALIHS.

e Jla mojgmbpika CIeAHUTE MPOTOKOJIM 3a OTHAIEYEH AOCTHI 10 HAONI0aBaHUTE XOCTOBE:
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TELNET, rlogin, HTTP, SSH, NetBIOS u WMI

Jla mpenocTaBsi BB3MOXKHOCT 3a HaOmoaeHnne Ha DNS yciyrata upe3 cumynupane Ha DNS
3asIBKH;

Jla npenocraBst Bb3MOXKHOCT 3a Habmoaenue Ha DHCP ycnyrata upe3 cumynupane na DHCP
3as1BKH;

Jla npoBepsiBa 3a HAIMYUETO Ha JIOCTHII 10 web npunosxenus, upe3 HTTP 3asBku ;

[Ipu perucrpupane Ha MHUUACHT Ja MOXe Ja usnpamia HoTuukauus ype3 email, SNMP
Trap u HTTP post

Jla mogbpika uarerpamnus ¢ Active Directory

Ha npenocraBs SOAP 6a3upan nporpamen untepdeiic 3a pa3mmpeHus

Jla TmOo3BOJISIBA M3MBJIHSBAHETO HA MPEIBAPUTEIIHO 3allMCAHM CTBIIKH CHMYJIUPALIH
noTpebuTencko mnoseaeHue crnpsamo pazamunn DHTML, JavaScript, XML, SSL u np.
MIPUIIOKCHHS

Jla chappika KOMIIOHEHT 3a yIpaBiieHWe W HalOmrojeHue Ha xereporeHHu UT cucremu:
ChpPBBPH U MPHIIOKEHUSI, U ChbXpaHsABaHe U 00paboTBaHe Ha MH(OpMaLUITa ChOUpaHa OT TSIX.
Jla chappka KOMIIOHEHT 3a yIpaBlieHME W HaONIOJACHHWE Ha MpPEXOBU YCTPOWCTBA, M
chXpaHsiBaHe M 00paboTBaHe Ha HHPOpPMALHATA CbOMpaHa OT TsIX.

Jla cpabpxa npeneuHUpaHN CPEICTBA 3a HAOIIOACHUE W YIIPAaBJICHUE HA WHCTAIUPAHUTE H
¢yukuuonupamu B MTUTC cbpBbpu U paboTenyTe Ha TAX ONEPallMOHHU CUCTEMHU, CUCTEMHU
3a yrpaBlieHHE Ha 0a3W JaHHU U Pa3IMIHUTE PUIIOKCHUS;

Ha nogabspxka Ha SNMP v3 mpoToko;

Ja nogabspxka SNMP traps;

Jla pa3noJiara ¢ mogpbKka Ha security eventlog B MS Windows omneparninonna cucrema;
Cucremara TpsiOBa J1a pasmoJiara ¢ moJApbhxKKa 3a HAOII0/IeHNE Ha ChCTOSTHUETO Ha Xapayepa
Ha ChPBBPHUTE MPE3 OTEpaAIlMOHHATA CHCTEMA WM BrpajJicHa MEHHUKMBHT KapTa,

Cucremarta TpsiOBa Ja MpeaoCTaBs CPEICTBO 3a HAOJMIOJEHHME Ha CTaTyca Ha YCIyTUTe
(services) B MS Windows omnepaiimoHHa cucrema.

Jla mpenocTtaBsi CpeICTBO 3a CTAaTUCTHKM Ha MpeXoBara Imojcuctema (maketd, Tpaduk,
IPELIKN)

Jla mpenoctaBs cpeactBo 3a HaOmoaenne Ha NT OposunTe 3a NPOU3BOIUTEITHOCT
(performance counter);

Jla mpenocTaBst CpeICTBO 32 HAOJIOACHNE Ha HATOBAPBAHETO M M3MOJI3BAHETO HA AMETTa;

Jla mpenocTaBsi CpeICTBO 32 HAOMIOACHUETO HAa HATOBAPBAHETO HA MIPOIIECOPUTE;

Jla mpemocTaBsi CpeICTBO 32 HAaOJIOJICHNE HAa HATOBAPBAHETO HA JINCKOBETE;

Jla mpenocTaBsi cpe/icTBa 32 HAOIOICHHE Ha BUPTYAJTU3aIMOHHH CpeJia.

[Ipu npekoHpUrypupaHeTo Ha cucTeMara cjeABa Ja C€ HMaT MNpeABHI M Ja Ce 3amassiT
XapaKTEPUCTHUKUTE Ha ChHIIECTBYBAIIMUTE CHCTaBHU MOJYJIH, KAaTO OCHUTYPEHHUTE, CBhIJIaCHO
TOpPErOCOYCHUTE U3UCKBaHUs (DYHKIIMOHATTHOCTH 32 HaOmoAeHue Ha gocThiiHocTTa HA UT pecypeure

U YCITyTUTE, CJIE[BA JIa CE MHTETPUPAT C HATMIHUTE KbM MOMEHTA.
W3mpiHUTENAT chenBa Ja  pealM3upa  €IHOKpaTHaTa yciIyra 10 NpeKOHPHUrypupaHe Ha
cemiecTByBamaTa Crucrema 3a HEHTpalu3upaHo ympasieHue W HaOmonenne Ha UT pecypcure Ha
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MHTETpaLlMOHHATA cucTeMa Ha beY U cBbp3aHuTe ¢ HEro 00EKTH, ¢ L] OCUTYpsiIBaHE HAOII0ACHUE U
OLIEHKA Ha JOCTBIIHOCTTA HA YCIYTUTE.

HeiiHocT 16: OneHKka Ha KAaMTETAa HA CbPBBPHATA HHPPACTPYKTYPA, U JO0CTHIIHOCTTA HA

yciayrure

Crnen npukitouBaneTo Ha JlefiHocTuTe 14 u 15, U3mbaHuTENAT caeaBa a U3BLPIIN aHAIU3 U
OllCHKa Ha Kamauurtera Ha HamuuHute WT pecypcu M IOCTBIIHOCTTa Ha TEKYLUIUTE YCIYrd, Karo
U3I0J13Ba CPEJCTBATA HA:

e Hamuynara B cbhcTaBa Ha HHQpacTpykTypHaTa cpena Cuctema 3a IEHTPAIM3UPAHO
ynpasieHue u Habmoaenue Ha UT pecypcure Ha mHTerpanuoHHara cucrema Ha beV u
CBBP3aHUTE C HETO OOEKTH, U, MO-KOHKPETHO, HEMHHUTE MOJYNH, JaBallyd MHopManus 3a
HaIMYHUTE WHQOPMAIMOHHUM AaKTUBU M TEKYILOTO CBCTOSIHUE Ha XapJIyepHOTO U
KoMyHUKallMoHHO ob6opyzasaHe: HP OpenView Operations, HP OpenView Network Node
Manager Advanced Edition, HP OpenView Performance Manager, HP Open View
Performance Insight, HP Discovery and Dependency Mapping Inventory, HP Site Scope;

e Pemenusara 3a HaOMIOJEHHE Ha JOCTBHIIHOCTTA HA HAJIWYHUTE YCIYrd, ChOTBETCTBAIIM Ha
M3HMCKBaHUATA Ha Bb3JI0KUTENS (onucanu B [leitHocT 15)

e FExcrneprHaTa OLIEHKAa Ha KJIIOYOBHUTE CIELUUAIMCTU B €KUM HAa U3IBJIHUTEINS, PUTEKABALIN
HeoOxonuMaTa KBanu(uKalusg U TMO3HAHUS B 00JacTTa Ha ChIIECTBYBAIIUTE PEIICHUS B
oOxBaTa Ha wuHQpPAcCTpyKTypara Ha cuctemuTe Ha beVY, cbrilacHO WH3HCKBaHUATAa Ha
BB3JIOKUTENS, IOCOYEHH B YCIIOBUSITA 3a y4acTHE.

Y4acTHUKBT clle[Ba Ja MpeJICTaBU AJITOPUTHM/IPOLECH 3a OLEHKAa U YIpaBlieHUE Ha
KamaruTeTa ¥ jgocteinHocTTa Ha ycemyrute (Capacity&Availability Management), paspaboTeHu B
cboTBeTCTBUE C Hal-noOpute UT mpakTuku M aa mokaxe TaxHata uHTerpanus c Ilpouec 3a
ynpasinenue Ha uHuujaeHtute (Incident Management) u Ilponec 3a ynpaBiieHue Ha MPOMEHHUTE U
koHpurypanuure (Change Management/Configuration Management), 3a05k€HU B CTaHIApTUTE 3a
Hai-100pu UT npaktuku - Information Technology Infrastructure Library (ITIL).

WM3nbanuTenar Ttpsb6Ba a NpeAcTaBU JAOKIA[ OT aHaliu3a M OLIEHKa Ha Kamalnurera Ha
HanuuHute UT pecypcn u TOCTBIIHOCTTA HA TEKYIUTE YCIYTH.

III.TexHnyecku U3UCKBaHHUS KbM M3NbJIHUTENA. PecypcHa o0e3neueHocT
1. ITapameTpH HA KOMILZIEKCHATA NMOAJAPBKKA 1 OCHOBHY U3UCKBAHHUSA

e Bcuuku IeHHOCTH M0 XapayepHaTa MOJAPBKKA CE€ U3BBPIIBAT U3LSJIO OT U3IIBIHUTENS, KaTO
CTOMHOCTTA Ha BCUYKH PE3EPBHU YaCTH, TPY/ U TPAHCIIOPT € 32 CMETKA HAa U3IIbJIHUTEIIS.

e VYyacTHUKBT TpsiOBa Ja IMpeICTaBU CXE€Ma 3a CEPBU3HUTE IPOLECH U OTTOBOPHOCTUTE IO
MOJIPBKKaTa Ha 000PYIBAHETO.

e OtTuuTaHEeTO Ha CEpBU3HATa JEHHOCT ClE/Ba Ja CE€ OCBHILECTBABA 4Ype3 HU3rOTBSHE Ha
IIPOTOKOJIM 3a U3BBpLIEHaTa paboTa, KOUTO CE MOAMKMCBAT OT YI'BJIHOMOILIEHU OT BB3JIOXKUTEIS B
OT/EJIHUTE LIEHTPOBE JIMIA U OT CbOTBETHUTE CEPBU3HU MH)KEHEPH. Te€3M MPOTOKOIM C€ BKIIIOUBAT B
MACMEHUTE MECEYHU OTYETH, KOUTO ce moanucBar oT otopuszupanute ot MTUTC numa u ot
PBKOBOJIMTENS HA CEPBU3HATA OPraHU3aLusl.

e I3mbnHUTENAT cheABa Ja Cb3Aane M HONIbpkKa Oaza JaHHM 32 BCHYKM TEXHUYECKHU
YCTPOWCTBA, NOCTHIMJIA 32 PEMOHT IIPHM HErO, C OMNIEJA IOCTOSHHO IPOCIIEAABAHE KAayeCTBOTO Ha
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PEMOHTHpPAHUTE YCTPOMCTBA M OICHsABaHE Ha paboTara My. M3MBIHUTENAT TPsAOBa J1a pErucTpupa
BCHYKH 3asBKH B COOCTBEHA CHCTEMa 3a yIpaBJeHHE HA MHIMJICHTH U 3asBKH, pa3nojaraia ¢ MOy
3a U3MepBaHe Ha HUBO Ha obcimyxkBaHe (SLA - Service Level Agreement).

WM3nbaHuTenar TpsOBa 1a mpenoctaBu HHTepdelc KbM CBOSTa CUCTEMA, 4pe3 KOWTO
BB3JIOKUTENS HAOJII0/1aBa M CJIEIM CTaTyca Ha 00paO0OTBAHUTE OT U3ITBHIHUTEIS 3asBKH.

e VYYacTHHUKBT ClIe[[Ba Ja TMPEUIOKH ACTAVIeH IUIaH 3a pealn3upaHe Ha JEHHOCTTa CH MO
eKCIUTOATAllMOHHOTO TOJIbp)KaHe Ha WH(pacTpyKTypHaTa cpeia, KakTo W JETalIHO OTHMCAaHUE Ha
METO/IMKA 32 OI[CHKAa Ha CHhCTOSIHMETO Ha CHUCTEeMHTE B 00XBaTa Ha JBaTa IEHTHPa U OTCTPAHSBAHETO
Ha TIOBPE.IH.

e V3meiaHHTENAT clenBa Ja MPEAOCTaBH OINMCAHWE HAa METOJHMKATa 3a JAWAarHOCTHIMPAaHE Ha
BB3HUKHAIM TPOOJIeMH, TPO(UIAKTHKA, NMPEBAHTUBHU JICHCTBUS W JIPYT'H CBBP3aHU C JeHHOCTTa
CTIOMaraTeJHy TPOIIECH.

e [lapamerpuTe Ha KayecTBOTO Ha OOCIy)KBaHE IO TOJIPHKKA HA XapAyepHHUTE CHCTEMH,

KOHWTO CJIeJ[BA J]a CE OCUTYPAT OT U3ITBIHUTENSA, U He TPsIOBa Jla ca MO-HUCKH OT JajeHuTe B Tadimma
Ne 1:

Taonuia Ne 1.

II Obexr na BEY / ITapameTpu Ha 00CayKBAHETO
apaMeThb
P P MecTonoJio:xkeHune P P y
HenpexncHat pexxum (24x7) 365
KTLIEIT , Bostua” P peskinm (24x7)
Pesxum Ha JTHHA B TOAMHATa
NoAbP:KaHe
AIbP TLEIT , Eskcunorpax” — Bapia HenpexbcHat pexum (24x7) 365
JIHU B TOJIMHATA
Bpeme 3a KTLEII ,,bosina” 30 MUHYTH OT TIOZ[aBaHE HAa 3asBKaTa
peakuus (4)
(MaKc) TLEIT ,,EBkcunrorpan” — Bapna 30 MUHYTH OT TIOZ[aBaHE HAa 3asBKaTa
Bpewme 3a KTLIEIT ,,bostHa” 8 gaca oT IojaBaHe Ha 3asgBKaTa
OTCTpaHsIBaHe
Ha nobpenaTa TLIEIT ,,EBkcunorpan” — Bapna 16 yaca oT moiaBaHe Ha 3asBKaTa
(4) (maxc)
3abenexycku:

v Pa6otno Bpeme e nepuoasT oT 00.00 4. 10 24.00 4. - BceKu JieH OT ceamuiara, 365
JHU B roAnHAaTa.

v' BpemeTo 3a peakius ce OTYMTA OT MOMEHTa Ha ChOOI[aBaHE 1O MOMEHTa Ha
MOTBBPKJIABAHE PETHCTPUPAHETO Ha MOBpenata oT V3IbJIHUTENS mpe3 ornpeesieHa B
J0rOBOpa TOYKA 32 KOHTAKT.

v BpeMeTo 3a OTCTpaHsBaHE Ha IMOBPEIATa Ce OTYUTA OT MOMEHTA Ha TIOTBBPIKIABAHETO
Ha MMPHEMAHETO i O MOMEHTa Ha Bh3CTAHOBSBAHE HA HOpMaJHATa PabOTOCIIOCOOHOCT
Ha cuctemute Ha beY upe3 peMOHT Ha MOBPENEHOTO YCTPONCTBO MM OCHUTYpSIBaHE U
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BKJIIOYBAaHE Ha OOOPOTHO YCTPOMCTBO CBHC CBHIIUTE WU TO-BUCOKH TEXHUYECKU
XapaKTEPUCTUKHU.

v TlomipbKKata Ha ycTpoicTBaTa M crenu(uuHuTe KOH(OUIYpalMu ce M3BBPIIBA ,HA
MsAcTO” (on site).

e Bceuuku aeiiHoctu no copryeprara nojapbxka Ha EIIJIEAY, ECOEJI-ESB u UC na POC ce
U3BBPIIBAT U3LSI0 OT UIIBIHUTES.

e VYyacTHUKBT TpsOBa Ja MpeACTaBH cXeMma 3a pabOTHUTE HPOLECH M OTTOBOPHOCTHUTE IO
MOJJIpbKKATa Ha MPUIIOKHUSA coPTyep.

e Orunrtanero Ha paeitHoctTa 1o mogapwhxkara Ha EIIJIEAY, ECOEJ-ESB u UC na POC
clie[iBa Jia Ce OCBIIECTBSIBA Ype3 M3rOTBSHE Ha IPOTOKOJU 3a W3BbpLIEHAaTa paboTa, KOUTO ce
MOANKUCBAT OT YI'BJIHOMOILEHU OT BB3JIOKUTEIS B OTIEIHUTE KOHTPOJIHH LIEHTPOBE JIMIA U OT
CbOTBETHUTE OTTOBOPHU JIMLIAa OT CTpaHa Ha M3NbiaHUTeNd. Ha 6a3a Ha Te3u MPOTOKOIM C€ U3TOTBAT
IIpUEMO-IIpe/laBaTeIHM POTOKOJIM 3a NIpHUeMaHe Ha paboTaTa Ha M3IBIHUTENS 32 CbOTBETHUS
nepuoJi, KOuTo ce noamnucsar ot otopuzupanute or MTUTC nuna u oT ppbKOBOAUTENS OT CTpaHa Ha
U3ITBJIHUTEIIS.

e V3mbJHMTENAT cheABa Aa Ch3ae U MOJAbpKa 0a3a JaHHU 32 BCHYKW Bb3HUKHAIIU MTPOOIeMu
B paborata Ha EIIJIEAY, ECOEI-ESB u HUC na POC, c orien MOCTOSHHO TMPOCIIEIsBaHEe
KayecTBOTO Ha M3II'bJIHEHaTa paboTa W oueHsBaHe. V3mbaHUTENAT TpsOBa Ja perucrpupa BCHUKU
3asiBKM B COOCTBEHa cHCTeMa 3a yIpaBJ€HME Ha WHLUUJACHTH M 3asABKH, pasloJiarama ¢ MOyl 3a
M3MepBaHe Ha HUBO Ha oOciyxBaHe. M3mbnHurtenst TpsOBa na npegoctaBu UHTEpEHC KbM CBOATA
CUCTEMa, Ype3 KOWTO BB3JI0KUTEINS HaOII0/1aBa U CIIEN cTaTyca Ha 00pabOTBaHUTE OT UBIIBIHUTEISL
3asIBKU.

e VY4YacTHUKBT ClelBa Ja NPEAJIOKHM JACTAWICH IUIaH 3a peau3upaHe Ha JEWHOCTTa CH IO
excruoatarmonHoro noanspkane Ha EITJIEAY, ECOE/I-ESB u UC na POC, kakto u JAeTailyiHO
ONMCAHHWE HAa METOJMKAa 3a OLICHKa Ha CBhCTOSHMUETO Ha cpenara B o0OxBaTa Ha JBaTa LEHTbpa U
OTCTPaHSBAHETO HA BH3HUKHAJIMU MPOOIEMH.

e Jlapamerpure Ha kadectBoTo Ha obciyxBaHe Ha EITJIEAY, ECOEI-ESB u UC na POC,
KOUTO CJIE/IBA JIa CE OCUTYPAT OT U3IBbJIHUTEINS, HE TPSOBaA /1a ca MO-HUCKU OT fajneHute B Talnuma Ne
2:

Tabmmia Ne 2
IMapameTnbp O6exT / MecTonoJio:keHue IMapameTpu Ha 00CJIY’KBAHETO
Pexum Ha EINAEAY, ECOE-ESB u UC Ha | HenpexkbcHat pexxum (24x7) 365
Homabpxane POC B KTLIEIT ,,bosHa” JIHU B roJMHAaTa
EINAEAY, ECOEJ-ESB u UC na | Henpexbcuar pexum (24x7) 365
POC B THEII ,EBkcunorpan’ - | JHU B TOJIMHATA
Bapha
Maxcumaano Bpeme | EIIJIEAY, ECOEA-ESB u UC na | [Ipuoputer 1 — no 30 muH ot
3a peakumus (4) B POC B KTLIEII ,,bosiHa” 10JIaBaHe Ha 3asBKaTa
3aBMCHUMOCT OT [Ipuopurer 2 — 1o 2 yaca
NPUOPUTH3ALUATA [Ipuopurer 3 — o 8 yaca
Ha npoodJjiema EINAEAY, ECOEJ-ESB u UC na | [Ipuopurer 1 — go 30 muH OT
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POC B TUEII ,EBkcunorpan” - | mogaBaHe Ha 3asiBKaTa
Bapna [Ipuopurer 2 — 1o 2 yaca
[Ipuopurer 3 — o 8 yaca

Maxcumaano Bpeme | EIIZIEAY, ECOEA-ESB u UC na | [Ipuoputer 1 — no 4 wyaca ot

3a POC B KTLEII ,,bosina” uaeHTuguIpane Ha npobiema
OTCTpPaHSIBaHe Ha [Tpuopurer 2 — no 12 yaca or
npodaema uaeHTuuIpane Ha npoodIeMa
(4) B 3aBHCHUMOCT OT [Ipuopurer 3 — mo 24 waca or
NPHOPUTH3ALMUATA uaeHTuQUIpane Ha npobiema
Ha npoodJjiema EINAEAY, ECOEJ-ESB u UC na | [Ipuopurer 1 — mo 4 waca or
POC B THEII ,EBkcunorpan” - | uaeHtuduuupase Ha npodiema
Bapna [Tpuopurer 2 — no 12 yaca or

uaeHTuQUIpaHe Ha npobiema
[Ipuopurer 3 — o 72 wyaca or
uaeHTHuQUIpaHe Ha npodiema

[IpuopuTHn3anusTa Ha Bb3HUKHaIUTE rpobiemu ¢ npuioxHus copryep Ha EIIJIEAY, ECOE/I-ESB

u UC na POC ce nedunmpar KakTo cieasa:

e IIpobnemu c mnpuopurer 1 — IIpoOnembT HapymaBa pabOTOCHOCOOHOCTTa Ha LislaTa
EINAEAY, ECOEJI-ESB u UC na POC wiu M3KIIOYUTEIHO BaKHA (PYHKIUS OT HEsl.
e [Ipobnemu c mpuopurer 2 — [IpoGnembT 3acsra otnenHa yact win Gyakuus Ha EIIJIEAY,

ECOEI-ESB u C na POC u Toit Mmoxe 1a 6b/ie BpEMEHHO 3a00MKOJICH.

e [Ipob6nemu c npuopurer 3 — [IpobreMbT € HECHIIECTBEH U HE HapylllaBa HOpMaiHaTa paboTa

Ha EIIJIEAY, ECOE/JI-ESB u VC na POC, Ho 3a 1a He ce 3aapJI009H WU Ja HE 3aTpyIHsIBA

U3JIMILIHO NOTPEOUTENUTE, € He00X0AUMa KOPEKIMSL.

2. TexHH4eCKOTO NOJABbPKAHE OT CTPAHA HA U3NBJHUTE/ISI TPSIOBA 1a MOKPHE KATO MUHUMYM
cJlelHUTe [eiHOCTH, BKJIOYEHH B Ipoueca 3a ynpabjenue Ha wuHuuaeHturte (Incident
Management):

v
v

AN N N N N N NN

<

[Ipuemane u peructpupase Ha ChOOILICHHE 3a TOBPEA;

OmnpenensHe Ha MPUOPUTET 32 CHOTBETHOTO NOBHKBAHE, B Clydall ue ca MOCTBIIWIU
€THOBPEMEHHO HSKOJIKO 3asiBKH 32 PEMOHT;

Koncynrauuu no tenedona;

ITocemenue Ha MSICTO;

[TombyiBaHE HA cepBU3HA KapTa;

Tpaucnoprt ot u 10 cbotBeTHUsI KTLEIT nmm TLEIT;

JlnarHocTHka Ha MOBPEIEHOTO YCTPONUCTBO;

Pemont/BB3cTaHOBSIBAaHE PaOOTOCTIOCOOHOCTTA HA YCTPOUCTBOTO;

TecTBaHe Ha TEXHUYECKH YCTPOMCTBA 3a PabOTOCTIOCOOHOCT;

OcurypsiBane Ha 000pOTHA TEXHUKA;

[Tommpprkane Ha KAPTOTEKA OT CEPBU3HU KapTH;

W3npamane npu He0OX0IUMOCT Ha Jie()eKTUpaId MOAYIIM U YCTPONCTBA 32 PEMOHT B
MIpPEIBAPUTEIIHO YTOUHEHH CIelalu3upaHy CEpBU3HU 0a3u B CTpaHaTa,
W3reITHATENAT OCUTYPsIBA TIOCTaBKaTa Ha BCHYKU HEOOXOJMMH YaCTH 32 ITOIMSTHA
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v' HabmroneHue Ha ChCTOSIHUETO;
v" OneHka Ha CbCTOSTHUETO;
v’ TeHepupaHe Ha OTUYETH;
v' PasnpocTpaHenue Ha HHpOpMAIIUS;
ExcImoarallmoHHOTO OCHTypsiBaHE BKIIOYBA M TMOIPHKKA HA CJICKTPOHHHUS KaTaJor Ha
yCIyruTe B paboTOCIIOCOOHO CHCTOSIHUE M BCHYKH JIEHHOCTH CBBP3aHU C TOBA KaTo:
. AxTyanu3anus Ha ChIISCTBYBANIUS KATAJIOT HA €JICKTPOHHUTE YCIYTH C MMACMEHO Bh3JIaraHe
OT BB3JIOKHUTEIIA.
. Benukn TeHHOCTH MO €KCIUIOATAIlMOHHOTO OCUTYpsSBaHE Ha HWH(pacTpyKTypHaTa cpeia u
WHTETPUPAHUTE CUCTEMHU.
. WM3nbaauTenar ga ciuenu U u3MepBa MOCTOSIHHO (24 yaca X 7 IHW) HAJIMYHOCTTA HA YCIYTUTE
Y ChCTOSIHUETO Ha TOJICUCTEMHTE, 32 KOSTO JIa TIPEAOCTaBs ©KEMECEUHO OTYCTH Ha BH3JIOKHUTEIIS.
V3mbaHUTENAT Ja W3M0JI3BAa HAJIMYHUTE CPEACTBA, MPEIOCTABCHH OT BB3JIOKHUTEINS, 3a
HaOJI0/ICHUE Ha MPOIICCUTE B PaboTaTa Ha yCIYrUTe B HHPPACTPYKTYPHATA CPe/ia U MHTCTPUPAHNUTE
CUCTEMH KaTO PETUCTpHpa W JTOKYMEHTHPA BCAKO CBHOUTHE, KOETO MOXKE Ja JIOBEAC JIO
HEepabOTOCIIOCOOHOCT Ha eNeKTpOHHUTE yciuyru. Ha 6a3ata Ha Te3u chOUTHS U TaHHU CE MPEICTABIT
MMUCMEHUTE OTYETH 33 U3BBPIICHA JCHHOCTH.

IV. [leiiHOCTH 10 €KCIVIOATALMOHHO OCUTYPSIBaHe M MOMAPHKKA HA BCEKHU OT JelicTBaluTe

KTHEII u THEII

BbB Bpb3Kka C TEXHOJOTMYHOTO M EKCIUIOATAllMOHHO oOe3rneuyaBaHe Ha Oe3mpoOiieMHaTa
paboTa Ha BCUYKM CHCTEMHHM KOMIIOHEHTHM B 00XBaTa Ha JBaTa LIEHThpa 3a BHCOKO KauyecTBO Ha
MPEIOCTaBSIHUTE YCIYIM U IMPeloCTaBsHE MOJJIPHKKA B JIBJITOBPEMEHEH acleKT OT BHCOKO
KBaIM(ULIMpAaH NEpPCOHAI C pas3NpefesieHd OTrOBOPHOCTH M C BB3MOXKHOCT 32 B3aUMHO
MIPUIIOKPUBAHE € HEOOXOAUMO:

e Jla ce M3roTBM MpeIOKEHUE BKIIOYBAIIO AeUHUPaAHE, U3TPAXKIAHE W/ U HAJICTPOBaHE HA
30HU 32 CUTYPHOCT M MOJCHCTEMAa KbM CHUCTEMa 3a KOHTPOJI Ha JIOCThIA JI0 TAX BBB BCEKHU OT
JefcTBalllUTe TEPUTOPUATHU LIEHTPOBE.

e I3mbiHUTENAT cieiBa Ja pa3kpue U NOATbpHKa TOUKH 3a KOHTAKT, CHaOJEHU CbC ChbOTBETHU
ChOOIIMTENHH cpeacTBa - TenedoH, e-mail u HenpekbeHat (365 1HU*244aca) pexxuMm Ha paboTa BbB
BCEKH OT JIEUCTBALIUTE TEPUTOPUATIHYU LICHTPOBE.

1. PecypcHa 00e3me4eHOCT HA JCHHOCTH 10 EKCIJIOATALIMOHHO OCUTYPSIBaHe U
noaapbxkka 24x7 na KTHEII — bosina

W3nbaHuTENAT cliefiBa /1a U3MbJIHIBA ONEPATOPCKUTE CU (DYHKIIMM, Taka Y€ Jja OTTOBApAT Ha
nebunupanute B Tadnuma 1 HuBa Ha 0OCTyKBaHE:
. Wzrpaxxnane Ha Hail-manko 4 (uetupu) pabOTHU MeCTa € JIBXKHOCT ,,Oneparop”’, Ha CMEHEH
pexum ¢ geiictBue 24x7 OT cHeUMaIMCTH 3a aJMUHUCTpUpaHe U mnojaapbkka Ha BEY B
paboTOCIIOCOOHO CHCTOSTHUE TIPH 33J1aJIcHOTO HUBO Ha oOciyxBane (SLA). PaboTHute Mecra na ca
CTPYKTYpUPAaHU MO HAYMWH, KOWTO rapaHtupa Obp30 M TOYHO MOJy4yaBaHe Ha HeoOXoaumara
uH(popMalusg 3a CbCTOSHUETO Ha MOJIbP’KAHUTE CHUCTEMHU, MHTETPUPAHU B HHPPACTPYKTypHATa
cpela; OTKpHBaHE Ha MOTEHIMAIHU 3allllaxd C LeJ IPEeBEHLMs; HaTOBapBaHE Ha CHUCTEMaTa;
rapaHTupaHe Ha HH(QOPMaLMOHHATa CUTYPHOCT; CTaTHCTHKa M OTYEeTHOCT. [lpenopbuutenHo e
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CTPYKTYpUpPAaHETO Ha 000coOeHHTEe pabOTHU MecTa Ja € B ChOTBETCTBHE C JOOpPUTE €BpOINEHCKU
IMPAKTUKH U CTaHAApPTH.

V3mreIHUTENAT clenBa Jla MPeUIoKH OpraHU3allMOHHA CXeMa Ha B3aMMOJICHCTBHE MEXITY
000co0eHUTe 30HU IPU HHIUACHTH.

. OOxBara Ha TMOUIPHKKATA Jla € CHIVIACHO MPUJIOKEHUTE Clienu(HUKAIK W ONKMCAHUETO Ha
CUCTEMHTE.
. Enno moctositHHO paGOTHO MSCTO C JUTBXKHOCT ,,CyrepBaif3op” ¢ paboTeH pexuMm 8§ yaca

JTHEBHO 5 JHU B ceMHIIaTa WK 22 pabOTHU JHU B MEcela U Ha pa3oJIoKEeHUE MPU pexxuM 24 yaca X
7 nHA

2. PecypcHa 00e311€4€HOCT HA ICHOCTH 10 eKCIVIOATALMOHHO OCUTYPSIBaHE H OJAPbKKA
24x7 na THEII — Bapna

3a ocurypsiBaHe Ha HemnpekbcHatoTo Habmonenue Ha BEY B TUEII ,,EBkcunorpax” B rp.
Bapna e He006Xx01MMO ClIEAHOTO:
o Wsrpaxxnane Ha Haii-manko 2 (ABe) pabOTHH MeCTa, KaKTO CJIe/IBa:

v' EIHO THOCTOSHHO Pa0OTHO MSCTO € JUILKHOCT ,,OmepaTop”, pasnojoxeHo B LleHTwbp rp.
Bapna ¢ 24 wyaca x 7 naHM pexuM Ha paboTa 3a HENpPEeKbCBAa€M MOHMTOPHHI U
aMUHUCTPUPAHE, ONIEPATUBHO MO UMHEHO HA LlenTsp bosHa.

v' EAHO MOCTOSHHO pabOTHO MACTO ¢ JIbxkHOCT ,,Cymepsaiizop” ¢ paboTeH pexum 8 dvaca
JTHEBHO 5 JHM B ceamuuara win 22 pabOTHM THU B Mecema npu 24 dvaca x 7 JOHHU
pa3noJI0KEeHUE ONepaTUBHO Mo auMHEeHO Ha LlenTwsp bosHa.

V. Cpok 3a u3nbjHeHnue: 24 (IBajeceT U YeTUPH) Mecella OT CKIIF0UYBaHE Ha JOTOBOpA.
VI. Haniuuyna undpacrpykrypa B KTHEII — bBosina

Tabnmua Ne 3

Onucanue CepueH Homep

KTUEN - BosHa (rp. Codous)

CbpBbpHU CUCTEMU
HP ProLiant DL 580 (4x72GB Serial SCSI) GB87108TCT
HP ProLiant DL 580 (4x72GB Serial SCSI) GB87108TCO
HP ProLiant DL 580 (4x72GB Serial SCSI) GB87108TDC
HP ProLiant DL 580 (2x72GB Serial SCSI) GB87108TE5
HP ProLiant DL 580 (4x72GB Serial SCSI) GB87108TD5
HP ProLiant DL 580 (8x72GB Serial SCSI) GB87108TDP
HP ProLiant DL 580 (2x72GB Serial SCSI) GB87108TC9
HP ProLiant DL 380 G5 (4x72GB Serial SCSI) CzC7103B1J
HP ProLiant DL 380 G5 (2x72GB Serial SCSI) CzZC7103B1C
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Onucanue

CepueH Homep

HP ProLiant DL 380 G5 (2x72GB Serial SCSI) CzZC7103BQW
HP ProLiant DL 380 G5 (8xI46GB SAS) CZC8206T6J
HP ProLiant DL 380 G5 (8xI46GB SAS) CZC8210J03
HP ProLiant DL 380 G5 (8xI46GB SAS) CZC8206T6D
HP ProLiant DL 380 G5 (8xI46GB SAS) CZC820716B
HP ProLiant DL 380 G5 (2xI46GB SAS) CZC820716B
HP ProLiant DL 380 G5 (2xI46GB SAS) CZC8206T65
HP ProLiant DL 385 (2x300GB Ultra 320 SCSI) GB8641PPL5
HP ProLiant DL 385 (2x300GB Ultra 320 SCSI) GB8641PPLP
HP Integrity rx4640 DEH4641H47
HP Integrity rx4640 DEH4641H46
HP Integrity rx2660 DEH4731219
HP Server rp 5470 DEH4402S43
HP Server rp 5470 DEH4402S45
HP Server rp 5470 DEH4402S46
HP ML350T03 7J33KT43H030
NetHSM

SyncServer s250 Networktime server

MailGate Tumbleweed

MailGate Tumbleweed

IBM System x3650 (4x300 GB/15k SAS) KDPNWMF
IBM System x3550 (2x73.4 GB/k SAS) KDPMNAF
IBM System x3550 (2x73.4 GB/k SAS) KDPMNPN
HP BLp Enclosure w/ 8 BMS Lie ALL 801FMJS47H
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HG
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HP
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HA
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107EB
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HO
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107GU
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HE
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107G9

Cisco Gigabit Ethernet Switch Module p-class blade
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Onucanue

CepueH Homep

Cisco Gigabit Ethernet Switch Module p-class blade

HP BLp Enclosure w/ 8 BMS Lie ALL 801EMJS47H
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HR
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107H9
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HH
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CzZJ64107GC
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107GK
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HD
Cisco Gigabit Ethernet Switch Module p-class blade

Cisco Gigabit Ethernet Switch Module p-class blade

HP BLp Enclosure w/ 8 BMS Lie ALL 8003MJS484
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70404DM
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ73304JH
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70404DP
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ733042E
Cisco Gigabit Ethernet Switch Module p-class blade

Cisco Gigabit Ethernet Switch Module p-class blade

HP BLp Enclosure w/ 8 BMS Lie ALL 801DMJS47H
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HC
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107EE
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107EL
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107H8
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64008JN
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64007HJ
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107GX
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107GT
Cisco Gigabit Ethernet Switch Module p-class blade

Cisco Gigabit Ethernet Switch Module p-class blade

HP BLp Enclosure w/ 8 BMS Lie ALL 801CMJS47H
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107GB
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HM
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107GM
HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64008K3
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Onucanue

CepueH Homep

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HL

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107HN

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ64107EF

Cisco Gigabit Ethernet Switch Module p-class blade

Cisco Gigabit Ethernet Switch Module p-class blade

HP BLp Enclosure w/ 8 BMS Lie ALL 8004MJS484

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70404DR

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70404DN

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70404DS

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70404DT

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70305AF

HP BI 25p (2x72. 8Gb Ultra 320 SCSI) CZJ70205ES

Cisco Gigabit Ethernet Switch Module p-class blade

Cisco Gigabit Ethernet Switch Module p-class blade

HP BLc7000 1 PH 2 PSU 4 Fan Full ICE Kit GB8824RT85

HP ProLiant BL460c Gl CZJ824078G

HP ProLiant BL460c Gl CZJ824078H

HP ProLiant BL460c Gl CZJ82409W9

HP ProLiant BL460c Gl CZJ83005H5

HP ProLiant BL460c Gl CZJ830052G

HP ProLiant BL460c Gl CZJ830052C

HP ProLiant BL460c Gl CZJ83005H3

HP ProLiant BL460c Gl CZJ830052F

HP ProLiant BL460c Gl CZJ824078T

HP ProLiant BL460c Gl CZJ824078U

HP BLc Cisco IGbE 3020 Switch Opt Kit FOC1215T07M
HP BLc Cisco IGbE 3020 Switch Opt Kit FOC1215T080
Cisco MDS 9124e 24 port Fabric Switch JAF12122XY4
Cisco MDS 9124e 24 port Fabric Switch JAF1216478W
HP BLc7000 1 PH 2 PSU 4 Fan Full ICE Kit GB8815K057

HP ProLiant BL460c Gl X5355 CZJ81508BE

HP ProLiant BL460c Gl X5355 CZJ81602KA
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Onucanue

CepueH Homep

HP ProLiant BL460c Gl X5355 CZJ8150AMS

HP ProLiant BL460c Gl X5355 CZJ81504FG

HP ProLiant BL460c Gl X5355 CzJ81508B2

HP ProLiant BL460c Gl X5355 CZJ8150AN1

HP ProLiant BL460c Gl X5355 CZJ8150ANK

HP ProLiant BL460c Gl X5355 CZJ8150AMU

HP ProLiant BL460c Gl X5355 CzJ81602BY

HP ProLiant BL460c Gl X5355 CZJ81602BX

HP BLc Cisco IGbE 3020 Switch Opt Kit FOC1207T13S

HP BLc Cisco IGbE 3020 Switch Opt Kit FOC1207T13U

Cisco MDS 9124e 12 port Fabric Switch 3C62091473

Cisco MDS 9124e 12 port Fabric Switch 3C62091537
[unckoBu nogcmcTemm

HP EVA4000 2C4D GBB80641RAO

HP ProLiant DL 380 (2x36,4GB Ultra SCSI) GBB80641RA1

HP Storage Works (14 x 300 GB Fiber channel) SGM0634U90

HP Storage Works (14 x 300 GB Fiber channel)

HP Storage Works (14 x 300 GB Fiber channel)

HP Storage Works (14 x 300 GB Fiber channel)

Cisco MDS 92 16i USJO37N3NO

MDS9000 32port I/2Gbps FC Module w/SFP's USJ1029727

EVA4100 2C3D 2528220R6D

HP Storage Works (14 x 300 GB Fiber Channel)

HP Storage Works (14 x 300 GB Fiber Channel)

HP Storage Works (14 x 300 GB Fiber Channel)

HP Storage Works MSA70 (20xI146GB SAS)

HP Storage Works MSA70 (20xI146GB SAS)

HP Storage Works tapearray 5300 SG03500353

HP Storage Works MSL 6060 Series Library USX63800AB

Tapedrive IBMTS2340

HP EVA4100 2C1D Array 2S528140MES

HP M5314C FC Drive Enclosure 14xHP EVA 300G/10K FC Add-on Hard Disk Drv SGM75014FR
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Onucanue CepueH Homep

HP M5314C FC Drive Enclosure 28xHP EVA 300G/10K FC Add-on Hard Disk Drv SGM75014H9
Mpexoswu nnatdopmu
Cisco Systems Catalyst 2950series FOC0949Z20YP
Cisco Systems Catalyst 2950 series FOC0949Z0YK
Cisco Systems Catalyst 2950 series FOC1001Z3GO
SAL1052C9AZ

Catalyst 6500 Series (6506 CoreSwitch 2)with firewall and IPSEC module with: SPA- firewall module: SAD11040AC4;
IPSEC-SSC400-1; WS-SVC-FWM-1-K9; WS-SVC-IDS2-BUN-K9 IDS: SAD11050B3X

SAL1052C9AU
firewall: SAD110203WG;
IDS: SAD11050B3Z

Catalyst 6500 Series (6506 EdgeSwitch 1) with firewall and IPSEC module with :SPA-

IPSEC-SSC400-1;WS-SVC-FWM-1-K9;WS-SVC-IDS2-BUN-K9

Cisco Catalyst 6500 Eseries (6509 CoreSwitchl)

SMG1102NOHT

Cisco 11 500 Series

JMX1 2092244

Networking Cisco Catalyst 6506E WS-C6506-E-VPN+-K9 with: WS-SVC-FWM-1-K9 SAL1212K08J
Cisco 11 500 Series JMX1230501B
CP-7940G FCH12479A33
CP-7940G FCH12479AEL
CP-7940G FCH12478EV6
CP-7940G FCH12479ANW
CP-7940G FCH124799XT
CP-7940G FCH1247986C
CP-7970G FCH120281JB
2811 voice bundle FCZ1232725S
2811 voice bundle FCZ132570AH
2811 voice bundle FCZ130771W9
2811 voice bundle FCZ1239723Z
WS-C6506-E-VPN+-K9 SAL1212K08J
WS-SVC-FWM-1-K9 SAD1220022X
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VII. JoctaBen Xapayep u Codryep 3a nesaure Ha [lpoekr ,,PasButne Ha aAMMHUCTPATUBHOTO

00C/Iy’KBaHe 10 eJIEKTPOHEH IbT.*

OnucaHue Mogen KonuuyecTtBo
(6pon)

HaarpaxgaHe (upgrade) Ha HanuveH OnopeH Cisco Catalyst 6509E (VS-S2T-10G=; 1
KomyTatop- Cisco Catalyst 6509-E -FWM-K9 WS-SSC-600=; WS-X6816-10G-2T=)
[ocTaBka Ha pe3epsupaly OnopeH KomyTtatop Cisco Catalyst 6509E 1
Paswwupenune Ha 10GE cBbp3aHocTTa Ype3 SAN Cisco Nexus 5548UP 5
KoMyTaTopwu
dopmupaHe Ha NHTepHeT lMepumeTbp Ypes MpexoBu .
KoMyTaTOpH Cisco Catalyst 2960X-24TD-L 2
[ocTtaBka u nyckaHe B ekcnnoatauust Ha 6rieiig wacu Cisco UCS 5108 Blade Server Chassis 2
[ocTaBka u nyckaHe B ekcrnnoartauus Ha 6neng Cisco UCS B200 M3 16

CbpBbPU

[ocTtaBka n nyckaHe B ekcrnnoaTtauus Ha auckosa
nogcuctema

HP 3PAR 7400 2-N

[JocTaBka 1 nyckaHe B ekcnsioatauusi Ha fieHToBa
apxvBupalla oubnunoTteka 3a paslnMpeHne Ha ycnyrute
o apxuBupaHe

HP StoreEver MSL Tape MSL4048 Tape
Library

[ocTaBka 1 nyckaHe B ekcrnnoaTaums Ha ynpasnsiBall
CbpBbp 3a A0oCTaBsiHaTa fieHToBa apxuBmpatla
onbnuoTeka

HP ProLiant DL380p Gen8 Server

[ocTaBka 1 nyckaHe B ekcrinoataumsa Ha nuueHsn 3a HP
OpenView Data Protector - 3a nbnNHOTO UHTErpMpaHe Ha
neHToBaTa 6MbnMoTeka B CblleCTBYBaLLaTa cuctema 3a
apxvBupaHe HP OpenView Data Protector;

HP Data Protector Drive Extension

[JocTaBka 1 nyckaHe B ekcrnnoartauus Ha codTyep 3a
pe3epBHU KOMUSI U apXMBMPaHe Ha BUpPTyariHa cpeaa -
HeobXoauMUTE NULIEH3N 3a JOCTaBSIHATE CbPBBbPU

Veeam Backup and Replication

[locTaBka v nyckaHe B ekcrnnoartauus Ha codoTyep 3a
CbpBbpHa BUpPTYyanusauus - HeoGxoaumuTe NULEH3N 3a
[OOCTaBsHWTE CbpPBbPU

VMware vSphere
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VIII. locTtaBka Ha xapayepHo o0opyaBaHe M cOQTyepHH JHMLEH3H 32 LeJIUTe HA NMPOEKT
sHaarpaxnane Ha CbIIECTBYBAIMTE M WU3rPa)iaHe HA HOBH IEHTPAJHH CHCTEMHM Ha
€JIeKTPOHHOTO TPABUTEJICTBO C OrJie] HAa YCbBbPIIEHCTBAHe HAa HWH(OPMANMOHHO-
KOMYHUKALIMOHHATA Cpe/ia 3a MO-100p0 aIMUHUCTPATHBHO 00C/IYy:KBaHe HA I'PAKIAHUTE U

ouszneca”

* KonuyectBo
OnucaHne Mopen (6poit)
CbpBBbPHO LWAacK 3a MHCTanupaHe Ha CbpBbpu TUN 1 CISCO UCs 4
Copebpy T1N 1 CISCO UCS B200 30
CbpBBbPHO LWAacK 3a MHCTanuMpaHe Ha CbpBbpU Tvn 2 CISCO UCs 4
CobpBbpy TVN 2 CISCO UCS B22 30
Paswwupenune Ha 10GE cBbp3aHocTTa Ype3 SAN komyTaTopm CISCO Nexus 5596 2
MapuwpyTnsatop ISP/VPN KoHueHTpaTop CISCO ASR1002-X 2
3awmTHa cTeHa CISCO ASA 5585-X 2
CuncTtema 3a KOHTpOS Ha NpaBaTta Ha noTpedbuTenute Cisco Secure ACS 1
OcHoBHa guckoBa nogcmuctema HP 3PAR StoreServ 7400 4-N 1
Pesepsupalla guckoea nogcmucrema HP 3PAR StoreServ 7400 4-N 1
YCTPOMCTBO 3a apXuBMpaHe BbPXY AUCKOBE HP StoreOnce 4500 24TB 1
CobpBbpeH wkadp HP Intelligent Rack 642 4
HaarpaxxgaHe Ha cbluecTByBallaTa cuctema 3a apxvsupaHe HP
OpenView Data Protector HP Data Protector L
HaarpaxgaHe Ha cbluecTByBaLlaTa nogcmMctema 3a yrnpasneHume u HP OpenView Operations, HP
HabnogeHe Ha MPEXU, CbPBBPU Y NPUMNOXEHUS B cnegHuTe OpenView Network Node 1
monynn HP OpenView Operations, HP OpenView Network Node Manager Advanced Edition, HP
Manager Advanced Edition, HP SiteScope SiteScope
IBM SECURITY QRADAR
ABTOMaTU3MpPaHO pelleHne 3a HabnaeHne, aHanms 1 ynpaeneHne SIEM ALL-IN-ONE 2100; IBM 1
Ha cbbuTKsATa no curypHoctTa —SIEM SECURITY QRADAR RISK
MANAGER
WarpaxkgaHe Ha cuctema 3a ynpasneHue Ha Microsoft Windows Microsoft System Center 2012 1
cpena R2 Datacenter
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