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MpeanoxeHve 3a uanbiHeHWe Ha obuiecTBeHa nopbyka ¢ npeamert: ,OCUTYPABAHE HA LANOCTHA
OBEAUHEHUE EKCNNOATALMOHHA NOAAPBKKA HA PABOTOCNOCOBHOCTTA HA UHGPACTPYKTYPHATA CPEOA HA
»CUCTEKOM*”  CUCTEMUTE HA ENIEKTPOHHOTO NPABUTENCTBO ",

L O6uwa uHpopmauua 3a npegmeTta U ONUCaHUE Ha CUCTEMUTE, 32 KOMUTO Ca
npeasvAaeHU A[EeWHOCTM NO M3NbLAHEHUETO, B CbOTBETCTBUE C TPbIKHATA
AOKYMeHTauuA 3a yuactTue B npoueaypara

MNpeameT Ha HACTOAWOTO NpepNoXeHue e EeKCNNoaTauuMoHHO OcCurypaBaHe Ha
BbNrapckoTo enekTpoHHO ynpasneHue (beY), B pamkute Ha geduHMpaHUA B TEeXHUYECKaTa
cneundukauna obxeaT, KOeTo, CbrnacHO nopgapeHata oOT Bvb3noxutens uHdopmauma B
OOKYMEHTauMATA 3a y4acTue, ce ABABA HEOTAE/NIUM CTPYKTypoonpeaens, KOMNOHEHT OT BUCOKO
HMBO Ha CBbP3aHUTE U B3aUMOAEWCTBALLU NOMEXKAY CU aAMUHUCTPATUBHU UHGOPMALMOHHMU
cuctemun (AUC) B8 Penybnuka bbarapus, UMalm OTHOWEHUE KbM NPeAO0CTaBAHETO Ha Ny6AnYHM
ycnyru.

OBEAUHEHUE ,,CUCTEKOM” npepgnara Aa u3NbAHW 3afayuTe NO eKcnnoaTalMoHHaTa
nNoAApPbIKKa, yNpaBneHue Ha KOHpUrypaumaTa, rapaHTupaHe Ha MHGOPMaLMOHHATA CUTYPHOCT U
YCbBbLPLIEHCTBAHETO HAa AencTBawata MHOPACTPYKTypHA cpega B CbOTBETCTBME C  Haid-
aKkTyanHute WUT TeHAEHUMM, OCUrypsaBaiiku ¢yHKUMOHMpPaHeTO Ha o060cobeHuTe CUCTEMHU
peweHua (EnekTpoHeH nopTtan 3a AOCTbN A0 €NEKTPOHHU agMUHUCTPATUMBHU ycnyru - ENAEAY,
Peructpu 3a onepatuBHa cbBMecTUMOCT - POC, EauHHa cpesa 3a 06MeH Ha €NeKTPOHHM
pokymeHTM — ECOE[, - ESB), wHTerpupaHu B beY, KakTo M ocurypaBaHe Ha ycnosua 3a
pa3BuTMeTO UM U aobaBAHEe Ha HOBM KOMMNOHEHTU U CUCTEMHU pelueHun, b6e3 aa ce HapylwaBsa
paboTaTa Ha cbluecTByBaLLUTE.

Hactoawoto npeanoxeHne OTYMTA KOMMAEKCHUA XapaKTep Ha HauuMoHanHata
MHPPACTPYKTYpPHA cpeaa Ha beY, KoeTo, CbrnacHoO TPbXKHATa JOKYMeEHTauua ce 6a3upa Ha aBa
B3aMMOCBbP3aHM obekTa:

© KOHTPONHO-TEXHUYECKM LUEHTbP Ha beY - boaHa (KTLbeY), rpag Codus;

o TeputopuannHua LleHTop Ha beY (TLBeY) B rpaa BapHa.

CornacHo uHPOpMaLUMATA, MNOCOUYEHa B TeXHUYeckute cneunduKauum OCHOBHMUTE

CUCTEMHM KOMMNOHEHTH Ha MHPPACTPYKTYPHaTa cpeaa BKAIOYBaAT:




Npeanoxenne 3a msnbaHeHne Ha obuiecTBeHa nopbuka ¢ npegmet: ,,OCUMYPABAHE HA LIASIOCTHA
OBEAUHEHUE EKCM/NOATALMOHHA NOAAPBHKA HA PABOTOCNOCOBHOCTTA HA UH®PACTPYKTYPHATA CPEAA HA
»CNCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO *,

EduHHa cpeda 3a 06meH Ha enekmpoHHU 0OKyMmeHmu

ECOEA-ESB - EanHHa cpeaa 3a 06meH Ha eneKTpoHHU AoKymeHTn (ECOEL-ESB). CbcToum ce oT
OBa OCHOBHU KOMMOHEHTa:

e ECOE[ - EguHHa cpepsa 3a obmMeH Ha eneKTpoHHM fokymeHTu (ECOE/[l) e ynpasnsema
cpeda 3a CTaHgaptMsMpaH O6MeH Ha [JOKYMEHTW, BMUCAHM B perucTbpa Ha
UHOOPMaUMOHHUTE 06eKTU, MeXaY MHHOPMALMOHHMTE CUCTEMM B aAMUHUCTPALMATA 33
HYXXAUTe Ha eNeKTPOHHOTO ynpasneHue. EauHHATa cpena 3a 0OMeH Ha eNneKTPOHHM
AOKYMEHTU OCUTypABA CPeACTBa 3a CUTypeH OBMEeH Ha eNeKTPOHHU AOKYMEHTU Mexay
nvua,  peructpupaHu 3a  yyactve B obmeHa.ESB  (Enterprise  Service Bus)
¢yHKUMOHANHOCT, Haparpaxgawa ECOE[] - ocHOBEH KOMMOHEHT 3a edeKkTUBHa
peanusauna Ha apxuTekTypa opueHTUpaHa Kbm ycnyru (SOA). ESB ocurypsasa curypHa
cpefa 3a ycnyru 3a onepaTMBHa CbBMECTUMOCT U TPAHCNOPT Ha CbOBLWEHUA Mexay
PasUYHM CUCTEMM, M3NON3BaWku pasHoobpasue ot yeb ycnyrm, XML, agantepu 3a
WHTerpauusa, pytupaHe, 0CHOBaHO Ha NpaBuna, U CBbp3aHu TexHonoruun. ESB (Enterprise
Service Bus), B KauecTBOTO CU Ha Habop OT MHTErpaLMOHHU TEXHONOrMM MO3BONABA
ANHAMWUYHATA CBBP3aHOCT M OB6MeH Ha fAaHHWM U CLOBLEHMA MeXay aBTOHOMHU
cucTemu. |

ECOE/, e paspaboTeHa u BbBeaeHa B eKcnnoataumMaT obxsaTa Ha obliecTBEHA MOPbYKA C
npegmert ,UHTErpupaHo agMUHUCTPATUBHO OBCNYy)KBaHe Ha LEHTPAaNHO U MECTHO HUBO M
npegocrasaHe Ha ny6auunm ycnyru“, obocobeHa nosvums 3 — ,TeputopuaneH LEeHTbP Ha
€/1IeKTPOHHOTO npasuTencTso - BapHa“. ECOE/[ e u3srpageHa B CboTBeTCTBUME C AeMcTBaLLaTa
Hapepba 3a usncksaHuata KbM eanHHaTa cpesa 3a 0O6MeH Ha eN1eKTPOHHN AOKYMEHTMU.

ESB dyHKuMoHanHOCTTa e peanusupaHa B obxBaTa Ha npoekT “llogobpssaHe Ha
afAIMUHUCTPATMBHOTO 06CNYKBaHe Ha noTpebuTenuTe upes HaarpaxfaHe Ha LEHTPanHUTE
CUCTEeMU Ha eneKkTpoHHoTonpasuTencrtso”, obocobeHa nosuuma 2 — ,HaarpakpaHe Ha
e/iHHaTa cpefa 3a OBMeH Ha eneKTPOHHU [OKYMEHTM M BHeApABaHe HA LEHTPanHa
bOKymeHTo0bOpOTHa cuctema”.

B HacToAwWwoTO TexHWuecko npegnoxeHue noa tepmuHa ,ECOEA-ESB“ cnepga ba ce pasbupa

cbBKynHoctTa oT ECOEZL n ESB ¢yHKLUMOHANHOCTTa, Haarpaxaawa ECOE/.




MNpeanoxenne 3a manbaHeHue Ha obliecTBeHa nopwvuKa ¢ npeamet: ,OCUTYPABAHE HA LISIOCTHA
OBEAWHEHUE EKCNNOATALMOHHA NOAAPBHKKA HA PABOTOCMOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEIA HA
»CUCTEKOM®  CMCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

EdunHuam nopman 3a docmwn do eneKmpoHHUmMe adMuHUCMpamueHu ycayau (ENAEAY)

EAVMHHWAT nopTan 3a focTbn [0 enekTpoHHUTe AAMUHUCTPATMBHU YCNYTU € HeaeNUMa YacT
OT MO/AieNa Ha eNeKTPOHHO YNpaBaeHWe, YUMTO OCHOBHM LiENM ca:
® OcurypsBaHe Ha curypeH u yaobeH Kawan 3a KOMYHUKaumua ¢ notpebutenute Ha
€NIEKTPOHHN  aAMMHUCTPATMBHM  YCNYTWU:  aAMUHUCTPALMUA — rpaxganm (G2C) w
aAMUHUCTPaLma — 6usHec (G2B);
® UsrpaxpaHe Ha eanHHA BXO4HA TOYKa 3a NpeoCTaBAHe Ha YCNYru No AOCTbMNEH HaYUH U
B yA06eH 3a noTpebutenute AManoros pexum;
® OcurypsisaHe Ha paboTa ¢ eNeKTPOHHO NognucaHm AOKYMEHTH;
® PeanusnpaHe Ha noptanHa apxutektypa, 6asvpaHa Ha Haln-MoJepHUTE TeHAEHUMM 3a
pasnpejensHe Ha HaTtoBapsaHeTo (load-balancing) u Bb3cTaHoBsABaHe npu aBapumu
(disaster recovery).
CouespemeHHO EAMHHUAT NOpTan 3a AOCTLN A0 ENEKTPOHHM aAMUHUCTPATUBHM YCAYTK
CbAbPXKA M MHPOPMaLMA, MMaLLa 33 LN 4a NOAMNOMOrHe NoTpebuTens B npoueca Ha 3anaBaABaHe

Ha €1IEKTPOHHWN aAMUHUCTPATUBHU ycnyrun:

Peazucmpu 3a onepamueHa cbemecmumocm

MHPopmaumoHHaTa cuctemMa Ha Pernuctbpa Ha eneKTpoHHM yenyru (PEY) u Perucrbpa Ha
uHbOpMaLnOoHHK obekTu (PUO) e peanusnpaHa B CbOTBETCTBME C U3UCKBAHWUATA, 3a/10KEHU B
NOA3AKOHOBMTE HOPMATUBHM aKToOBe, NpeaBuAEHN B 3aKOHa 3a eNEeKTPOHHOTO ynpasneHue.
OcurypeHo e pesepsupaHe (upes pennukaums) Ha ABAaTa perncropa B TEPUTOPUANHUA LLEHTHP
Ha beY B rp. BapHa.

Peructopbt Ha peructpute u paHHuTe — PPl e obocobeH KaTto camocroaTeneH
WHGopMaumoHeH 06eKT ¢ uen cvbupaHe u NoAAbpKaHe Ha 6asa AaHHU 33 BCUMKU perucTpu
u/vnu pasgenm ot peructpu u DaAHHU.

Perucrtpute ca peanusmpanu kato UEeHTPann3upaHmn 6asm aHHU U GYHKLMOHUPAT B pexxumm
Intranet — 3a BbTPeLHO NoN3BaHe B pamMKuTe Ha BE/JOMCTBOTO (a4MUHUCTPUPAHE M NOAAPBIKKA,
BbBEXAAHE U KOHTPON Ha MHPOPMaLWA, CNpPaBKKU, TbpCeHe, BE€AOMCTBEHN UHPOPMALMOHHM

YCnyrv 1 T.H.) u Internet — TbpceHe M MHPOPMALMOHHM ycnyru 3a nybnnyHo nonssaxe. Coblyute




MNpeanoxenne 3a usnbvaHeHue Ha obuiectseHa nopwvyKa c npeamet: ,OCUTYPABAHE HA LIANIOCTHA
OBEAWUHEHUE EKCN/IOATALIMOHHA NOAAPHKKA HA PABOTOCNOCOBHOCTTA HA MH®PACTPYKTYPHATA CPEOA HA
»CUCTEKOM“  CMCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

Ca UHTerpupaHu Kato HeoTMeHHa vact ot UCEM.

4dpyau komnonenmu Ha uHgpacmpykmypHama cpeda:
¢ Cuctema 3a otopusaums u ABTEHTUKaUMA Ha noTpebutenurte - MS Active Directory —
OvpexTopuitHaTa ycnyra Active Directory e pasnpegeneHa AVNPEKTOPUIHA YyCNyra, KOATO e
BKNlOYeHa B onepaunoHHuUTe cuctemu Microsoft Windows Server 2008, Microsoft
Windows Server 2003 u Microsoft Windows 2000 Server. BHepapsaBaHeTo Ha Active
Directory nossonssa wueHTpanusmpaHata noaAApbXKKA WU CUTYpHO ynpaBneHue Ha
MpéxoBute pecypcm B uAanata opraHusauma.  Active Directory npepocrass
UEHTpanu3MpaHa KoH30Na 3a aAMUHUCTPMPAHE Ha MpeKarta, henerupaHe Ha
AAMMHUCTPATUBHU nNpaBa, AOCTbN A0 O6GEKTU nNpeacTaBNABALUM  BCUUKM MpPEeXoBHU
notpebutenn, ycTpomcTea M pecypcu, Bb3MOXKHOCT 3a roynupaHe Ha obeKktu 3a necHo
ynpasneHue n npunaraHe Ha NOAUTUKW.
* Cuctema 3a ynpasnieHMe Ha focTbna Ao MHTepHer - Cuctemarta 3a ynpaBneHue Ha
A0CTbNa A0 UHTepHeT 1 curypeH AoCTbN A0 cUcTeMaTa 3a €/1eKTPOHHa noLa e usrpageHa
Ha 6a3ata Ha Microsoft Internet Security and Acceleration (ISA) Server 2006 Standard
Edition. ISA Server 2006 npeanara CbBpeMEeHHa 3awwmTa, 6bP3 U CUrypeH AOCTBN 33 BCUYKM
BMAOBE Mpexu. ISA Server cbabpa CbBPEMEHHa 3alMTHA CTeHa, paboTewa Ha HMBO
NpunoxeHue u NpeaoCTaBA 3aliMTa 32 BCUYKM BMA0BE 3aNiaxy — BbHLHMW U BbTPELLHU 3a
opraHusaumaTa.
¢ Cucrema 3a eneKTpoHHa NOLLA U CbBMECTHA pabora - Cuctemata 3a enekTpoHHa nowga e
usrpageHa Ha 6asata Ha Microsoft Exchange Server 2003.
Cuctemata 3a eneKTpoHHa nolja, OCBEH 4Ye ce WM3NoN3sa no npeaHasHayeHune (T.e.
MOLIEHCKN KYTUWU Ha CNYXKUTENN OT 061aCTHU U OBLMHCKM aAMUHMCTPALUMK), CHLIO TaKa
06CcnyXBa M BCUYKM NPUNONKEHUA B KTLEN, kouTo umaT ¢dyHKUMA 3a aBTOMaTMYHO
n3BecTaBaHe no e-mail 3a HacTLNMNO CLOUTHE.
e CucTeMa 3a ONEpPaTMBHMU aKTyaNM3aLUMM Ha CUCTEMHMUTE M NpUNOXHUTE codTyepHH
naketu - UsrpagenHa e Ha 6a3ata Ha HP Open View Configuration Management. Lienta Ha
cuctemata e eQeKTUBHO MWHCTanMpaHe W ynpasneHue Ha COPTyepHU NpoAyKTM K

CbAbpXaHMe Npe3 XxeTeporeHHU KOMMIOTLPHU NNAaTPOPMM OT WHTEpHeT 6a3upana




NpeanoxeHne 3a usnbaHEHWE Ha obuiecTBeHa nopbyka ¢ npegmer: ,OCUIYPABAHE HA LAJIOCTHA
OBEAMUHEHUE  EKCNNOATALMOHHA NOAAPBKKA HA PABOTOCNOCOEHOCTTA HA MH®PACTPYKTYPHATA CPEQA HA
»CUCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABMUTE/ICTBO ”,

KOH30n1a. TA ce u3non3Ba 3a ynpaBNeHUE Ha CUCTEMHUSA copTyep Ha CbpBLPU U
OnepaTopCcKu CUCTEMMU.

NpuHUMNBT Ha paboTa Ha cucTemaTa ce CbCTom B OoTAane4vyeHa MHCTanaumMa Ha KNMeHTCKaTa
H4acT, KOATO OT CBOA CTPaHa Cbbupa Hy)HaTa UHOPMaLMA K CbpBbPHATa A CbXpaHABa U
BM3yanusupa.

¢ Cuctema 3a apxuBMpaHe Ha KPUTUYHU AaHHU HP OpenView Data Protector - Ypes Tazu
McTemMa  ce  ynpasnAaBaT  [laHHW, KaToO Ce aBTOMaTU3Upa apXMBUPaHETO W
Bb3CTAHOBABAHETO UM OT AMCK Mnn neHTa. Tosa ocurypasa 24x7 GusHec onepauuu u
ontumusnpa IT pecypcute. HP OpenView Data Protector e apxusupauw, copTyep, KOMTo
NPEAoCTaBa Bb3MOXHOCTTA 33 OOWMPEH MEHUAXKMBHT Ha A3aHHM ¢ n3uano
aBTOMATM3MPAHO apXMBUPAHE U Bb3CTaHOBABaHe.

e CucTeMa 3a LEHTPAAU3UPaHO ynpaBieHue | Habniogenne Ha UT pecypcute Ha
UHTEerpaynoHHarta cuctema Ha beY u cebp3aHuTe ¢ Hero o6eKkTH - cucTtemarTa e 6a3upaHa
Ha moaynure:

HP OpenView Operations Manager for Unix

HP OpenView Network Node Manager Advanced Edition

HP OpenView Performance Manager

HP OpenView Performance Insight

HP Service Manager

A N N N NN

HP Discovery and Dependency Mapping Inventory,,
v HP Site Scope
* LlenTpanusmpaHa cuctema 3a ynpasneHuMe Ha KOMYHMKaUMOHHaTa M XapayepHata
UH}pPacTpyKTypa upes KOHCONMAALUA
Cucremara e cbcraBeHa oT:
4 MNnatdopma 3a BUpTyanusaums tmn 1 — VMWare vSphere 5.0
4 Nnatdopma 3a BUpTyanusauma tun 2 — Citrix Xen Desctop 5.6
v MNnatpopma 3a BupTyanusauma tTun 3 — Microsoft Hyper-V
v Nnatdopma 3a Buptyanusauma TMn 4 — HP Integrity Virtual

Machines




MpeanoxeHne 3a usnbaHeHMe Ha oblectBeHa nopbuKa ¢ npeamet: ,OCUTYPABAHE HA LSIOCTHA
OBEAVHEHUE EKCNIOATALIMOHHA MOAAPBHXKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEA HA
»CUCTEKOM“  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO *,

* Cucrema 3a ygocrosepurennm ycnyru (PKI ocHoBeH u pesepBeH)

CodryepHu KOMNOHEHTH:

v InfoNotary codryepen moayn 3a peanusupaHe wuspasaHeTo M

YNPaBNEHMETO Ha yAOCTOBEPEHWA 3a ENEKTPOHEH MoAnuUC M
noAAbpxaHe Ha peructbp 3a Tax InfoNotary codryepen mogyn 3a
ocurypasaHe Ha LDAP u OCSP pgocten  pmo peructbpa Ha
YAOCTOBEPEHUATA;
v InfoNotary codryepen Moayn 3a Time Stamps ycayru no
yAOCTOBEpABaHe Ha Bpeme;
v InfoNotary codryepen moayn 3a npoBepKka u BanuaupaHe Ha
YAOCTOBEPEHUA 32 €NEKTPOHEH MOAMWUC M HAa ENEKTPOHHO MOAMUCaHM
AOKYMEHTH;

XapayepHu KOMNOHEHTH:
v' nCipher netHSM F3,
v bundle 2000 IPS
v nShieldF3PCI500TPS

® CucTema 3a OTUMTaHe Ha eAMHHO Bpeme

CodTyepHu KOMNOHEHTH:

v InfoNotary codryepen mopyn 3a ycnyru no 3aBepKU Ha

YAOCTOBEPEHO e4UHHO Bpeme
v InfoNotary codryepen mopyn 3a CUHXPOHM3AUMUA Ha eAMHHO
Bpeme

4 Audit Server for Domain Time |l codTyepeH Mogyn 3a oauT M
MOHUTOPUHT Ha CUHXPOHU3ALUUTE

XapAayepHU KOMNOHEHTY:

4 SyncServer S250 CneumanusupaHo xapayepHo obopypasaHe 3a
CUHXPOHM3auuAa Ha BpemeTto Codua u BapHa.
Peructpupane Ha Bcuukm notpebutenckm Aevcreua - Cuctemure perncrpupat Bcuuku

noTpebuTencku AencTBus, CBBP3aHW C BAM3aHEe B cucTemara, BbBeXAaHE, KopurupaHe u




MNpeanoxeHue 3a usnbaHeHWe Ha obuiecteeHa nopbuka ¢ npeamet: ,OCUINYPABAHE HA LIAIJIOCTHA
OBEAMHEHUE  EKCNNOATAUMOHHA NOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM®  CUCTEMUTE HA ENEKTPOHHOTO NPABUTE/CTBO ”,

M3TPUBAHE Ha AaHHM.
Peructpute 3a 0AMT CbABPKAT KATO MUHUMYM ChegHuTe AAHHU: AaTa M Yac Ha BAM3aHe B
cucremata n usnusaHe ot cuctemara, Bpeme Ha pabota, AaHHM 3a noTpebutens, IP aapec Ha
MallMHaTa, BUA Ha [eACTBUATA M NPENPATKU KbM U3BbPLIEHUTE NPOMEHM.
* Peructpu 3a onepatueHa cbBmectumoct (POC)
Ocurypasat ¢popmanuampaHn TEXHONOTMYHM OMUCAHUA Ha obektute, cuctemute u
ycnyruTe c uen onepatMBHa CbBMECTUMOCT Ha MHGOPMALMOHHUTE CUCTEMMU:
v Pernucrop Ha peructpute
v Peructbp Ha wuHPOpmaumoHHUTe 06eKTM - 6asa oT DAHHW,
ynpaenfBaHa o7  MHGOPMALMOHHA  CUCTEMA M CbabpPKaWa
dopmanusnpaHn TeXHONOrMUHWM onucaHua Ha UHPOPMaLMOHHUTE
obekTn
v Peructbp Ha enekTpoHHUTe ycnyru - 6asa OT AaHHM, ynpaBnssaHa
OT WHPOPMAUMOHHA CUCTEMA M  CbAbPKaLLA dopmanusmpanu
TEXHONOTUYHU ONUCAHWUA Ha ENEeKTPOHHUTE YCNYrM, NPefoCTaBAHWU OT
aAMUHUCTPaLMUTE
ObeauHenne ,,CUCTEKOM®, B cnyuaii, ye 6bae u3bpaHo 3a UsNbLAHUTEN, e ocurypum
3aLMTEH NIOKANEH W oTAaNeYeH A0CTbN 33 aAMUHUCTPUPAHE Ha CbAbPMKAHMETO Ha peructpurte
3a onepaTneHa CbBMECTMMOCT OT OTOPU3UPAHU NPEeACTaBUTENMN HA Bb3/NOXKUTENS.

KomnoHeHTHn Ha uu@mauuouuara cUcTtema Ha Pemcrpm‘e 3a oneparuBHa CbBMeCTUMOCT

WHbopmaymaTa 3a pernctpute ce cbxpaHaBa B eauHHa 6a3a O3aHHW, KOATO Cce ynpasnasa oT
Oracle Database Server CYB/,

Moacuctemata NpefoCTaBA HAKONKO PasfMYHW BXOAHM TOUKM 3a AOCTbN A0 AaHHUTe B
3aBUCMMOCT OT XapaKTEPUCTUKUTE HA HYXKAMTE OT MHGOPMALUMA M OT paspeLieHuTe onepauun
BbPXY AaHHUTE.

Cucmemu u3ebH cbcmaea Ha beY, 6azupaxu 8bpXy uHgpacmpykmypHa cpeda:

* Cuctema 3a ynpasneHue Ha YOBeLIKUTE pecypcy

Ob6eauHenune ,,CUCTEKOM®, B cryuaii, ue 6bae 3bpaHo 3a M3NbAHUTEN, LWe n3rpaxaga u

nogAavp’Ka 3aWMUTEeHU KaHanu 3a oThganevyeH AO0CTbN Ha OTOPU3UpPAHM NnUua oOT AbpXKaBHaTa

e



MNpegnoxeHne 3a usnbaHeHWE Ha obuiecTBeHa nopbyka ¢ npeamert: ,OCUIYPABAHE HA LANOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA MOAAPBIKKA HA PABOTOCMNOCOBHOCTTA HA MH®PACTPYKTYPHATA CPEOA HA
»CUCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

3AMMHUCTPALMA 33 yNpaBNeHUE Ha CbABPIKAHMETO Ha CUCTeMaTa, 4ypes3 NUCMeHO Bb3naraHe oT
Bb3NOXUTENA.
® AAMMHUCTPaTUBEH perucTbp
O6enuHenmne ,CUCTEKOM*, B cnyuait, ye 6bae n3bpaHo 3a M3nwAHUTEN, We nsrpaxaga v
NOAABLPXA 3aWUMTEHN KaHanu 3a OTAANeYeH AOCTbN Ha OTOPU3NPaHM NMua OT AbprKasHaTa
3AMMHUCTPALMA 33 yNpaBNeHMe Ha CbAbPXKAHWUETO Ha PErMCTbPa, Ype3 NUCMEHO Bb3naraHe oT
Bb3/10XKUTENA.
¢ Peructobp Ha esponeifckoto npaso
ObepuHenune ,CUCTEKOM*, 8 cny4an, ye 6vae n3bpaHo 3a UsnvAHUTEN, e usrpaxaga v
NOAABLPXA 3alUMTEHW KaHanW 3a OTAAneveH AOCTbN HAa OTOPM3MPaHM Auua oT Abp)KaBHaTa
aAMUHUCTPaLMA 33 yNpaB/ieHUe Ha CbAbPIKAHWUETO Ha PErucTbpa, YPe3 NMCMEHO Bb3naraHe oT
Bb3NIOXKUTENA.
¢ MopranHa uHdpacTpykTypa 3a CTaHAapTM3MpaHe Ha yeb caifTosete Ha Gvarapckata
AbpPXKaBHaTa aAMUHUCTPaLUA
O6eaunnenue ,CUCTEKOM®, B cnyuait, ve 6bae 3bpaHo 3a M3NbAHUTEN, We n3rpaxaa u
NOAABLPXKA 33LUMTEHN KaHaNW 33 OTAANEYeH AOCTbN HAa OTOPM3MPaHM AULa OT AbprKaBHaTa
aAMMHUCTPALMA 33 ynNpaBNeHUe Ha CbAbPMKAHWETO Ha MopTanHaTa nHOpPacTpyKTypa upes
NUCMEHO Bb3NaraHe OT Bb3/I0XKUTENS.
e Moacucrema 3a ypocroseputenHn ycnyrm Ha Komucus 3a perynaupaHe Ha
cvobuweHuara (crc PKI), kbm PKI cucremarta Ha MHPPaCTPYKTypHaTa cpeaa Ha NPOeKT
BEY

CodryepHu KOMNOHEHTH

v nCipher coptyepeH nuueHs 3a Bpb3ka Ha CbpBbp ¢ netHSM F3 TPS
2000 bundle

XapayepHu KOMNOHeHTH
v nCipher kpuntorpadcku moayn nToken 3a Bpb3Ka ¢ netHSM F3

TPS 2000 bundle

*Cpepa, ocurypaBawa eNeKTPOHHM pasnnawaHua B npoueca Ha nNpeaocTaBAHe Ha

3AMUWHUCTPATUBHM YCAYTU NO €IEKTPOHEH MbT, YUATO LeN e:




MNpepnoeHne 3a M3NbAHeHME Ha obuiecTBeHa nopbuyka ¢ npeamet: ,OCUINYPABAHE HA UANOCTHA
OBEAUHEHUE  EKCNNOATALMOHHA NOAOPBHIKKA HA PABOTOCMOCOBHOCTTA HA MHGPACTPYKTYPHATA CPEOA HA
,CUCTEKOM“  CMCTEMWTE HA ENEKTPOHHOTO NPABMTENCTBO ”,

v [Ja ocurypu  TexHuM4Yecka Bb3MOXHOCT Ha  OTAENHuTe
aAMUHUCTPaALMM Aa NpefoCTaBAT Ha rpakaaHute U dupmure
MHPOpMaLMA 3a Ab/KMUMUTE OT TAX L[aHDBUM, TakCu U AOp., upes
NHTepHerT.

v [la ocurypu TexHuWyecka Bpb3Ka MeXay agMUHUCTPaALMATA U
6aHKMUTe B CTpaHaTa (a CbWO U CUCTEMMUTE 33 ENEKTPOHHU NAaLaHUA C
Kaptv VISA u MasterCard). MNocpeactBom Tasu Bpb3Ka, BCUUKK
y4actHuum B CPEOATA (agMuHucTpauumute wn 6aHKuTE) morat fAa
0bMeHAT B peanHo Bpeme MHPOpMaLMA, CBbpP3aHa C NNal@HeTo Ha
aAMUHUCTPATUBHU YCAYTU

v’ [la ocurypu Ha aAMUHUCTPaLMATA aBTOMAaTUYHO NOTBBPMKAEHWME,
NO eNeKTPOHeH NbT 33 U3BbPLIEHUTE OT rpakgaHute u dupmure
nnawaHma.

O6eaunHenune ,CUCTEKOM”, B cnyuait, ye 6bae M3OpaHO 33 M3NBAHUTEN, LWE U3rpaxaa u
NoAAbPIKA 3aMTEHU KaHanu 3a OTAaneyeH AOCTbN Ha OTOPM3UPaAHM NuA OT AbpKasHaTa
aAMUHUCTPALMA 33 yNpaB/ieHUe Ha CNeaHUTe MoAyAUn U nHTepdeincn Ha cuctemara:

v YnpasneHve Ha MOAyn 3a aBTOMaTu3MpaH OBMEH Ha AaHHU C
[OCTaBYMLM HA aAMUHUCTPATUBHU YCAYTU
v’ YnpaBneHue Ha MoAyn 3a aBTomMaTtusupaH obMeH Ha AaHHM C
NNaTeXXHU
v onepaTopu - AOCTaBYMLM Ha NAATEXKHU YCAYrn
v YnpasneHue Ha uHtepdeiic 3a KpanHu notpedbutenu - nonssarenu
Ha aAAMUHUCTPATUBHU YCNYTH
v YnpaBneHue Ha cnpaBoyeH uHTepdeinc
v YnpasneHue Ha agMUHUCTPATUBEH UHTepdeNc

¢ Cuctema 3a CaMOOLLEHKA Ha aAMUHUCTPATUBHOTO obcnyKBaHe

ObepuHenne ,CUCTEKOM®, B cnyyaid, ue 6bae U3BPaHO 3a UINBAHUTEN, LWE U3rpaxKaa U
noaabpXka 3alwuTeH oTAaanevyeH AOCTbMN A0 CUCTeMaTa 3a yNpaB/ieHWe Ha CbAbPIKaHMETO OT

OTOpPU3MpPaHN NpeacTaBUTENIN HA AbPXKaBHATa aAMUHUCTPALMA 4pe3 NUCMEHO Bb3naraHe oOT




NpeanoxeHue 3a M3nbjHeHMe Ha oblwecTBeHa NopwbuKa C NpeameT: ,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE  EKCNNOATALUMOHHA NOAAPBIKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPELA HA
,CUCTEKOM*  CMCTEMMTE HA ENEKTPOHHOTO NPABUTENICTBO ”,

Bb3NOXKUTENA.
¢ HauuoHaneH nopTan 3a TPaHCNOPTHa MHGOPMaLUA U eNIEKTPOHHK YCAyrv

MopTansbT NpefocTass NbTHa U TpaduK MHGOPMaLMA B peanHo Bpeme.

O6eanHenune ,CACTEKOM®, B cnyyait, ye 6bae n3bpaHo 3a M3NbAHUTEN, Le u3rpaxaa u
NoAAbpXKa 3alMTeH OTAANEYEH AOCTbMN A0 CUCTemaTta 3a ynpasJeHWe Ha CbAbpiKaHWeTo OT
OTOpU3MpaHM NPeACTaBUTENN HA AbpKaBHaTa aAMMHUCTPALMA Ype3 MUCMEHO Bb3naraHe oOT
Bb3/IOXKUTENSA.

o MoMoLHM cUCTEMM KbM MHPPACTPYKTYpHaTa cpeaa:

MomowHuTe cucrtemu BKNlOYBAT KAUMaTU3MpaLy, TOKO3axpaHBaLuy,
eNeKTpope3epBmUpaLLY, NOXKAPOU3BECTUTENHN M NOXKAPOracMTeNIHU CUCTEMU U CUCTEMU 33
JOCTbM, KOMTO Ca HA/IMYHM B AiBaTa LieHTbpa.

Bb3/10)KUTENAT HOCK OTFOBOPHOCT 3a:

e 06Uy KOHTPON Ha AENCTBMETO Ha cUcTEMUTE.

e [leiHOCTM MO KOOPAMHAUMA NpU NPUCbEAUHABAHE Ha NOAAbPXAHMTE cCUCTeMU OT
WHPPaACTPYKTMPHATa CPeaa KbM CUCTEMATA 3a €NEKTPO3aXpaHBaHE;

e [leiAHOCTM NO OCUrypABaHe Ha HOPMasHa KAMMaTU4Ha cpefa 33 CbPBbPHWUTE 30HW B
[BaTa LeHTbpa, cnopea npeanucaHuaTa Ha nponssogutenute Ha obopyasaHeTo.

e [leiiHOCTM MO OCUrypABaHE Ha HOPManHa eXefHeBHa 4UCTOTa M 3anpalleHocT Ha
Bb3yxa Ha TEpUTOPMATA Ha MBaTa LEHTbpa B CbLOTBETCTBUE C MW3UCKBAHMATA Ha
npoussoauTenuTe Ha 060pyABaHETO U EKONOTUUHUTE HOPMMU

M3NbAHUTENAT HOCU OTTOBOPHOCT 3a:

NopapbiKKaTa, PEMOHTa M NPOGUNAKTMKA HA NOMOLLHUTE CUCTEMU B ABaTa LEHTHPA.

CneumduKaLmATa Ha HAIMYHOTO XapAyepHO U KOMYHUKaLMOHHO obopyaBaHe e NnocoyeHa B

MpunoxeHue N2 9 OT HACTOALOTO NpeaNoXKeHHe.




Mpeanoxenve 3a u3nbaHeHue Ha obuiectBeHa nopbuka ¢ npeamer: ,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE  EKCNNOATAUMOHHA NOAOPBHKKA HA PABOTOCMOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEAA HA
»CNCTEKOM“ CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

. [fleiiHocTM BKAloueHM B o6XxBaTa Ha TEXHMUYECKOTO NpepoKeHue, B
CbOTBETCTBME C U3UCKBAHUATA Ha Bb3anoxxurens.

1. 06wy geHoOCTH

OBEAUHEHUE ,CUCTEKOM” npepnara ga obesneun pecypcHO U Aa M3BbpLUBA Lenua
Habop OT AeWHOCTM M ycnyrm No NoAApbKKaTa Ha MHOPACTPYKTYpHaTa cpesda v NpUNoXeH
codtyep EMAEAY, ECOEA-ESB n UC Ha POC B obxsaTa Ha u3nb/iHEeHWE Ha npeAmeTa Ha

NOPDBYKaTa, AedJMHMpaHM CbrnacHoO U3UCKBAHUATA B AOKYMEHTALMATA 3a y4aCTUe, KaKTo csieasa:

. LLANOCTEH TEXHUYECKU OOQMT HA OAMUT Ha cucTemute Ha beY B KTLEN ,boaHa” n TUEN

,EBKCMHOrpaa” - BapHa

. AHanM3 Ha CbCTOAHMETO Ha CMCTemaTa 3a EKCNI0aTauMOHHO OcurypasaHe W
NOAAPBIKKA.

. ExxeflHEBHO oOnepaTMBHO HabnogeHwe U noadbpxaHe GYHKUMOHUPAHETO Ha
cuctemarta.

. EKCnnoaTauMoHHa NOAAPbKKA Ha COPTYEPHU KOMMOHEHTH Ha cUcTemara.

. OcurypaBaHe Ha HafeXaHa UM HenpekbcHata pabota Ha notpebutenute,

AedVHMPaHM KaTO aKTUBHU B cUCTEMATA.

. UHPOPMaUMOHHO OCUrypsiBaHE - ynNpaBneHWe WU CbXpaHeHWe Ha [AaHHWUTe Ha
MHPOPMaLMOHHATA CUCTEMA.

° FapaHTUpaHe Ha UHPOPMALMOHHA CUFYPHOCT Ha cUcTemara.

e [omolHM cucTemun Kbm MHPPACTPYKTypHaTa cpeaa:

MomowHuTe cuctemu BKNIOYBAT KAMMaTU3MPALLM, TOKO3axpaHBalLY,
eneKkTpopesepBupalLy, NoXKapou3BECTUTENIHN U NOXKAPOracUTENIHN CUCTEMU U CUCTEMM 33
[OCTbM, KOMTO Ca HAa/IMYHU B [1BaTa LieHTbpa.

Bb3N10)KUTENAT HOCK OTFOBOPHOCT 3a:
e 06u, KOHTPON Ha AEeNCTBMETO HA CUCTEMUTE.
e [leiHOCTU NO KOOPAMHAUMA MPU NPUCbEAMHABAHE Ha NOAAbPXKAHUTE CUCTEMU OT

UHPpPaACTPYKTMPHaTa Cpeaa KbM CUCTEMATA 3a eNeKTPO3axpaHBaHe;




MpeanoeHne 3a M3nbaHeHMe Ha obuiectBeHa nopwvuka ¢ npeamert: ,,OCUNYPABAHE HA LIANOCTHA
OBEAUHEHUE  EKCNNOATALMOHHA NOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEAA HA
»CUCTEKOM”  CUCTEMMUTE HA ENEKTPOHHOTO MPABUTENCTBO”,

e [leiHOCTM NO OCUrypABaHe Ha HOPMasHa KNMMaTU4YHA cpeda 3a CbpBbPHUTE 30HM B
[BaTa LeHTbpa, cnopes NpeanvcaHuaTa Ha NpoussoauTennte Ha obopyasaHero.

e [lelHOCTM NO oOCUrypABaHe Ha HOPMANHa e)XeAHeBHAa YMCTOTa U 3anpaweHoCT Ha
Bb3AyXxa Ha TepuTopuATa Ha [ABaTa LEHTbpa B CbOTBETCTBME C WM3WUCKBAHMATA Ha
npousBoAuTeNnUTE Ha 060pyABaAHETO U EKONOTUYHUTE HOPMMU

0O6eaunenune ,,CUCTEKOM“, B cnyuai, ye 6bAae UsNbAHEHNETO HU 6bae Bb3N0XKEHO, HOCH

OTrOBOPHOCT 3a:
NoappbiKKaTa, pEMOHTA U NPOPUNAKTUKA HA MOMOLLHUTE CUCTEMU B ABaTa LEeHTbpa.
O6eanHeHue ,,CUCTEKOM“, B cnyyair, ye 6bae M36paHO 3a M3NbBAHUTEN, We W3roTBU
BbTPELHN NpPaBuMNa 3a OLUEHKA M ynpaBNeHWe Ha pUCKa 3a mpexoBa U MHPOPMaALMUOHHA
CUrypHOCT B 06xBaTa Ha NoAAbpPXKaHaTa OT HEFO CUCTEMA U KOMMOHEHTH 3a LeHTpoBeTe B Copusn
v BapHa.

O6epuHenne ,,CUCTEKOM®, B cnyyain, ye 6bae M3bpaHo 3a U3NBAHUTEN WeEe U3TOTBU U
NpenopbUYNTENHU AEeUCTBUA NO OLEHKA U yNpaBNeHne Ha PUCKa, B cboTeeTcTBue ¢ MpunoxerHue
Ne 3 kbm un. 31, an. 2 ot Hapepbarta 3a obwmTe M3UCKBAHUA 33 ONEpaTUBHA CbBMECTUMOCT U
nHpopMaunoHHa curypHoct (06H., 1B, 6p. 101 ot 2008 r., u3m., 6p. 58 ot 2010 r., uam. u gon.,
6p. 102 o1 2010 r. 1 6p. 48 oT 2013 r.), KaTO B3eMe npenBua NOTEHUUANHUTE PUCKOBU GAKTOPU
3a MpexoBaTa M uHPOPMaUMOHHATA CUrYPHOCT, GOPMyNuMpaHM W  KnacupuumpaHu B
MexayHapogHua ctaHaapt ISO/IEC TR 13335:2000, KouTto ca nocodeHu B MpunoxkeHne No 4
KbM un. 31, an. 3 or Hapepbata 3a obwuTte U3UCKBAHMA 3a OMNepaTUBHA CbBMECTUMOCT U
MHPOPMALIMOHHA CUTYPHOCT.

YnpaBneHNEeTo Ha CUrypHOCTTA LWe Ce OCblliecTBABA Ha 6a3a Ha AOCTaBEHU U BHEAPEHM

pelseHua B UHOpPaCTpyKTypaTa Ha beY.

Mpuemame, ye, 3a LEAUTE HA HACTOAWATA NOPDBYKA, B3aMMOAEMCTBUATA C EKMMUTE Ha TpeTu

CTPAHU - BBLHLIHW A0CTAaBYNLM HA KOMMOHEHTU W YCNYru, MO CUNaTa Ha Beye CblLeCTBYBaLUM

A0rosopu, ce KOopanHUpPaT U KOHTPONUPAT OT Bb3N0OXKUTENA.




MNpepnoxeHne 3a M3NbAHEHME Ha obuiecTBeHa nopbuyka ¢ npeamet: ,OCUINYPABAHE HA UANOCTHA
OBEAMWHEHUE EKCNNOATALMOHHA NOAAPBIKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
"CMCTEKOM” CUCTEMWTE HA ENEKTPOHHOTO NPABUTE/NICTBO ”,

2. [eitHoct 1: LianocTteH TeXHUYECKN O4UT U aHANN3 Ha cucTemuTe Ha beY B KTLEN

»,boaHa” u TUEN ,,EsKkcuHorpag” - BapHa

[eWHocTTa ce n3NbAHABa B Nb/IHO CbOTBETCTBUE C U3UCKBAHMATA HA Bb3noXutens, Kato
obeauHeHue ,CUCTEKOM” we u3non3sa MeToAONOMMA U WMHCTPYMEHTapUMyM 3a UANOCTEH
TEXHUYECKN OOUT U aHANM3 Ha CUCTEMMUTE B ABATa LUEHTbpa Ha €NeKTPOHHOTO NPaBUTENCTBO
(onucann noapobHo B MpunoxeHne N2 2 KbM HaCTOALLOTO NPELJIOKEHUE).

[eTalinHOTO onucaHue Ha OTAeNHUTEe AenHOCTM no obcneaBaHe, AOKYMEHTUpaHe,
aHaNMU3 U OLEHKA Ha CUCTEMUTE, Bb3MOXKHOCTUTE 33 YCbBbBPLUEHCTBAHE M/MAN ONTUMU3IUPaHE
Ha nNpouecuTe U NOBULIABAHE KAYeCTBOTO HA YCNYruTe, KaKTo U noApobHO M3ACHABaHE Ha
NOCTUraHETO Ha TbPCEHUA PEe3yNTaT, B CbOTBETCTBUE C MOCTaBeHUTE OT Bb3noxkutens uenu ca
npeactaseHn B lMpunoxkeHne Ne 1: ,[letaneH nnaH 3a M3BbPLIBAHE Ha AeNHOCTUTE NO
NPOEKTa“ KbM HaCTOALLOTO NPeA/IoXKeHME.

HabopbT OT 3agaun 1 ycnyru, Kouto npeasuxaa obeguHeHue ,,CUCTEKOM® 3a uenute Ha
ocUrypaBaHe Ha B3aMMOLEWUCTBMETO MeXAy OTAenHuTe cuctemMun (MHOpPACTpyKTypHaTa cpeaa v
npunoxeH codtyep ENAEAY, ECOE n UC Ha POC) B o6xBaTa Ha [lelHOCT 1 BKNIOYBaT:

e AHanu3 Ha cbluecTeyBalaTa MHPopMaLMOHHa cuctema Ha ENAEAY, ECOEO-ESB u UC Ha

POC (ekcnnoaTaunoHHa U TECTOBA CPeAa) U TEKYLLMA CTAaTyC Ha BCUYKUTE U KOMMOHEHTH;

e AHanM3 Ha MHTErpuMpaHOCTTa C OCTaHaNUTe CUCTEMM WU KOMYHUKALMUOHHA

MHpacTpyKTypa Ha beY (PKI, cbpBbp 3a CUHXPOHU3aLUMA U 4p.);

e U3roTBAHE Ha AeTaWsieH Aoknag 3a cbecroaHneTo Ha EMNAEAY, ECOEAQ-ESB u UC Ha POC

cnep HanpaBeHMA aHanu3, 060CHOBaHM NPEANOXKEHUA 32 ONTUMMU3ALMA U pa3BUTHE.

e M3rotBAHe Ha cxema 3a paboTHWUTE NpPOLECU M OTFOBOPHOCTUTE MO MNOAAPDBXKKATA Ha

ENAEAY, ECOEA-ESB u UC Ha POC;

e U3roTBAHE HAa AeTalNeH NNaH 3a peanunsnpaHe Ha AeMHOCTTa NO eKCNN0aTauuMoHHOTO

nogavpxaHe Ha ENAEAY, ECOEA-ESB u UC Ha POC;

e OpuT Ha CcTeneHTa Ha CUTYPHOCT OT rNeAHa TOYKA HA HeoTopusupaH A0CTbn,

Bb3AEMCTBME U BNUAHUE BbPXY MHPOPMALMATA U AAHHUTE;

e OueHKa Ha puCKa oT HENPasUNHO U3rpaxkaaHe U ynpasneHue Ha cuctemure,;

re



MNpeanoseHne 3a uM3nbaHeHMe Ha obuiectBeHa nopbyka ¢ npeamet: ,,OCUINYPABAHE HA LA/IOCTHA
OBEAUHEHUE  EKCNNOATALIMOHHA MOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEOA HA
,CUCTEKOM*“  CUCTEMWTE HA ENIEKTPOHHOTO NPABUTENCTBO ",

e OueHKa Ha epeKTUBHOCTTA Ha M3NON3BaHUTE MHPOPMALMOHHU TEXHONOTMUN N aHANU3 Ha
Bb3MOKHOCTTa 33 ONTUMMU3NPAHETO UM;

e OueHKa Ha onepaTMBHaTa CbBMECTUMOCT M MHPOPMALMOHHATA CUFYPHOCT Npu obmeHa
Ha eNEeKTPOHHM AOKYMEHTHU B UHOPACTPYKTypaTa Ha beY;

e |3naBaHe Ha nNpPenopbKkM 3a MNOBMWABAaHE CUFYPHOCTTA HA CUCTEMUTE M
MHpaCTpyKTypaTa.

CneunduryHUTE AEIMHOCTH, CBbP3aHM C Ta3n AENHOCT, Aa Ca KaKTo cneasa:

e CodryepHo obcneapBaHe Ha TEXHUYECKOTO CbCTOAHUE Ha HAaZIMYHOTO XapAyepHo,
KOMYHUKaUMOHHO U codTyepHO obopyasaHe (CbpBbPU, CUCTEMU 3@ CbXPAaHEHUE Ha AaHHM,
onepaunoHHU CUCTEMMU, cUCTeMeH codTyep 3a MOHUTOPUHI, apXMBUPaAHE , aHTU-BUPYCHA
3awumTa, u ap.);

e 0O6cneaBaHe Ha KOMYHMKAUMOHHATA apPXUTEKTYpa, BKAOYBALLA MPEKOBO U
KOMYHUKAUMOHHO 060pyaBaHe, BPb3KM KbM WHTEpPHET, BPb3KM MeXay OTaeNnHuTe
BbTPELHU U BbHLWHWU OPraH13aLMu, 3alMTHU CTEHU, TEXHUTE NapameTpu U KOHPUrypauum,
nap.;

e (ObcneaaHe U KOMEHTapWU NO NPUNOXKHATA aPXMTEKTYpa, BKAIOYBALY, CTaHAAPTEH
npunoxeH codptyep 1 cneunanmsnpaHm NPUNOKEHUs;

e Ob6cnepsaHe U AOKYMeHTUpaHe Ha KoOHourypauuute B UT nHpacTpykTypaTta no

3BeéHa.

CneuynduyHUTE AEMHOCTU, CBBP3AHM C Ta3n AENHOCT, Ca KaKTO cneaBa:

e (0ObcneasaHe Ha MHGOPMALMOHHATA CUTYPHOCT HA CUCTEMUTE, KOMYHUKALUUTE U
6a3uTe AaHHK, ocurypaBailum paboTaTa Ha pa3nMyHUTE MHGOPMALMOHHU CUCTEMM;

e O6cnepBaHe M OLEHKA Ha CbCTOAHMETO HA HANUMYHUA cucTemeH codryep,
BKNIOYBALL, BEPCUU, NPUIOXKEHWN aKTYaNn3auUmn u Apyru;

e ObcnepBaHe M oOuUEHKa Ha paboTocnocobHOCTTa Ha 3BEHATa, OCUIypABaLU
paboTtaTta Ha pa3nnyHUTEe MHGOPMALIMOHHU CUCTEMMU;

e (Ob6cneaaHe M OUEHKA, CBbP3aHU C HAaNMYMETO Ha 3a4b/IKUTENHU NpasBuna U

npoueaypy, oTHacAawM ce A0 WUT uHOPACTPYKTYpHUTE 3BEHa, CbrnacHO Han-gobpute




MpeanoxeHue 3a u3nbaHeHWe Ha obuiecTBeHa nopbyka ¢ npeamet: ,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE  EKCNNOATALMOHHA NOAAPBKKA HA PABOTOCMOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM”  CUCTEMUTE HA EJIEKTPOHHOTO NPABWUTENCTBO ”,

nNpaKkTUKK B 06nacTTa;

e O6cnepgBaHe M oOUEHKAa Ha MeToauTe 33 CUCTEMHA agMUHUCTPaUUA U
ynpasneHue, BK/OYBALL, CUCTEMMU 33 MOHWUTOPUHI U ALMUHUCTPUPAHE Ha CbPBbBPY,
npoueaypu 3a akTyanu3auMa Ha MHCTANIMPAHUA CUCTEMEH U NPUNOXKEH codTyep, meToam 3a
KOHTPON Ha CMCTEMHMUTE NPOMEHM, Npoueaypy 3a apXMBUMpPaAHE U Bb3CTaHOBABaHe cnep,
6eacTeua U aBapuu, NNAHOBE 33 HEMPEKbCBAEMOCT Ha ycnyrute u gpyru (disaster recovery

and contingency planning).

3. OeiHocr 2: ExxegHesHo (day-to-day) onepaTtuBHO HabnloaeHue u nogabpKaHe
$YyHKUMOHMPAHETO Ha MHPPACTPYKTYPHATA Cpeaa Ha NOAAbPIKAHUTE CUCTEMU

MopaxoabT 3a exegHeBHo (day-to-day) onepatuBHO HabnwaeHWe M LEHTPaNM3NpPaHO
ynpasneHne Ha uHpopmaumoHHu aktueu B KTUEN ,bosaHa“ u TUEN ,EBkcuHorpan” — BapHa,
npegnoxeH ot OBEAUHEHUE ,CUCTEKOM” BKkntouBa Habop OT OpraHM3aLUOHHO-TEXHUYECKM
B3aUMOAEWUCTBUA, [OEWHOCTU W  YCNYyrK, OCUTYPABAWM HOPMANHOTO GYHKUMOHUPAHE Ha
OTAENHUTE CUCTEMM U NOCTUrAHETO Ha B3aMMOAENCTBUE MEXKAY TAX.

MpeanoeHUAT OT y4acTHMKA noaxon BKAuBa (1) peweHue 3a ynpaBieHue Ha
MHGOpPMauMOHHM aKkTueK; (2) Mpoueaypa 3a reHepupaHe Ha OTYETU U Pa3NPOCTPaHEeHWe Ha
MHGOPMaALMATA — ONUCAHKU Ca TMNOBETE CNPaBKU, KOUTO Le ce reHepupart - Mpunoxexve Ne 4
KbM HaCTOAWOTO NpeanoeHue; (3) merogonorus 3a ynpasneHue Ha npomeHuTe (Mpunoxexuve
Ne 5) u (4) metomonorua Ha ynpaBneHWMe Ha KanauuTeTa M AOCTBAHOCTTAa Ha YCayrute
(Capacity&Availability Management) — lefiHocTv 15 1 16 OT HaCTOALWLOTO NPeaNnoXKeHUe, KaKTo
M MeTOAONOrMA 33 YCbBbPLIEHCTBAHE W/MAM ONTUMU3MPAHE Ha NPOLLECUTE W NOBMLLABAHE
Ka4yecTBOTO Ha yCNyruTe, B Cy4Yait Ha AoKa3aHa Heobxo4MmocT.

B cnyyan, ye 6bae n3bpaH 3a uanvnuuten, OGEAUHEHUE ,,CUCTEKOM” we otrosaps 3a
MHTErpuTeTa, HeNPeKbCBAaeMOCTTa, CUTYPHOCTTa U AOCTLNHOCTTA HA MHPPACTPYKTYpaTa, KaTo e
6baat obxsaHaTU BCUYKM [AEMHOCTM, BK/IOYBALLM ONEPaTUBHO exeaHeBHO (day-to-day)
HabnlogeHve Ha pyHKUMOHMPaHeTo Ha UT uHdpacTpykTypaTa.

3a ocbulectsaBaHe Ha csouTe 3aabmkeHna OBEANHEHUE ,,CUCTEKOM” we noaabpika
HenocpeacTBEH KOHTAaKT C Bb3noxutena no npepnoxeHata Cxema Ha B3aumoaeincTsue

(Mpunoxkenne N2 3 KbM HACTOAWOTO NPEANOXKEHUE), CbINACHO AOroBOPEHOTO HUBO Ha




MNpegnoeHe 3a M3NbAHEeHME Ha obuiecTBeHa nopbuyka ¢ npegmet: ,OCUTNYPABAHE HA UANOCTHA
OBEAUHEHUE EKCNNOATAUMOHHA NOAAPBXKKA HA PABOTOCNOCOBHOCTTA HA UH®PACTPYKTYPHATA CPEOA HA
,CUCTEKOM*  CUCTEMWTE HA ENIEKTPOHHOTO NPABWUTE/NICTBO ”,

ob6cnyxsaHe (SLA) 1 we yvactBa B KOOpPAMHAUMATA HA €KCNEePTHO HUBO HA AEeNHOCTU, CBbP3aHU
C [OCTaBYMUMUTE HA CbLECTBYBalMTE CUCTEMMU U NPUNOXKEHUA, WHTErpupaHn B
MHOPACTPYKTYpHaTa cpesa, U KOMYHUKaLMOHHA CBbP3aHOCT.
O6epuHenne ,CUCTEKOM® npegnara M npoueaypa 3a reHepuMpaHe Ha OT4eTU M
pa3npocTpaHeHue Ha uHbopmauuaTta — MpunoxeHne N2 4 Kbm HACTOALLOTO NPEANOKEHHUE.
HabopbT OT 3a4aun M ycnyru, KOMTo npeasuxaa obegmHenune ,,CUCTEKOM“ 3a yenute
Ha OCUrypaBaHe Ha B3aMMOAENCTBMETO MeXAy OTAeNHUTe cuctemMn (MHOpPACTPYKTypHaTa cpeaa
u npunoxken codptyep ENAEAY, ECOE u UC Ha POC) B 06xBaTa Ha [leMHOCT 2 BKNlOYBaT:
° CBoeBpeMeHHO yBefoOmABaHe Ha Bb3noxuTtena 3a Bb3HUKHANM HEU3NPABHOCTU 4ypes
OTBapAHETO Ha CepBU3HA 3aABKa, BK/OYBALLA NOAPOOHO OnMcaHMe Ha Bb3HUKHaNUA npobnem,
npuoputeTa U BAUAHMETO, KOETO TOI OKa3Ba BbPXy KOMNAEKCa OT MHPPACTPYKTYpHa cpeda u
CUCTEMMU, KaKTO M OLEeHKa Ha HeobXoaMMOCTTa OT ecKanauua KbM Npou3BoAnTeNna/nocTaBunKka
Ha CbOTBETHUA gedeKTUpan KOMNOHEHT.
° OBEANHEHUE ,CUCTEKOM” we nonyyaBa WHCTPYKUMM OT Bb3noxkutens 3a no-
HaTaTbLHM AEACTBUA U LIE OKa3Ba CbAEMCTBUE HA U3NMBNHUTENICKUTE EKMNU Ha TPETU CTPaHMU -
LO0CTaBYMUN Ha NPOAYKTU U YCNYTU, CBBP3aHU C noanbprKaHaTta UT nHepacTpyktypa.
. 3a uenuTe Ha HacCToALLATa NOPbBYKA B3aUMOLENCTBUMATA C €KUNUTE Ha TPETU CTPAHU -
BbHLHM AO0CTAaBYMUN HA KOMNOHEHTU U YCNYrK, NO CUNATa Ha BeYe CbLLEeCTBYBALLMN AOrOBOPHU, ce

KOOPANHUPAT U KOHTPOAUPAT OT Bb3noxutens.

4, DewHocT 3: ExxeaHeBHO onepaTMBHO HabaloaeHue u nogavprkaHe GYHKUMOHUPAHETO
Ha ENAEAY, ECOEAQ-ESB u UC Ha POC.
NoaxoabT 3a exegHesHo (day-to-day) onepatmBHO HabniogeHue U LEHTPaNU3UPaAHO

ynpasneHue Ha MHoopmaumoHHu aktmeu B KTUEN ,BoaHa” u TLEN ,EBKcMHOrpag” — BapHa,
npeanoxkeH ot OBEAUHEHUE ,CUCTEKOM” BkntouBa Habop oT opraHU3aLMOHHO-TEXHUYECKU
B3aUMOLEWUCTBUA, AEWHOCTU WU  YCNYyrK, OCUTYPABAWM HOPMANHOTO (QYHKUMOHUPAHE Ha
OTAENHUTE CUCTEMM U NOCTUrAHETO HA B3aUMOLENCTBUE MEXKAY TAX.

MNpeanoxeHUAT OT y4yaCTHMKA noaxoh BkawuBa (1) peweHue 3a ynpasneHue Ha
MHGOPMALUOHHK aKTueK; (2) Mpoueaypa 3a reHepupaHe Ha OTYETU U Pa3NpPOCTPaHEeHUe Ha

MHOOPMaLUATA — ONMCAHU Ca TUNOBETE CMPABKK, KOMTO Lie ce reHepupart - NpunoxeHune Ne 4

e



MpepnoseHne 3a M3NbAHeHME Ha obliecTBeHa nopbuka ¢ npegmert: ,OCUMNYPABAHE HA UANTIOCTHA
OBEAWHEHUE  EKCNNOATALUMOHHA NOAAPBHKKA HA PABOTOCMOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM*  CUCTEMWTE HA ENIEKTPOHHOTO NMPABUTE/ICTBO ",

KbM HacCTOAWOTO NpeanoxeHue; (3) metoaonorua 3a ynpasneHune Ha npomenute (MpunoxeHue
Ne 5) u (4) metogonorMs Ha ynpaBneHWe Ha KanauuTeTa M AOCTbMHOCTTa Ha ycayrute
(Capacity&Availability Management) — leiHocT 15 1 16 OT HaCTOAWOTO NPEANIONKEHNE, KaKTO
M MeToAO0NOorMA 3a YCbBbpLIEHCTBAHE U/MNM ONTUMU3MPAHE Ha NPOLECUMTE U NOBULIABAHE
KauyecTBOTO Ha YCNyruTe, B C/ly4ait Ha A0Ka3aHa HeobxogmumocrT.

HabopbT OT 3agaum 1 ycnyru, Kouto npegsuxaa obeguHeHue ,,CUCTEKOM” 3a uenute Ha
OCUTypABaHE Ha B3aMMOLENCTBUMETO MeXay oTaenHuTe cuctemn (MHPpacTpyKTypHaTa cpeaa U
npunoxex codptyep ENAEAY, ECOEA-ESB 1 UC Ha POC) B obxBaTa Ha [leiHOCT 1 BK/lOYBaT:

o (Cb3paBaHe M NoaabprKaHe Ha 6a3a faHHM 33 BCUYKM Bb3HWKHaNU npobnemu 8 paborata

Ha ENAEAY, ECOEA-ESB 1 UC Ha POC ¢ orneg NOCTOAHHO NpocnenaBaHe KayecTBOTO Ha
U3NbAHABaHaTa paboTa M nocnepnBallo oueHABaHe. PeructpMpaHe Ha BCUYKWU 3aABKU B
cobcTBeHa cucTema 3a ynpaBneHUe Ha MHUMAOEHTU U 3aABKM, pa3nosarala ¢ moayn 3a
n3mepBaHe Ha HUBO Ha 0bcnyKBaHe;

o [lpegoctaBaHe Ha MHTepPenCc KbM cUCTeMa Ha U3NbAHUTENA, uype3 Koato MTUTC
Habnoaasa u cnegm cTatyca Ha 06paboTBaHUTE OT U3NBIHUTENA 3aABKU;

e YBefoOMABaHe 3a Bb3HMKHANN HEU3NPABHOCTU Ype3 OTBAPAHETO HA 3aABKa, BKAKOYBALLA
noapobHO onucaHuMe Ha Bb3HWKHANUA npobnem, npuopuTeTa U BANAHMETO, KOETO TOM
OKasBa BbpXy paborocnocobHoctTa Ha EMNAEAY, ECOEA-ESB n UC Ha POC, KakTo M
OUEHKAa Ha HeobX04MMOCTTa OT €eCKanauua Kbm Mpou3BOAUTENA/AOCTaBYMKA Ha
CbOTBETHUA AedeKTUPan KOMMNOHEHT, 4YacT OT XapayepHaTa WHPACTPYKTypa, BbPXY
KoATO e u3rpageHa ENAEAY, ECOEA-ESB u UC Ha POC.

e M3pbpwBaHe Ha HeobxoaumuTe AEWUCTBMA 33 Bb3CTaHOBABaHe pabortata Ha EMAEAY,
ECOEA-ESB u UC Ha POC npu oTnagaHe Ha NPUNOMKEHUATA B OCHOBHUA CaWT.

e M3BbplwBaHe Ha HeobxoaumUTe OEUCTBMA 3a Bb3CTaHOBABaHe pabortata Ha EMJEAY,

ECOEZ-ESB 1 UC Ha POC npu oTnapaHe Ha OCHOBHMUA CalT.

5. DeitHocT 4: TexHUUYeCKa NOAAPDBIKKA Ha HAJIMYMHOTO XapAayepHo o6opyaBaHe

HabopbT OT 3a4auu U ycnyru, Kouto npeasuxaa obegmuHenune ,,CUCTEKOM 3a uenute

Ha ocurypsiBaHe Ha B3aMMOAENCTBUETO MEXAY OTAENHUTE cucTemMu (MHPpacTpyKTypHaTa cpeaa




MNpeanoxeHue 3a u3nbaHeHue Ha obwecTBeHa nopbuka ¢ npeamet: ,OCUTYPABAHE HA LAJIOCTHA
OBEAWHEHUE EKCNNOATALMOHHA NOAAPBIKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM”  CUCTEMMUTE HA ENNEKTPOHHOTO NPABUTENCTBO ",

u npunoxeH codptyep ENAEAY, ECOEA-ESB 1 UC Ha POC) B 0bxBaTa Ha [leMHOCT 4 BKNIOYBAT:

° OcurypsaBaHe Ha NOAAPDBIKKA HAa HANMYHOTO XapayepHo obopyaBaHe, B CbOTBETCTBUE C
npuno)keHa ot Bb3noxutena cneundukauma — T. VI or TexHuueckaTa cneunduKauua u
TeXHUYECKN U3UCKBAHUA OT AOKYMEHTAUMATa 3a yyactne U lMNpunoxeHue No 9 KbmM HACTOALLOTO
npeanoxeHue.

OBEAUHEHUE ,CUCTEKOM” rapaHTUpa KayecTBOTO Ha nNpeaocTaBeHata ycayra no
nNoAApPbBIKKA Ha HAIMYHOTO XapAyepHo obopyaBaHe, Ype3 NPUNAraHeTo Ha UHTErpupaH NOAXOoA,
6asuMpaH Ha MeXAyHapoOAHO YTBbPAEHW CTaHO4APTM U METOAO/IorMM 33 YynpaBneHue Ha
KayecTBOTO M cuUrypHoctTa Ha uHdopmauyuata (ISO 9000 u 1SO27000), Han-pobpute UT
npaktuku (ITIL) n yTBbpAeHa meToAo/0rua 3a ynpasneHue Ha npoekTa (PMI’s Global Standards
for Project Management).

B ponbnHeHMe, 3a OCUrypAaBaHE HA BUCOKOKAYECTBEHO W3NbAHEHUE UenuTe Ha
HacToAWaTa NOpbYKa e NpeABUAEHO M3NON3BAHETO €KUM OT KNKOYOBW €KCnepT, C AOKa3aHa
npakTUYecka eKcnepTMsa M BUCOKA CTeneH Ha cepTuduMKauuAa OT NPOM3BOAUTENUTE HaA
HanuM4yHOTO obopyaBaHe M codTyep CbMNACHO KBAaNUMPUKALMOHHUTE W3IUCKBAHUA Ha
Bv3noxutens.

OBEANHEHUE ,,CUCTEKOM” pasnonara ¢ AUPEKTHU CEPBU3HU AOTOBOPU U YTBLPAEHMU
KaHa/n 3a [0CTaBKa Ha CEpPBM3HM 4YaCTU C NMPOU3BOAUTENUTE HA HANNYHOTO XapAyepHO WU
KOMYHUKAUMOHHO 06opyaBaHe, CbrnacHO NpuUnoXeHaTta cneundurKkauma ot Bb3noxuTens, Kakto
M C AUPEKTEeH NAPTHbOPCKU AOCTbN A0 LEeHTpoBeTe 33 NOAAPDLIKKA, pelaBaHe Ha CUCTEMHU
npobnemu u eckanauum Ha Hail-ronemmuTe NPOU3BOAUTENMU Ha CTaHAAPTEH codTyep.

° WHcTanupaHe, KOHOUrypupaHe U TecTBaHe Ha HOBU W PEMOHTUPAHM KOMMOHEHTU U
NPOAYKTU CaMOCTOATENIHO WU, NpU HEOBXOAMMOCT, 3aABeHa OT Bb3noXKuTena, CbBMECTHO C
TPETU CTPaHKU, KAaTO CbBMECTHUTE [AEWUCTBUMA C TPeTU CTPaHM LWe Cce KoopauHMpaT oT
Bv3noxutens.

MHCcTanMpaHeTo Ha HOBM KOMMNOHEHTU LWe ce u3BbplKn cnepn npegocrtaseHo ot OBEAUHEHUE
~CNCTEKOM” 1 yTBbpAEHO OT Bb3noXkutena craHOBULWE 33 CbBMECTUMOCTTA Ha Xapayepa C
OCTaHa/UTe - KOMNOHEHTU HA CPeAaTa, KAKTO WU 33 BCUYKU AONBAHUTENIHU KOMMNOHEHTH

(npepoctaBAHM OT Bb3noxuTtena) Ha KoHoUrypauuaTa 3a OCUrypsaBaHe HOPMA/IHOTO

SRR




MNpeanoxeHne 3a u3Nb/HEHWE Ha obujecteeHa nopbuka ¢ npeamet: ,OCUTYPABAHE HA UANOCTHA
OBEAWHEHUE  EKCNNOATALUMOHHA NOOAPBIKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
"CMCTEKOM” CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

npucbegnMHABaHe KbM CbLLECTBYBaLLATa nHdpacTpykTypHa cpega. OBEAUHEHUE »CUCTEKOM”
e W3roTBA W MpeAcTaBa CTaHOBMLWA Ha Bb3noxutens B CboTBETCTBUE C »fpouec no
ynpasneHue Ha npomenute”, onucaH nogpobHo B MpunoxkeHne N2 5 KbM HACTOAWOTO
npeanoXexue.

° MpeKkoHpUrypupaHe Npu MHUMAEHTHU, KAKTO U C ornes noaobpsBaHe Ha AOCTbLNHOCTTA,
HaAEeXAHOCTTa M NPOU3BOAUTENHOCTTA, aAaNTUPAHE KbM NPOMEHU B CPEAATA NN pobasaAHe Ha
HOBW KOMNOHEHTW.

OBEANHEHUE ,,CUCTEKOM” e n3BbpLUBaA AEMHOCTTA CAMOCTOATE/IHO UAK MPU HeobxoanmocT
CbBMECTHO C TPeTH CTPaHW, KaTo CbBMECTHUTE AEUCTBUA C TPETU CTPaHM LWe Cé KOOPAUHUPAT OT
Bbanowutens; OBEAUHEHUE ,CUCTEKOM” wie M3BbpLlIBa A€MHOCTTA CU NO Ta3n TOYKa Ha 6a3a
,MpoLec no ynpasneHue Ha npomexute” / MpunoxeHne N2 5 Kbm HacTOALWOTO npeanoxexue/,
KaTo NPeAOCTaBA CTaHOBULLA KbM Bb3noxutens.

° HenpekbCcHaT MOHUTOPUHT Ha PYHKLMOHMPAHETO, AOCTLMHOCTTA U NPOU3BOAUTENHOCTTA
Ha BCMYKM KOMMOHEHTM Ha TexHuyeckata MHOpPACTpyKTypa MOCpPeaCcTBOM CbluecTByBaLlaTa
,CucTemMa 33 LEHTpanusupaHo ynpaeneHue u HabnwogeHnve Ha WT  pecypcute Ha
WHTErpaLMoHHaTa CUCTEMA Ha €NeKTPOHHOTO MPABUTENCTBO U CBbP3aHUTE C Hero obektn” m
¢dusnuecko HabnoaeHne, OCHLWECTBABAHO OT onepatopuTe B KTUEN » TLEM.

Mpv Bb3HWMKBaHe Ha wuHuuaeHT OBEAWUHEHWUE ,CUCTEKOM” pasnonara ¢ ekun oT
KBaMGULMPaHM KNIOYOBU EKCNepTH, KOMTO 43 M3BBPLAT AMArHOCTUKA Ha MACTO NOCPeACTBOM
YyTBbPAEHN U cepTuduumpaHu OT npoussoguTenuTe Ha obopypgBaHeTo npoueaypu u
cneuunanusnpanu coptyepu 3a AMarHoCTuKa.

[InarHoCTMKaTa NpYM MHUMAEHT Lie Ce W3BbplWBa CbrnacHo [lpunoxerue Ne 3:
,MeToauKa 3a OuarHocTuuupaHe Ha Bb3HUKHANU npobnemu/MHUMAEHTM U npoueaypa 3a
TAXHOTO ynpasneHue. Cxema 3a OTFOBOPHOCTU Ha eKCnepTUTe NO KOMMAEKCHa NOAAPDBIKKA Ha
uHbpacTpykTypHaTta cpega u EMAEAY, ECOEL-ESB u WUC Ha POC“ KbM HaACTOAWOTO
npeanoxexue.”

B cnyuait, ye ce Hanara eCKanMpaHeTo Ha NPo6NeM/MHUMAEHT KbM NPOU3BOAUTENA HA
obopyasaHeto, OBEAUHEHUE ,CUCTEKOM” pasnonara ¢ AuUpekTeH AOCTbN A0 CEPBU3HU

caliToBe U/UNu LEHTPOBe 3a ecKanauus, 3a Aa AeiCTBa B PaMKUTE Ha NPeaoXKeHUTe CPOKoBe U




NpegnoxeHue 3a usnbaHeHne Ha obuiectBeHa nopbvuka ¢ npeamert: ,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA MOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEAA HA
"CMCTEKOM” CUCTEMWTE HA ENEKTPOHHOTO NPABUTE/ICTBO ”,

HUBA Ha obcnykeaHe.

6. DeiiHoct 5: EKcnnoaTauMOHHa NOAAPBKKA Ha COPTYepHM KOMMOHEHTH Ha
nHpacTpykTypHaTta cpeaa - 6a3os codryep, ENAEAY, ECOEA-ESB n UC Ha POC
HabopbT OT 3aaauun 1 ycnyru, Kouto npeaguxaa obeguHenune ,CUCTEKOM® 3a uenute Ha

ocurypasaHe Ha B3aMMOAEWCTBMETO MEXAY OTAEeNHUTE cuctemm (MHPpaCcTPyKTypHaTa cpeaa u
npunoxen codptyep ENAEAY, ECOEA-ESB 1 UC Ha POC) B obxBaTa Ha [leMHOCT 5 BKNIOYBAT:

e EKCnNoaTauMOHHA MOAAPDBIKKA Ha CbLLECTBYBALLMA cUCTeMeH codTyep B CbCTaBa Ha
MHPpPaCTPyKTypHaTa cpeaa

e WHcTanupaHe, HaCTPOMKMU U KOHOUTYPUPAHE M TeCTBaHE Ha HOBW UM YCbBBPLUEHCTBAHM
npoayktn (6asos codTyep) uMAM TakuBa cnep, UHUMAEHT NpU nNpeaocTaBeHu ot
Bb3NOXUTENA COPTYEPHU NIMLEH3N W/MNK aKTyanu3npaHu BEPCUM Ha MPOAYKTUTE.
MHCTanMpaHeTo Ha HOBU KOMMNOHEHTU Ce U3BbPLUBA CNel npeAocTaBeHo oT obeauHeHne
,CUCTEKOM", B cnyyait, 4e M3NbAHEHWETO HWU Obae BBL3INOXKEHO, U YTBBLPAEHO OT
Bb3NIOXKUTENA CTAHOBULLE 38 CbBMECTUMOCTTa Ha codTyepa C OCTaHaNUTE KOMMOHEHTU
Ha cpeaata, KakTo M 3a BCMYKM AOMbBAHUTENHM KOMMOHEHTU Ha KOHUrypaumaTta 3a
ocurypasaHe HOPMaHOTO NPUCbeAUHABAHE KbM CbLLeCcTByBaLaTa MHGPACTPYKTYpa;

e U3pbpwBaHe Ha HACTPOMKKU, NPEUHCTANIMPAHE U NPOMAHA Ha coPpTyepHU KOHOUrypaumm
NpU MHUUAEHTU UAK C ornep nopgobpsaBaHe Ha NPOM3BOAMTENHOCTTa, aAanTUpaHe KbM
NPOMEHU B cpeaarta unm fobasaHe Ha HOBM KOMMOHEHTH;

e HenpekbCHAT KOHTPON Ha GYHKLUMOHUPAHETO U NPON3BOAUTENHOCTTA;

e 3apexgaHe Ha npomeHu B codTyepa C LN KOpUrMpaHe Ha rpewkn u/mnn pedektn s
coptyepa (6brose), 3a nopsobpasaHe Ha NPOU3BOAUTENHOCTTA My WAU APYrU HEroBu
napameTpu 1 3a aganTMpaHe KbM NPOMeHU B OBKPBIKEHNETO My.

3apexpaHeTo Ha NpoMeHu B codTyepa C LEN KOpUrMpaHe Ha rpelku u/unmn
aedektv B coptyepa (6brose), 3a nogobpasaHe Ha NPOU3BOAUTENHOCTTa MY UAU ApPYTU
HerosM napameTpu M 3a aganTMpaHe KbM NPOMEHU B ODOKpbXKeHMeTo My e ce
U3BBLPLIBA NO CbLULMA HAYMH KAKTO NPU Ha HACTPOMKKU, NPEUHCTaNUpaHe U NPOMAHA Ha
codTyepHU KOHOUIypaLMmM, KaTo BCUYKM NPOMEHM e 6baaT npeaBapuTENHO TECTBaHMW,

BKN. C HeperpecusHU TectoBe.




MpeanoxeHue 3a usnmbAHeHue Ha obuiecTBeHa nopbuka ¢ npeamet: ,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE  EKCNNOATALMOHHA NOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEAA HA
,CUCTEKOM*  CMUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO ",

e HagarpaspaHe v agMUHUCTPUpaHe Ha cekuuaTa B ENJEAY 3a usrernaHe Ha cbabprkaHue

(download section).

7. DeitHocT 6: OcurypaBaHe Ha HageXAHa M HenpeKbcHata pabota Ha notpebutenure,
AedUHUPaHKN KaTo aKTUBHMU B MHPPACTPYKTYpHaTa cpeaa

HabopbT OT 3agaum U ycayru, Kouto npeasmxaa obegunenune ,CUCTEKOM® 3a uenute
Ha OCUrypABaHe Ha B3aMMOAEINCTBUETO MeXKAY OTAeNHUTe cucTemu (MHOpacTpyKTypHaTa cpesa

u npunoxen codptyep ENAEAY, ECOEA-ESB 1 UC Ha POC) B obxBaTa Ha [leHOCT 6 BKNtOYBaT:

o MopApbKa M aKkTyanusauma Ha npodunute 3a JocTbn Ha notpebutenute po WUT
MHPACTPYKTYpaTa Ha CUCTEMHO HUBO, KaKTO CleABa:

v Bcuuku notpebutenu ca aepmHUpaHn e4HO3HAUHO € noTpebuTencko ume v napona.

v’ Te3n AaHHW ce CbXpaHABaT B LeHTpanusnpaHa 6asa AaHHK, KaTo NaponuTe Ce CbXPaHABaT C
M3N0N3BaHETO Ha CNeunaneH KpUNTMpaLw, MexaH1M3bm.

e (Cb3pmasaHe Ha HOBM noTpebutenckn npodpunu 3a goctbn Ao UT uHpacTpykTypaTta Ha
CUCTEMHO HMBO CbINACHO YTBbPAEHA M CbrnacyBaHa ¢ Bb3noxuTens npoueaypa u npunaraiku
yTBbpAEHN [[06pU NPaKTUKM Npu  Cb3JaBaHeTo, YNpaBNeHWeTO W NOAAPbBXKKATA  Ha

notpebuTtencku npodpunu.

8. DeiiHoct 7: OcurypasaHe Ha HaAeXAHa U HenpeKbcHaTa paboTa Ha noTpeburenure

(aamuHucTpauuure), aedmHupanm Kato akrusuu 8 EMAEAY, ECOEA-ESB u UC Ha POC.
HabopbT OT 3a4aumn U ycnyru, Kouto npeasuxaa obeguHenve ,CUCTEKOM® 3a uenute

Ha OcUrypsABaHe Ha B3aMMOAEWUCTBUETO MEXAY OTAenHUTe cuctemu (MHGpacTpyKTypHaTa cpesa

1 npunoxeH codptyep ENAEAY, ECOEL -ESB n UC Ha POC) B obxBaTa Ha [leitHocT 7 obxBalar:

e lMopabprkaHe Ha npodunuTe 3a AocTbn Ha notpebutenute go ENAEAY, ECOEA-ESB n UC Ha

POC;

3a6enexka: 3a noddvpxcaHe Ha npoguaume Ha nompebumenume e Heobxooum docmbn 00

adMuHucmpamusHomo npunoxeHue Ha POC. lompebumensm, ¢ Kolimo mpabea Oa ce

u3sbpwea masu 0eliHocm mMoxce 0a UMa Npasa eoOUHCMBEHO U Camo 3a AOMUHUCMPUPAHe Ha

nompebumenu. 3a ueama we 6vde Heobxodumo usdasaHemo Ha KEIT Ha U3nbaHumensa ¢ yen




MpeanoxeHue 3a M3nbaHeHWe Ha obliecTBeHa nopbuka ¢ npeamet: ,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE  EKCNNOATALMOHHA NOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM”  CMCTEMMTE HA ENEKTPOHHOTO NPABUTE/ICTBO ”,

yCmaHoeAeaHe Ha KOHMPOs 8bPXy A0CMbIA OM CMPAHA Ha Bv3noxumens (npu 3akpusaHe Ha
cepmugukama wje ce omkasea docmvn 00 cucmemama).
e Cbv3gasaHe Ha HOBM noTpebutencku npodunu 3a gocron go ENAEAY, ECOEA-ESB u UC Ha
POC cbrnacHo yTBbpAeHa npoueaypa, cbrnacysaHa ¢ MTUTC;
LLle 6bAe M3roTBeHa WabnoH 3a 3aABKa 3a Cb3aaBaHe/NpomsaHa Ha noTpebuten. Tasu 3anBKa we
ce uspnasa ot Bbvanoxutens (MTUTC) 1 we ce perucTpupa B CUCTEMATa 3a 3aABKU, B KOATO Lue ce
cneayM U usnbaHeHUeTo M. 3asBkata TpabBa Aa CbabpXKa BCMUKM MHOOPMALMOHHM NONeTa,
HeobxoaMMM 3a AeduHMpaHe Ha noTpebuTen, KaKTo U OnNucaHWe Ha NpaeaTa, KOUTO TpAbea Aa
6baaT NpenocTaBeHu.
e OcurypaBaHe Ha KOHCYNTaTUBHO CbAeNCcTBME Ha TPeTU Nuua nNpu peanusupaHe Ha
TexHU4YecKkaTa rotosHocT Ha TexHute AUC 3a cBbp3saHe ¢ ECOEA-ESB v UC no yrBbpaeHa
npoueaypa, CbrnacyBaHa € Bb3N1I0XKUTENA, CbINACHO CieaHaTa OKYMEHTAUNUA U NPUNOXKEHUA!
v' Hapepba 3a usmncksaHuATa KbM EgMHHATA cpepa 3a OOMEH Ha eNeKTPOHHU
DOKyMeHTH(06H. B, 6p. 62 ot 2008 r., u3m., 6p. 58 o1 2010 r.);
v" PbKOBO/ACTBO 33 MHCTaNALMA U M3NON3BAHE HA KOMYHUKALMOHHWUA KNUEHT;
v" UHCTanaumoHeH NakeT Ha KOMYHUKALMOHHUA KANEHT;
v Cneuméukauma Ha UHTEpOEUC Mmexay WHPOPMAUUOHHUTE CUCTEMU Ha
yyacTHUUMTEe B 06MEHA U KOMYHUKALMOHHUA KNNEHT.

e 6bae ocurypAaBaHU TEXHUYECKU KOHCYNTALMKU Ha TPETU CTPaHU KaTo e 3aAb/IXKUTENHO
UaEHTUPUKALMATA Ha Te3W CTPaHW Aa CTaBa OT Bb3noxutens ypes 3aABKa, YAUTO WabnoH we
6bAe M3roTBEH B paMKUTe Ha NpeABapuTeNHUA aHanu3 U goknag. Koncyntauuute we 6bvaat
€AMHCTBEHO OT TEXHWYECKM XapaKTep KaTo € NPenopbuMTeNHO (HO He U 3af4b/IKUTENHO) U
NPUCHCTBUETO Ha eKcnepT, NpeacTaBuTen Ha Bb3noxkurtena. B pe3yntaTt OT BCAKA KOHCyNTauuA
we 6bAe M3roTBAH OTYET, KOMTO Lie ce NpeAacTaBA Ha Nuvue, NOCoYeHOo OT Bb3noxutena Ha
perynapeH unm HoTUPUKaLMOHEH NPUHLMN.

o WNpeHTUdMUMpaHe K OTCTpaHABaHE HA Bb3HWKHANKU npobnemu npu pabortata Ha ECOE[-ESB B
npeasapuTenHo geduHMpaHu CPOKOBE U BpEMEHa 3a peaKkuua, AOKNaABaHU OT notpebutenute

Ha ECOE-ESB.




Mpeanoxexue 3a M3NbAHEHWE Ha OOLWLECTBEHA MOPbYKA C NpeamerT: ,OCUTYPABAHE HA UAJIOCTHA
OBEAUHEHUE  EKCNNOATALIMOHHA NOAAPBKKA HA PABOTOCMOCOBHOCTTA HA UH®PACTPYKTYPHATA CPELA HA
,CUCTEKOM*  CUCTEMWTE HA ENEKTPOHHOTO MPABMTENCTBO ”,

¢ UpeHTuduumMpaHe U OTCTPAHABAHE HA Bb3HUKHANU npobnemu npu paborata Ha EMJEAY B
npeABapuUTenHo fledMHMpPaHN CPOKOBE M BPEMEHA 3a PeaKuus, AOKNAABaHK OT notpebutenute
Ha ENAEAY.

e WaeHTUdMUMpPaHe 1 OTCTPaHABaHE Ha Bb3HUKHaNKU npobnemu npu pabotaTta Ha UC Ha POC 8

npeasapuTenHo AeduHUPaHN CPOKOBE M BPEMEHA 3a peaKuusa, AOKNaABaHM OT notpebutenute

Ha UC Ha POC.
9. DeiiHoct 8: TexHMuecKa NOAAPBIKKA 3a paspaboTumum 1 aAMUHUCTPATOPK Ha AUCH
EAY:

06eguHenne ,,CUCTEKOM® we opraHusupa v peasnusnpa BTOPO HUBO Ha TeXHUYECKA
noAfpbKKa 3a paspaboTunum Ha eNneKTPOHHU AJMUHUCTPATUBHMU YCAYTU (EAY) u AUC no
BbNPOCH, CBbP3aHU C B3aUMOAEWCTBMETO Ha TEXHUTE CUCTEMU U NpepoCTaBAHUTE YCNyru C

ENAOEAY v ECOEA-ESB.
NoapenHocTn, Kouto we 6vaat nsnbaHasaHn oT CUCTEKOM 3a u3nbiHeHUeTo Ha JenHocr 8:

e TexHuuecka noafpbxka no TenepoHa no cxema 8x5 3a paspabortumum Ha AUC u

eNeKTPOHHW aAMUHUCTPATMBHM ycnyru (EAY).

e y6nukyBaHe Ha EAY, B CbOTBETCTBME C U3UCKBaHUATa 3a PaspaboTeaHe u nybnukysaHe
Ha EAY B EMJEAY. BCMUKM M3NCKBAHMA B Ta3W Hacoka moraT Aa 6baaTt HamepeHu
HanbnHO 6e3nnaTHO Ha CTpaHMuata Ha MMWHUCTEPCTBOTO HA  TPaAHCNOPTa,
WHOOPMALMOHHUTE TEXHONOTUM M CbobLleHusATa, pasaen ,ENeKTpoHHO ynpasnenune”,

npodun ,[JOKyMeHTH 1 npoueaypu”.

e [ly6nuKyBaHe Ha CTaTUYHO CbAbPKaHWE: HOBUHM, BPB3KKM, YECTO 3a4aBaHU BbLNPOCK. 33
uenTa we 6bae paspaboreHa npoueaypa 3a nybanMKyBaHe U aKTyanu3upaHe Ha CTaTUYHO
CbAbpKaHUe, BK/AOYBaWaA ofdobpeHue Ha cbabpxaHueto ot MTUTC. LUle 6vaar

M3N0/13BaHN Bb3MOXHOCTUTE Ha NOpTana 3a ynpaBaeHUe Ha CTaTyCu Ha CbAbPIXKaHUETO.

e T[ly6nukysaHe Ha WMHOOPMALMOHHO CbAbPNKAHME: ONUCAHMA Ha AAMUHUCTPATUBHU
ycnyrun. 3a uenta we 6bae paspaboreHa npoueaypa 3a nybavkyBaHe W aKTyanusupaHe
Ha WHOOPMAUMOHHO CbAbp)KaHWe, BKAOYBAWEA oOfobpeHWe Ha CbAbp)KAHWETO OT

MTUTC. Le 6bpaT n3nonssaH Bb3MOXKHOCTUTE Ha NOpTasa 3a ynpasneHne Ha craTycu
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MpeanoxeHve 3a u3nbiHeHWe Ha obuiectBeHa nopbyka ¢ npeamert: ,OCUTYPABAHE HA LIAZIOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA NOAAPBIKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEAA HA
,CUCTEKOM“  CUCTEMWTE HA EJIEKTPOHHOTO NPABUTE/ICTBO ”,

Ha CbAbpPIKAHUETO.

B gonbnHeHue we 6baaT M3BbPLUBAHU CNEeAHUTE AeMHOCTH, Nognomaralm paspabotumum u

agmuHuctpatopu Ha AUC u EAY npu unterpaumns ¢ ECOEA-ESB:

e (OKa3BaHe Ha eKcrnepTHa NOMOLY NPU UHCTaNauma U KOHOUrypauua Ha KOMyHUKALNOHEH
KnuneHT Ha ECOE/]-ESB.
e (OKa3BaHe Ha eKcnepTHa NomoLy, 32 uHTerpupaHe Ha AUC ¢ ECOE-ESB.
e (Oka3BaHe Ha eKcnepTHa NOMOLY, NPU NOArOTOBKA Ha 3aABNEHUA 3@ BNUCBaHE B CMUCHKA
Ha y4yacTtHuumTte B ECOE-ESB.
Mo oTHoweHue Ha UC Ha POC n Bbobuwe nonssaHeto Ha POC, Tasn geinHoOCT we ce peanusupa
ypes:
e TexHunyecka nopapbxka no tenedpoHa no cxema 8x5 3a paspaborumum Ha AUC u
eNeKTPOHHU aAMUHUCTPaTUBHU ycnyru (EAY);
e [ybnuKyBaHe Ha CTaTUYHO CbAbPKAHWE: HOBUHM, BPH3KKU, YECTO 33[4aBaHU BHNPOCU —
ype3 nybanuHaTa yactT Ha POC v ype3 nopTana no nNpoekT 314 (geiHoCT 4 oT CbLyma);
e ®dopymu, gobpu npakTuku, pedepeHTHN mogenn U MHPOPMALUOHHO CbAbpPXKAHUE:
ONUCaHUA Ha aAMUHUCTPATUBHU YCAYIU - Ype3 nopTana no npoekt 314 (aenHocT 4 ot

cbluuma).

10. [JeiiHoct 9. TexHMuecKa NOAAPDBIKKA 3a KpaiiHu noTpeburenu (rpaxkaaHu u 6usHec):

HabopbT OT 3agauun 1 ycnyru, KOMTO NpeasuKaa obeguHeHune ,,CMCTEKOM” 3a uenure
Ha OCUrypaBaHe Ha B3aUMOZAENCTBUETO MeXAy OTAeNHUTe cucTeMu (MHOpPaACTPyKTypHaTa cpeaa
n npunokeH coptyep ENAEAY, ECOEL -ESB 1 UC Ha POC) B 06xBaTa Ha [leitHOCT 9 06xBaLuaT:
TexHUYecKa NoAAPbBIKKA 33 KpaHU NOTpebuTenn, KOATO BK/IIOYBA CEeAHUTE KOHKPETHU
peinHocTu:
o TexHuyecka nopapbxka no tenedoHa (help desk) no cxema 24x7 (24vaca, 7 gHuU B
cepMunLaTa) 3a KpaHu notpebutenu Ha ENOEAY — rpaxaaHu u busHec opraHusauum.
e PeructpupaHe Ha KNMEHTCKUTE 06a)KAaHWA W Bb3HMKHANUTE HEWU3NPaABHOCTU 4pes
OTBapAHETO Ha CepBM3HA 3afABKa, BK/IKOYBALLA NOApPO6HO onNMcaHMe Ha Bb3HMKHANUA

I'IpOGIIEM, npuoputeta U BAUAHUETO MY, KAaKTO U OLUEHKa Ha H606XO,D,MMOCTI'a oT




MpepnoXkeHWe 3a M3NbAHEHME Ha obuiecTBeHa nopbuka ¢ npegmeT: ,,OCUTNYPABAHE HA UANOCTHA
OBEANHEHUE EKCNNOATALMOHHA NOAAPBHKKA HA PABOTOCMOCOBHOCTTA HA UH®PACTPYKTYPHATA CPEJA HA
»CUCTEKOM“  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ",

ecKanaumna KbM TpeTu CTPaHM.
¢ Knacudukauma Ha perucTtpupaHuTe HeM3NPaBHOCTU U NPEHACOYBAHE 3a U3NbJIHEHUE Ha
CcepBU3HATA 3aABKA KbM TPeTU CTPaHW, AOCTABYMUU HA YCAYTM U KOMMNOHEHTH, YacT oT
MHTErpauuoHHaTa nnatpopma Ha beY (ECOEL - ESB, POC, xapayepHUTE KOMNOHEHTU U
cuctemute B KTLEN).
e (Cb3paBaHe U noaabp)KaHe Ha 6a3a AaHHM 33 BCUMYKM Bb3HMKHaNM npobnemu npu
pabotata Ha KpaitHu notpebutenu ¢ EMNAEAY, ¢ ornea NOCTOAHHO NpocnegAsaHe

Ka4yeCTBOTO HA U3Nb/IHABAHATa pa601'a U nocneasallo oueHAsaHe.

11.  [AewHoct 10: UHPOPMaALMOHHO OCUrypABaHe: yNpaB/ieHME U CbXpPaHeH1e Ha AaHHUTe

Habop®bT OT 3a4aum M ycnyru, Kouto npeasuxaa obeguHenue ,,CUCTEKOM” 3a uenute
Ha ocUrypaBaHe Ha B3aMMOAENUCTBUMETO MeXAy OTAeNHUTe cuctemMu (MHOpPaCTPYKTypHaTa cpeaa
n npunokeH coptyep ENAEAY, ECOEA-ESB n UC Ha POC) B o6xBaTta Ha [enHocT 10 obxBawar:
° MepuoguyHo pennuvkupaHe U apxusupaHe (backup) Ha aaHHMTE OT cuctemuTte 3a
CbXxpaHeHue Ha nHPopmauma, KOHPUIrypauMoHHU AaHHM Ha UT nHdpacTpykTypaTta Ha BEY, BbB
BCEKM eOMH OT LeHTpoBeTe.
° MNepuoanyHo pennukupaHe un apxmsupaHe (backup) (exxeaHeBHO, ceAMUYHO, MECEYHO,
TPUMECEYHO MU TOOMILUHO) HA QAAaHHUTE OT CUCTEMUTE 3a CbXpaHeHue Ha uHdopmaums,
KOHOUIypauMoHHUM gaHHuK Ha ENZEAY, BbB BCeKu eguH OT LeHTpoBeTe Ha beY;
° MepuogunyHO pennukupaHe u apxmsupaHe (backup) (exxeaHeBHO, ceAMUYHO, MECEYHO,
TPUMECEYHO WM TOAMIWIHO) HAa AaHHUTE OT CUCTeMUTE 33 CbXpaHeHWe Ha WHPopmauus,
KOHPUrypaumoHHu aaHHu Ha ECOE/Z-ESB, BbB BCEKM €4uMH OT LeHTpoBeTe Ha beY;
. MepuoanyHo pennukupaHe u apxmusupane (backup) (exxeaHeBHO, ce4MUYHO, MECEYHO,
TPUMECEYHO W TOAMIIHO) Ha [fOAaHHUTE OT CUCTeMUTEe 3a CbXpaHeHWe Ha WHPopmauus,
KOHPUrypaunoHHun aaHHu Ha UC Ha POC, BbB BCEKM eAuH OT LieHTpoBeTe Ha beY;
° Bb3cTaHoBABaHe Ha MHGOPMALMA U KOHOUTYPALUMOHHWN AaHHU cneg cpus (Recovery);
. NopabpiKaHe, aHanM3 M apxMBUpaHe Ha CTAaTUCTMYECKUM daiknose (Hanp. System wu
Security Logs) Ha cuctemHua codryep.
. HabniopeHue Ha 3anb/iBaHETO W KOHCUCTEHTHOCT Ha JaHHUTE B cUCTeMMUTe 3a

CbXpaHeHMe Ha wuHIOpPMauMa W npeanpuemaHe Ha Heobxogumute [EWCTBUA, BKA.




MNpepnoseHne 3a M3NbAHeHME Ha obuiectBeHa nopbuka ¢ npegmert: ,OCUINYPABAHE HA UANOCTHA
OBEAUHEHUE EKCNNIOATALMOHHA NOAAPBXKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM“ CUCTEMWUTE HA ENEKTPOHHOTO NPABUTE/NICTBO ”,

yBeAOMABAHE Ha €KUNa Ha Bb3N10XKUTENA Npu HeobxoAUMOCT;
) ALMUHUCTPUPAHE HA LUCKOBOTO MPOCTPAHCTBO HAa CUCTEMUTE 33 CbXPaHEHME Ha

MHbOpPMaUUA C Len onTUMaNHOTO My M3NON3BaHe.

12. DeitHoct 11: OcurypaBaHe Ha MHPPACTPYKTYPHA NOAAPDIKKA HA HANNMUYHUTE SIOKA/IHU
KOMMIOTbPHU MpeXu U Bpb3KK (LAN), BKNIOUMTENHO BCUYKN NAaCUBHU U aKTUBHU KOMMOHEHTH
Ha MpeXxure:

Habop®bT OT 3a4aum U ycnyru, Kouto npeasuxaa obeguHeHune ,,CUCTEKOM“ 3a yenute
Ha ocurypaBaHe Ha B3aUMOLENCTBMETO MEXAY OTAeNHUTE cucTemmn (MHOPACTPYKTypHaTa cpeda
u npunoxxeH coptyep ENAEAY, ECOEA-ESB n UC Ha POC) B o6xBaTa Ha [enHocT 11 obxBawaT:
e OBEAWHEHMUE ,CUCTEKOM” e ocurypu agMUHUCTPUPAHE N NOAAPDBIKKA Ha HaNUYHUTE
NOKANHU KOMMNIOTbPHU MPEXU U Bpb3KM (LAN), BKNIOYUTENHO BCUYKU MACUBHU U AKTUBHMU
KOMMOHEHTU Ha MPEXMUTe, NOCPeACTBOM KBANUOUUUPAHU KNIOYOBU €KCNepTH, NpUTENKaBaLm

He06xop,umara eKcnepTusa U NPakKTU4eCKn onur.

e OBEAWHEHWUE ,CUCTEKOM” we npeanpueme BCUMKM HEODBXOAMMU AeNCTBUA NPU aBapUnHK
CUTyauuu cbrnacHo aeduHUpaHUTe napameTpu 3a HUBO Ha obcnyxsaHe u ,MnaH 3a
Bb3CTaHOBABAHE NPU aBapUHKU cuTyaumn” — NMpunoxkeHme Ne 6. Npu Bb3HUKBAHE Ha aBapuiHa
cutyauma OBEAMHEHUE ,,CUCTEKOM” pasnonara ¢ eKun OT KBaAMGULUMPAHU KNIOYOBU
€KCnepTW, KOUTO fAa M3BbPLAT AMArHOCTUKA HA MACTO NOCPeACTBOM  YTBbPAEHU U
cepTuduuUMpaHn OT npousBoauTenuTe Ha obOOpyABaHETO npoueaypu U cneunanusnpaHu
codTyepu 3a ANarHOCTUKa.

e /3BbpluBaHe Ha AMUArHOCTUKA.

[OunarHocTuKkata Npyu MHUMAEHT We ce M3BbpLliBa cbrnacHo MNMpunoxenue Ne 3: ,MeTtoauKa 3a
AWArHOCTMUMPAHE Ha Bb3HMKHANM NpobnemMu/MHUMOEHTM W npoueaypa 3a TAXHOTO
ynpasneHue. Cxema 3a OTFrOBOPHOCTU Ha eKCnepTuTe NO KOMMJEKCHa NOoAAPDBKKA Ha
uHopacTpyKTypHaTa cpega u ENAEAY, ECOEA-ESB u UC Ha POC”

B cnyyait, ye ce Hanara eckanupaHeTo Ha npobnem/MHUMAEHT KbM Npou3BOAMTENA Ha
obopyasaHeto, OBEAUHEHUE ,,CUCTEKOM” pa3nonara ¢ AWpPEKTEH OOCTbN A0 CEPBU3HM
caifToBe M/MAM LEHTPOBE 3a ecKanaumn, 3a Aa AENCTBa B PaMKUTE HA NPeAI0XKEHUTE CPOKOBE U

HuBa Ha obcnyxBaHe.




MpepnoxeHne 3a M3nbAHEeHME Ha obuiecTBeHa nopbuyka ¢ npegmet: ,OCUTNYPABAHE HA UANOCTHA
OBEAWHEHUE EKCNNOATAUMOHHA NOAAPBKKA HA PABOTOCMOCOBHOCTTA HA UHOPACTPYKTYPHATA CPELA HA
»CUCTEKOM”  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ",

”Cxema 3a OTTOBOPHOCTM Ha eKCnepTUTE NO KOMMJIEKCHA NOAAPBIKKA HAa MHPPACTPYKTYypHaTa
cpepa v ENAEAY, ECOEA-ESB n UC Ha POC ” e nokasaHa B MNpunoxkeHne N2 3 KbM HACTOAWOTO
npeanoXeHue.

Mpu HeobxoouMMOCT OT nNoamAHAa Ha pAedeKTUpan KOMMOHEHT WAW YCTPOUCTBO C uen
ocurypsasaHe Ha aedUHUpaHUTE NapamMeTpu 32 HUBO HA 0BCnyXKBaHE, U3NBNHUTENCKUTE EKUMU
Ha OBEAUHEHUE ,,CUCTEKOM” "we ce pbKkoBoaAT OT ,,Cxema 33 OTFOBOPHOCTM Ha eKcnepTuTe
Nno KOMNAEKCHA NOAAPbKKA Ha UHPPACTPYKTypHaTa cpena n ENAEAY, ECOEA-ESB 1 UC Ha POC
”, KaTo NpuM HeobX04MMOCT OT NpoMAHa B KOHOUrypauusaTa we ce cnegsa ,lpouec no

ynpasneHne Ha NpomeHuTe u KoHpurypauumte” /onucann nogpo6bHo B Npunoxkerna Ne 3 n Ne

5 KbM HaCTOALLOTO NpeanoXKeHune/.
e OBEAMHEHMUE ,CUCTEKOM” uie n3BbplIBa TEKYLW, MOHUTOPUHI Ha PYHKUMOHUPAHETO U

HabnioaeHWe Ha HaToBapBaHETO nocpencTBom ,CucTema 33 LEHTPANN3NPaAHO ynpaBneHue U
HabnoaeHne Ha UT pecypcute Ha UHTErpaLMOHHATa CUCTEMA HA €NEeKTPOHHOTO NPaBUTENCTBO U
cBbp3aHuTe ¢ Hero ob6ekTn” u ¢du3Myecko HabnwgeHWe OCbLLECTBABAHO OT onepaTopuTe B
KTUEN »u TUEN. Ha 6a3a paHHMTE OT WM3BLPLWBAHOTO HabnoaeHue Ha HaToBapBaHETO
OBEAVHEHUE ,,CUCTEKOM” we pa3pabotBa NpeanoXKeHUs 3a ONTUMMU3ALMA HA HA/IMYHOTO
obopyasaHe, B c/ly4ant Ha HeobxoaUMMOCT.

e U3snbnHutenckute ekunu Ha OBEANHEHUE ,CUCTEKOM” we ce aHraxkupat 3a M3BbpLUBaHE
Ha NpeKoHPUrypupaHe nNpu MHUMLEHTU UAK C orneq nogobpAsaHe Ha NPOU3BOAUTENHOCTTA,
afianTMpaHe KbM NPOMEHU B cpegaTta unun pobasaHe Ha HOBU KOMNOHEHTU. Mpwn U3NbAHEHUETO
Ha Ta3n TOYKA M3MBAHUTE/NICKATE EKUNWU e Ce PBKOBOAAT OT nonutukata Ha ,lpouec no
ynpaBneHne Ha npomeHuTe M KoHourypauumute ” /MpunoxkeHne N2 5 KbM HacCTOAWOTO

npeanoxeHue/.

13. [eWHoct 12: TapaHTMpaHe Ha MHPOPMALMOHHA CUIYPHOCT Ha UHPPACTPYKTypHaTa
cpepa:

MNpepnoxeHute B 06xBaTa Ha AeWHOCT 12 MmeToAMKa, MpoUeAypU U MPUSIOKUMMU
CTaHOAPTU 3@ rapaHTMpaHe Ha MHPOPMALMOHHA CUTYPHOCT Ha MHTErpauMOHHATa cucTema Ha
€/1eKTPOHHOTO MpaBUTE/NCTBO W CBbp3aHUTEe C Hero o06ekTM ca wu3usno cbobpaseHu c

knacudukaumaTta Ha KTLLEMN — BosHa KaTo cTpaTernyeckn ob6eKT oT 3HaueHue 3a HauMOoHaNHaTa




MpeanoxeHue 3a M3NbAHEHWE Ha OOWECTBEHAa NOPbYKA C NpeAMeT: ,OCUTYPABAHE HA UANOCTHA
OBEANHEHUE  EKCNNOATAUMOHHA NOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA NHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM*  CUCT EMMTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

CUrypHOCT, CbrNAacHO NpeAocTaBeHata OT Bbanoxutensa nHbopmauma B AOKYMEHTaUMATa 3a
y4actume.

B cnyuai, ue usnbAHEHWeTo Hu 6bae Bb3noxeHo, OBEANHEHUE ,CUCTEKOM” we cnasu
BCUYKU U3UCKBAHMA Ha Bb3NIOXMTENA NO OTHOLWIEHWE Ha rapaHTUpaHeTo Ha MHGOPMaUMOHHA
CUTYPHOCT, B CbOTBETCTBME C AEWCTBALLATa HOPMaTMBHA ypeaba, MeAyHapOoAHO YyTBbpAEHUTE
CTaHAapTV ¥ Hal-gobpu UT npakTMku B obnactra, uMTMpaHu oT Bb3noxutena B TpbXkHaTa
LOKYMEHTaumA.

OBEAUHEHME ,,CUCTEKOM” we u3roTeu BbTPELHM NpaBuna U Npoueaypy 3a OueHkKa u
ynpaBneHue Ha PUCKa 3a Mpexosa U MHOOPMALMOHHA CUTYPHOCT Ha CMCTEMUTE B obxBaTta Ha
[BaTa LEHTbpa, KaKTO M PeneBaHTHUTE UM NPEnopbUYUTENHU LEeHCTBUA, B CbOTBETCTBME C T.
4.2.1 o1 ISO 27000 u NpunoxeHue Ne 3 kbm un. 31, an. 2 ot Hapepbata 3a 06wMTE M3UCKBAHMA
33 onepaTMBHa CbBMECTMMOCT U MHPOPMALIMOHHA CUTYPHOCT. B npenopbuuTenHute nencreuns
we 6bAaT B3eTU NPeABUA BCUUKM PUCKOBM (aKTOpM 3a mpexoBata W MHGOPMaLMOHHATa
curypHocT, GOpMy/NMpaHu M KnacudbuumpaHu B MeXAyHapoaHWA CTaHAapT ISO/IEC TR
13335:2000 v nocouyenu B Mpunoxenue Ne 4 kbm un. 31, an. 3 ot Hapepbata 3a obwwute
M3UCKBaHWA 3a ONepaTUBHa CbBMECTUMOCT U MHGOPMALIMOHHA CUTYPHOCT.

YnpaBneHMeTo Ha CUIypHOCTTa e ce ocbluecTBaBa Ha 6a3a Ha cCbluecTByBawuTe
peweHua: 3awmTtHa cteHa (Firewall), IDS/IPS, IPSec VPN u peopraHusnpaHe Ha cuctemata 3a
3alUMTa Ha eNeKTPOHHA Nowa M cucTemarta 3a 3awuTa Ha MHOOPMauUMATa OT 3N10HAMEPEHU
aTaku, B Nb/IHO CbOTBETCTBUE C U3UCKBAHUATA Ha Bb3noxutens.

OBEAUHEHUE ,,CUCTEKOM” wwe obesneun pecypcHO AeMHOCTMTE NO peanusupaHe Ha
ycnyrata no peopraHu3auuaTa Ha cucTemata 3a 3almTa Ha MHPOpMauuaTa OT 3N10HaMepeHU
aTaku C NerafiHn NPOrpaMHU M TEXHONOMMYHWU CPeACTBa. 3a peanusauuaTa Ha Tasu AeMHOCT
WU3nbAHUTENAT We npeaoctasu 6e38b3Me3HO NPaBOTO 3a NON3BaHE Ha COPTYEPHUA NPOAYKT
McAfee Endpoint Protection - Advanced Suite, KOWTO B HaW-ronAma CTeNeH OCUIypABa
afleKBaTHO W NMb/IHO CbOTBETCTBME C U3UCKBAHWATA Ha Bb3N0XKUTENA, NOCOYEHN B TEXHUYECKOTO
3ajlaHue, 3a nepuoaa Ha [loroBopa CbrNacHO NULLEH3HA CXema C ACHO 0603HaueH beHeduumeHT
,MUHUCTEPCTBO Ha TpaHCNOPTa, MHPOPMALMOHHUTE TEXHONOTMM U CbobeHunaTa”.

Cnep npuknioyBaHe Ha ,u,eﬁHocrme no peopraHm3aumna, akTyalHaTa CMCTEMA 3a 3alllUTa




Mpeanoxenue 3a msnbiaHeHne Ha obuiecteeHa nopbuka ¢ npeamet: ,OCUTNYPABAHE HA UANOCTHA
OBEAUHEHUE EKCNNOATALUMOHHA NOAAPBXKA HA PABOTOCMOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM“ CUCTEMWTE HA EJIEKTPOHHOTO NPABUTENCTBO ”,

Ha uMHPOPMauMATa OT 3N0HAMepeHW aTaku e pasnonara CbC CneAHUTE Bb3MOXHOCTU U
OYHKUMOHANHOCTU, KOUTO W3UANO MOKPMBAT 3ajafeHuTe B AOKYMEHTauuAta 3a yvactue
napameTtpu:

J CucTemara Lie ocurypsasa 3amTa ypes:

AHTUBUPYC;

3almMTa OT WIMUOHCKU U peKnameH codptyep;

3alWMTHA CTeHa U 3awmTa oT aTtaku (host IPS);

KOHTPOJ1 Ha YCTPOICTBaTa;

URL ¢untpupaHe u otuety;

NAC (KOHTPON Ha MPEXKOBUA [0CTHN);

KOHTPOAN Ha U3BBPLIBAHUTE CUCTEMHMU KOHd)Ml'ypaLIMM;

X X X < X X X

CKaHUpaHe Ha MpeXKaTa 3a BbHLIHWU, HEOTOPU3UPaHK ycTpoiicTsa (rogue detection).

. Anctpnbyumata Ha pasnuuHUTe GYHKUMM Lie ce OCbLEeCTBABA LEHTPaNM3UpaHoO npes
KOH30Na 3a ynpaBneHue npe3 eaUHCTBEH KUEHTCKU areHT;

o CucTemarTa e noAabpiKa UHcTanauma b8 GOHOB pexkum (silent mode installation);

. Cuctemarta e u3snuya MHPopmauma ot rnobanHa 6asa gaHHM ¢ aeduHULMK, C ornepn,
npeAna3BaHeTo Ha KNMEHTCKUTE KOMNIOTPU U CbPBbPU OT HOBU U BUAOU3MEHALLM Ce 3annaxv;

o Cuctemata we pasnonara € ¢GYHKUMOHANHOCT 33 UEHTPanu3npaHo, aBTOMAaTUYHO
obHoBABaHe Ha aHTUBUPYCHMTE U host IPS aeduHULMUTE, KaKTO M Ha CKAHMPALLOTO AAPO Ha
npoaykta. KomnoHeHTUTe 3a 06HOBABaHEe LW MOraT Aa ce AUCTpUBbYTUpaT OT LieHTpanusmnpan

CbpPBbP KbM PabOTHU CTaHL MU, KOMTO He ca CBbpP3aHu ¢ UHTepHerT.

. CuctemaTa We UMa Bb3MOXKHOCT 33 MHKpPeMeHTaNnHWU 06HOBABAHMA, KOUTO Ca NO-MaNKu
ot 500 KB;

. Cuctemara e MMa Bb3MOXXHOCT A1a CKaHMPa BbB POHOB PeXKUM;

. CucTemara LWe MOXe Aa CKaHupa npu A0oCTbN UaM NouckeaHe (on access u on demand
CKaHupaHe)

. Cuctemarta we ce uHterpmupa c Active Directory cnpamo notpebutencko ume unu rpyna

no OTHOWEeHWe HanaraHeTo Ha NOJIUTUKMN. HOTPEGMTEHCKMTE MMEHa Le ce BUXKAaT B OT4YeTUTE Ha

cucTemara;




MNpeanoxenne 3a usnbaHeHuWe Ha obuiectBeHa nopwvuka ¢ npeamet: ,,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA NOAAPBKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEAA HA
»CUCTEKOM”  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO “,

o CuctemaTa LWe e CbBMEeCTMMa C onepauuoHHu cuctemun Microsoft Windows 2000,
Microsoft Windows XP, Microsoft Windows Vista, Microsoft Windows 7, Microsoft Windows
Server 2000/2003/2008;

. CuctemaTta We Uma Bb3MOXHOCT 33 LEHTPaNM3npaHo ynpasneHve u HabniogeHue Ha
BCMYKM 3BEHA OT 3aLLMTaTa;

U LleHTpanu3npaHaTa KOH30Na 3a yNpaBNeHUe e NOAADbPXKA MeToAM 3a aBTeHTUPUKaumA
— NoKanHa, ceptudukatn, MS Active Directory;

. LleHTpanu3aupaHaTa KOH30/M1a 3a ynpaBneHue Lle noAAbpXa KOHpuUrypupaHe Ha
AAMWHUCTPATMBHU PONU € Pa3IMYHWN HUBA HA AOCTHA;

J LleHTpanusnpaHaTa KOH30/1a 3a ynpasieHue We ce CBbP3Ba CbC CUCTEMATA 3a 3aLmUTa Ha
eNeKTPOHHA NolLa, U LWe MOoXe Aa A yNpaB/faBa U Aa AaBa OTYETU 3a Hes;

. LleHTpanu3uMpaHaTa KOH30Ma 3a ynpasieHue lie ynpasnasa M Habniopasa B peanHo
Bpeme pabotaTa Ha cucCTeMata 3a CUFYpHOCT 3a paboTHW CTaHUMKU He3aBUCUMO OT
MECTOMO/IOKEHNETO UM.

Cucremara we noaavpKa aePpuHUpaHUTe B 334aHUETO 334 b/KUTENHU GYHKLUUU: AHTUBUPYC,
AntiSpyware, URL ¢punTtpaumun, NAC:

J CuctemaTta we OCUTypABa NPOAKTUBHA 3aWMTa OT HOBM 3annaxu, € NOMOWTA Ha
€BPUCTUYEH MOAYN 3a 3aCUYaHeE;

J Cuctemara we ocurypasa 3awmuta OT HOBM 3aniaxu ¢ NomMoLTa Ha obnayHa cuctema 3a
penyTauua B pamMKuTE Ha NO-Manko OT 24 yaca OT perucTtpupaHe Ha 3annaxata (zero day

protection);

o Ob6nauyHaTa cucTema 3a penyTauma we noaabpka Tasu GyHKUMOHANHOCT 3a IP, website,
file;
) Cuctemara wWe ocuUrypaBa Bb3MOXKHOCT 33 KOHTPO/ZIMPAHE 3a NOCTUraHe Ha ONTUMA/HO

HWBO Ha NorpeLwHo 3aceyeHu daitnose Kato 3annaxu (false positives);

. Cuctemata we Mmoxke Aa OnokMpa ONUTU 33 MHCTANMPaHE Ha MNPUNOXKEeHUA, Aa
HabnlogaBa 3anMCBaHETO U CTapTUPAHETO Ha Nporpamu B gupektopun Windows, Program Files,
Temp.

. CucTemarta LWe oCUrypsaBa Bb3MOMKHOCT 3a CKaHUPaHE BNIOXKEHU apxuBHU paitnose;

|
;
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MpeanoskeHne 3a u3nbiHeHMe Ha obuiecteeHa nopvuka ¢ npepmet: ,,OCUINYPABAHE HA LAJIOCTHA
OBEAUHEHUE  EKCNNOATALIMOHHA MOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
»CNCTEKOM”  CUCTEMMTE HA ENNEKTPOHHOTO MPABUTENCTBO”,

J Cuctemarta Lie ocurypsaBsa usnonssaHeTo Ha multi-thread TexHonorua u onTumusaums 3a
MHOTOAAPEHU CUCTEMMU;
. Cucrtemata uWe OCUrypaBa BbHb3MOMXKHOCT 3a OnpenenaHeTo HUBOTO Ha PUCK HA BCEKM
CKaHupaH ¢alin, upes nscneaBaHe Ha cnegHute GannoBU XapaKTEPUCTUKU U CbAbPIKaHUe:

o W3TOYHUK Ha daitna

o Konko Hos e daiina

o Konko yecto ce Habnogasa daitna B UHTepHeT
. Cuctemara wie ocurypasa Bb3mMoXKHOCT 3a URL puntpupaHe upes 6enu\uepHu cnncobum v
KaTeropum caittoe. Cuctemarta nogabpka Hag 95 kateropun. Cuctemarta noagbpia Internet
Explorer, Mozilla Firefox, Chrome;
. Cuctemata we npeanara Bb3MOXHOCT 33 OTY4ETM 3a NoOceTeHU cavToBe Ha b6asa
notpebutenn ot MS Active Directory, yacose, Kateropuu;
o Cuctemara wie ocurypasa Bb3MOXXHOCT 33 OrpaHU4YaBaHe A0CTbNa Ha paboTHA CTaHUMA B
3aBUCMMOCT OT NOTPebUTeNncKo nme, MHCTanUpaH codptyep, Bepcua u coptyepHu obHOBNEHUA.
o B exegHeBHaTa cu pabota AHTMBMPYC OYHKUMOHANHOCTTAa Ha cUCTEmMaTa HAMa Aa
u3nonssa noseye ot 100 MB RAM npu ckaHuUpaHe;
o AHTUBMPYC cucTemaTa e ogobpeHa ot Microsoft 3a paboTta ¢ MS onepaunoHHU cucTemu;
Cucremara we noaabpKa gePpuHMpaHuTe B 3aAaHNETO 3a4b/KUTENHN PyHKUuK: Host IPS:
. Cuctemara uie ocurypasa NPoakTUBHA 3alnTa oT ataku (host IPS);
o Cucrtemara we ocurypaBa 3alimMTa Ha OonepauMoHHaTa CUCTemMa OT YA3BUMOCTM Npeau
MHCTanupaHe Ha update (host IPS);
. Cuctemara we ocurypasa 3almuta OT HOBM 3aniaxu ¢ NOmMowTa Ha obnayHa cuctema 3a
penyTauua B pamMKUTe Ha MO-ManKo OT 24 yaca OT perucrtpupaHe Ha 3annaxata (zero day
protection);
U Cucremarta We pa3nonara ¢ UHTerpupaH nepcoHaneH statefull Firewall;
Cucremara we noaabpKa aePUHUPaHUTE B 3aAaHUETO 3aADMKUTENHU QYHKLUU 33 KOHTPON
Ha ycTpoiicTBara:
. Cuctemata we ocurypaBa Bb3MOMKHOCT 3a KOHTPOAN Ha nepudepHuU yCTPOMCTBa B TOBA

ynucno énaw nameT, BLHLWHW AUCKOBE WM ApPYrM HOcuTenu Ha AaHHu, COM/Serial nopr,




Mpeanoxexue 3a usnbaHeHue Ha obuiectseHa nopbyka ¢ npeamert: ,OCUTYPABAHE HA LUANOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA MOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA NHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM“  CUCTEMUTE HA ENEKTPOHHOTO NPABUTE/NICTBO ”,

Bluetooth, Firewire, CD/DVD kaTo ru 3abpaHsBa, orpaHuuyaBa paborata um wunum camo
HabnioaBa U3NON3BAHETO B 3aBUCMMOCT OT noTpebutencko ume nu rpyna 8 MS Active Directory
unn B8 3asucumoct ot ID u npoussoguten. Tasm GyHKUMOHANHOCT Ha cMCTemaTa He 3acAara
paboTata ¢ HannuHu USB KNaBuaTtypu, MULLKK U nepudepus.

Cuctemata e noaabpa AeduHUMpPaHUTE B 33[AAHUETO 3aAb/KUTENHU (YHKUMK 33
HabnmopeHune u oTueTk:

. CucTemarTa Le ocurypaBa Bb3MOXHOCT 3a Cb3JaBaHe Ha OT4eTH, NoapPObHM 1 cymapHu,
33 cbbutMAaTa B Mpexata (6pon ckaHupaHu dannose, 6poir  Bupycu, bHpoi
3alWMTEeHU/He3aWMTEHN CTaHLMKU, CTAHLMUM C HAW-MHOTO BUPYCU U T.H.)

U CucTemaTa LWe ocurypaBa Bb3MOMKHOCT 3a u3npauiaHe Ha ussectua (email, SNMP trap)
WK NpeanpuemaHe Ha AeWCTBUA NPU Bb3HMKBAHE Ha NpeaBapuTenHo aeduHupaHun cbbutua
(oTkpuBaHe Ha BupycK, 06HOBABaHE Ha AedUHULMK U Ap.);

. OTyeTtuTe We 6bAaT HanUYHKU B cnegHute popmatn: XML, HTML, CSV u PDF.

. Cucremara Lie ocurypasa Bb3MOXKHOCT 3@ NIAHOBO reHepupaHe Ha OTYeTH;

OBEAUHEHUE ,,CUICTEKOM”  wwe obe3neyn pecypcHO AeUHOCTUTE NO peanusmpaHe Ha
ycnyrata no peopraHu3auuaTa Ha Cucrtemara 3a 3awMTa Ha €/IeKTPOHHA Nowa C fNerasHu
NPOrpamMHM1 U TEXHONOTMYHM CPeaCcTBa. 3a peanM3auunaTa Ha Tasu AerHOCT we 6baaTt n3nonssax
codtyep McAfee Email Protection, KOITO B HaW-ronama cTeneH ocuMrypAasa afeKBaTHO U Mb/IHO
CbOTBETCTBME C M3UCKBAHMATa Ha Bb3N0OXKUTENs, NOCOYEHW B TEXHUYECKOTO 3ajaHue.
OBEAUHEHUE ,CUCTEKOM” we npepoctasu 6e3Bb3me3gHO NpasBoTO 3a NON3BaHeE Ha
copTyepHUA NPOAYKT 3a nepuoda Ha [lorosopa, CbrNacHO NUUEH3HA cxema € ACHO 0603HauyeH
6eHeduumeHT ,MUHUCTEPCTBO HA TpaHCnopTta, WHGOPMALMOHHUTE  TEXHONOTUU U
cbobueHuarTa”.

Cnep, npukNiOYBaHe Ha L[EWHOCTUTE NO peopraHu3auma, Cuctemarta 3a 3awmrta Ha
€NeKTPOHHa Mouwa uWe pa3nosara CbC CNeAHUTE BbH3MOXKHOCTU U GYHKLUMOHANHOCTU, KOWUTO
M3UAN0 NOKPUBAT 3a4aAeHUTE B AOKYMEHTALMATA 3a y4acTUe NnapameTpu:

. LLle ocurypnasa 3awuTa Ha 2500 eneKTPOHHWU NOLEHCKU KYTUu;
. Cuctemarta 3a 3alMTa Ha €NeKTPOHHA NoLLa LWe noaabpiKa noseye oT 50 someitHa;

. Cuctemara 3a 3alMTa Ha e/1eKTPOHHA NoLWa We nogabpyka paboTta 8BbB BUpTyanHa cpeaa




Mpeanoxenne 3a msnbaHeHMe Ha O6LWECTBEHAa NOpPbBYKA C npegmert: ,OCUINYPABAHE HA LAOCTHA
OBEAWUHEHUE  EKCN/NIOATALMOHHA NOAAPBHKA HA PABOTOCMIOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM*  CUCTEMMUTE HA ENEKTPOHHOTO NPABUTE/ICTBO *,

KaTto ESX virtual appliance;

. Cucremara we nogabpka MS Exchange 2003, 2007 1 2010;

. Cuctemata we uma obwa LeHTpanM3MpaHa KOH30/1a 3a ynpasneHue U HabnwoaeHve
3aeflHO CbC CUCTEMATA 3a 3aluMTa Ha MHGOPMALUATA OT 310HAMEPEHN aTaKu;

. Cucremara we 3awmtasa ot DoS/DDos (Denial of service/Distributed Denial of service)

aTaKu NOLLEHCKNTE CbPBbLPU C GyHKLMM Ha AAPOTO Ha onepaumnoHHaTa cuctema (Kernel Block);

. Cucremarta we 3awmTasa ot harvest, DoS aTtaku;

o Cucremarta we 3awmrasa oT cnam, GULLKHT, spyware, malware, BUpycu 1 YepBseu;

o Cuctemara e MoxXe A3 CKaHUpa apxXuBY;

. CuctemaTa we n3nonssa TeXHOMOMMM 3a npeanassaHe oT SPAM: obnayHa cuctema 3a

penyTauus, grey listing, RBL, SPF, BATV, DKIM, pa3no3HaBaHe Ha n306paxeHus;

. Mpu 1360p 3a MHCTanauma Ha Noseye OT €AHO YCTPOICTBA 3a 3alUMTa Ha €NEKTPOHHA
noLLa cMCTeMaTa Lie OcUrypsasa LieHTPanM3npaHa n obwa KapaHTUHa;

o LeHTpanusupaHata KapaHTMHa HAMa A3 M3UCKBA 3aKynyBaHe Ha HOBa ONepaLyOHHa
cuctema, 6asa gaHHM UK xapayep;

o LleHTpanusunpaHaTta KapaHTUHa wWe npegnara Ha BCEKU MHAMBMAYaneH notpebuten:
nopran 3a ocsoboxkpasaHe Ha NOTPELIHO 3aNOA03PAH CNam, NOPTan 3a BbBEXAaHe Ha 6enu u
YepHU CNUCHLY;

. LUeHTpanuanpaHata KapaHTMHa MOXe fJa Ce /I0OKanM3Mpa M M3npalaHuTe KbMm
notpebutenute cbobLieHMATa MoraT 4a ca Ha 6bArapcKu esuk;

. NpepnoxkeHneto 3a NpekoHGUrypuMpaHeTo Ha CMCTEMATa 3a 3aluTa Ha eNeKTPOHHa
nowa 3a puntpupaHe Ha SMTP Mmeitn TpadumK OT BUPYCH M CNamM He BKAIOYBA AOCTaBKa Ha HOB
xapayep.

. MpekoHdurypupaHata cuctema e nposepsaBa e-mail Tpaduka B M3XxoaALLA NOCOKa (OT
BbTPeLWHN noTpebutenn kbm UHTEepHeT)

. Cucremata we npepnara Bb3MOXKHOCTU 3a BUPTyanusaums. 3a HOB JOMENH WU rpyna
e moxe Aa ce M3NON3Ba OTAENEH aAMMWHUCTpPaTUBEH UHTepdeirc, ¢ HOB IP 3a npuemaHe u
u3snpatiliaHe Ha nowia c uen cermeHTUpaHe Ha email TpaduKa U ¢ uen pasnuyHK OTAENM Aa MoraT

Aa ynpasnasaT camo cobcteeHua cu email Tpadumk;




Npeasnoxenue 3a mM3nbaHeHne Ha obuiectsBeHa nopvyka c npeamert: ,OCUINYPABAHE HA UANOCTHA
OBEAWUHEHUE  EKCNNOATALIMOHHA NOAAPBHHKA HA PABOTOCMOCOBHOCTTA HA MHGPACTPYKTYPHATA CPEJA HA
»CUCTEKOM*  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

. Cuctemata we uma ¢yHkumm DLP — we moxe aa ce obyuyaBa 3a KOHPUAEHUMANHO
CbaAbpKaHUe (e NpaBu CMrHaTypu 3a KOHGUAEHUMANHU Gpaiinose u we M3Non3sBa perynsapHu
U3pasm), Wwe moxe Aa OTKpUBA KOHPUAEHUMANHN AOKYMEHTU B email Tpaduka u aa 6n1oKupa
M3NpaLaHETO UM;

. Cucremata we uma ¢yHkummn Compliance — we moxke aa nposepasa email Tpapuka 3a

M3NbIHEHUE Ha MeXXAyHAapOo4HWN CTaHAAPTU U NpaBuna;

. Cuctemata we um3nonssa LDAP 3a nposepka Ha notpebutenu u pytupaHe Ha email
cbobueHus;
J Cuctemata we nputexkasa CpeActsa 3a NoApobeH OTYET U CMPaBKMU 3a CAYUMNOTO ce

(pe3ynTatu OT ynoBeHUA cnam B NPOLLEHTH, MO AHU U T.H.);

o Cuctemata we npuTexasa CpeAcTBa 3a OTYETHOCT, KOUTO NO3BONABAT aHa/NM3 Ha
nonyyeHute cbobuieHna — vac, Aata, u3npaway, nonyyaren, IP Ha CbpBbp, U3NON3BaHW PUATPY
3a 06paboTKa Ha CbOBLWEHUETO U T.H.;

. Cuctemara we nogavpa TLS, PGP, S/MIME;

. Cucremara we pa3snonara ¢ Web noprtan 3a KpMNTMPaHO AOCTaBAHE Ha CbOBLLEHUS;
. Cuctemarta e moxe aa pabotu B pexxum Ha pesepsupaHoct (Clustering);
. CuctemaTa LWe NoaAbpIKa LEHTPANU3MpaHo ynpasneHue Ha pesepsupanua Cluster 6es

HYX/a OT AOMbAHUTENEH XapAyep;
MpeaocraBeHOTO peweHUe NoaabpiKa GpyHKLMOHANHOCTTA 3a e-mail KpunTupaHe, 6asmpaHo Ha
AedPUHUPAHUTE NONUTUKK, upe3 KombuHauma ot TexHonoruute TLS, S/MIME u OpenPGP. Mo
TO3M HAYUH AOPU Te3n KAUEHTU, KOUTO HAMAT Bb3MOXHOCT 3a KPUNTUPaHe we moraTt Aaa
nony4aBaT U usnpawaT CUTYPHO e/IeKTPOHHA nolua. M3non3BaHeTo Ha KpunTupaHe Ha HUBO
CbpBbP, @ HE Ha HWUBO KAWEHTCKa paboTHa CTaHUMA enuMUHMpPa HeobXoaMMOCTTa KpaHuTe
notpebuTenu aa onpeAenaT Kora, Kak M KakBa TEXHOIOMMA 3a KpunTupaHe Aa 6bae U3non3eaHa
npu paboTaTta C YyBCTBUTENHU AAHHM.
3HaunTenHo we 6bae ynecHeHa aAMUHUCTPALMATA U OTHETHOCTTa Ha cucTemara.

B cnyuair, ue 6vbae usbpaH 3a usnwvnauuten, OBEAUHEHUE ,CUCTEKOM” we npunoxu
KOMMNEKCHN OpraHu3aumoHHK, GU3MYECKU U TEXHUYECKM MEPKU 3a npeaoTBpaTABaHe Ha

HepernameHTUpaH AOCTbN A0 MaTepuanu, AOKYMEHTHU, TEXHUKA M CbOPbKEHUA, KaTo obesneun




Npeanoxenne 3a usnbaHeHWe Ha obuiectBeHa nopbuka c npeamert: ,,OCUTYPABAHE HA UANOCTHA
OBEAWHEHUE  EKCNNOATALMOHHA NOAAPHIKKA HA PABOTOCMNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
,CUCTEKOM*“  CUCTEMWTE HA ENEKTPOHHOTO MPABUTE/CTBO ",

¥ peanusnpa cnefHUTe AEMHOCTM 3a rapaHTUpaHe Ha MHGOPMaLMOHHA CUTYPHOCT:
. OcbuiecrTeaBaHe Ha HabniogeHMe U CUCTEMEH aHanu3 Ha paboTaTa ¢ uen npegnpuemaHe
Ha NPOaKTUBHU MEPKM 3a MNOBULIABAHE Ha 3awuTaTa 4Ypes cucTemaTa 3a ynpaeneHue wu

HabniogeHne 1 akTyanusnpaHuUTe TEXHONOMMUYHU PeLLEHUS 33 MHPOPMALIMOHHA CUTYPHOCT;

. KoHTpon Hag noaabpiKaHMTe CUCTEMU C LieN HeAONYyCKaHe Ha HeNpPaBoOMepeH A0CTbN A0
TAX;
. U3BbpluBaHe Ha HabnloaeHNE U OLEHKA Ha MpeXKoBaTa cpeaa, C uen npegnpvemaHe Ha

NPOaKTMBHM MEPKM 33 NOBULLABAHE HA 3almTaTa u 6bp3oaeicTBmeTo i;

. HenpekbcHaTo HabnoaeHME Ha CbCTOAHUETO Ha AUCKOBUTE NOACUCTEMU.

J OcbuiecTeaBaHe Ha HeNpPeKbCHAT KOHTPOA, NpeanpuemaHe Ha afAeKBaTHU AEUCTBUA U
CBOEBPEMEHHO MUCMEHO U3BECTABAHE Ha Bb3noxurtena npu:

a. HeoTtopusnpaHo npouynTaHe WAM KOMUpaHe WAM U3HacAHe Ha uHbopmauma B
€NEeKTPOHEH BW/, BKA. HEOTOPU3MPaH AOOCTbN A0 MHPOPMAUMOHHM nNOTOuM, Kpaxba Ha
noTpebutenckn MMeHa, NAPONU U Apyra NOBEPUTENHA MHPOPMaLUA;

b. HeoTopu3npaHo 3anucBaHe Ha AaHHU U UHPOPMAUMA UNU YHULLIOXKaBaHe Ha TaKkasa B
NoACMCTEMA KbM CMCTEMATA, BKIIOYMTE/THO MPOHUKBAHE Ha BUPYCH;

c. Otka3 unu 6noknpaHe Ha yCTpOMCTBA U pecypcu (MHTepHET, MpeXoBu pecypcu, AUCKOBO
NPOCTPaAHCTBO, NaMeT 1 Ap.) nopaau npobus B cucteMara, NPETOBapBaHe Ha BPb3KUTE U T. H.

. OcbuwecTeaBaHe Ha BCUYKU AENHOCTU NO UHCTAaNMpaHe, KOHOUrypupaHe U TecTBaHe Ha
PEMOHTUPAHUTE KOMNOHEHTU U NPOAYKTU B KOHTEKCTA HAa M3WUCKBAHWUATA 3a rapaHTMpaHe Ha
MHGOPMALMOHHATA CUTYPHOCT U 06XBaTa Ha U3NBAHEHME.

OBEAMHEHUE ,CUCTEKOM®, B cnyyait, Ye 6bae nM3bpaH 3a U3NbAHUTEN, LWE U3BBLPLLK
[OenHocT 12 B CbOTBETCTBUE C BCUUKM M3UCKBAHMA B AOKYMEHTauUMATa 3a yyactue M Ha basa
uHGOpMaumATa B eKCN0aTaLMOHHATa AOKYMEHTaLMUA Ha BCUYKM CMCTEMM 3a OpraHM3MpaHe Ha
UHOOPMaLMOHHaTa CUTYPHOCT Ha WHOPACTPYKTypHaTa cpepa, KOATO cnepga pAa 6bvae

npegocTtaBeHa ot Bb3noxurens.

14. BAeinocr 13: NapaHTMpaHe Ha MHPOPMaLUOHHA curypHOcT Ha ENAEAY, ECOEA-ESB u
UC Ha POC.




MNpepnoxkeHne 3a M3nbaHeHMe Ha obliecTBeHa nopbvuka ¢ npegmet: ,,OCUINYPABAHE HA LUA/IOCTHA
OBEAWHEHWUE  EKCNNOATALUMOHHA NOAAPLKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM”  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

Habop®bT OT 3agauu U ycnyrn, Kouto npeasuxaa obeanHernve ,,CUCTEKOM® 3a uenute Ha
ocurypasaHe Ha B3aMMOZAENCTBUETO MEXAY OTAeNHUTe cucTemu (MHOPaACTPyKTypHaTa cpeaa u
npunoxeH coptyep ENAEAY, ECOEL-ESB u UC Ha POC) B obxBaTa Ha [eiHocT 10 obxBawiarT:

° M3roTBAHe Ha BbTPEWHW NpaBuia 3a OLEHKA M ynpaB/ieHWe Ha PUCKA 33 MpeXKoBa U
nHdopMaumoHHa curypHocT Ha EMNAEAY, ECOEA-ESB u UC Ha POC B obxBaTa Ha LieHTpoBeTe Ha
€-NnpasuTeNcTBOTO;

° YnpaBneHMeTo Ha CUrypHOCTTa Ha 0a3a Ha [O0CTaBEHW WU BHEAPEHU pelleHuAa B
LEeHTpoBEeTe Ha e-NPaBUTENCTBOTO;

YnpaBneHNeTo Ha CUrypHOCTTA Lie ce M3BbpLBa Ha 6a3a Ha AOCTAaBEHU U BHEAPEHU PELUEHUA B
LeHTpOBeTe Ha e-NpaBUTENCTBOTO, CbrnacHO AobpuTe U yTBLPAEHU MPAKTUKKU, AedUHUPaHK B
cTaHaapTa ISO/IEC 27001:2005

° HabniogeHve u cuctemeH aHanu3 Ha paboTtaTta ¢ uen npeanpuemaHe Ha NPOAKTUBHU
MEpKM 33 NOBULIABaHE Ha 3alMTaTa uype3 cucTemMaTa 3a ynpaBneHue u HabnwogeHue wm
CbluecTBYBALLMTE TEXHONOMMYHU peLeHMA 32 MUHGOPMALMOHHA CUTYPHOCT;

HabniopeHneto Ha paboTocnocobHOCTTa U AOCTHLMHOCTTAa HA CUCTEMATa e Ce M3BbpLuBa Ha
6a3a Ha pefoBeH Npernes, Ha CbLLECTBYBALLMTE XKYPHANN Ha cuctemute. Llle 6baaT akTUBUpPaHK
¥ U3NON3BaHN BCUYKU BH3MOXKHM CPEACTBA 32 aBTOMaTUYHA HOTUPUKALMA 3a PAHHO OTKPUBaHe
MW nNpeBeHUUA Ha noTeHuuanHu npobnemun B cuctemata. CbWO TaKka cuctemute we 6baaTt
HabnogaBaHN Ype3 HaIMYHUTE CUCTEMHM CPEACTBA 38 MOHUTOPUHT.

° KoHTponupaHe Ha noagbpaHuTe moaynu Ha ENAEAY, ECOEA-ESB n UC Ha POC c uen
HeAoMnyckaHe Ha HeNpPaBOMEpPEH A40CTbN A0 TAX;

Mo Bpeme Ha exxeaHeBHUTE/CeAMUYHM/MECEUHU PErYNAPHM AEWHOCTU NO HabnogeHue Ha
cucTemuTe, ce OTYUTAT BCUUYKMU OTKNOHEHUA OT pernamMeHTUpPaHUTEe HaYMHU Ha U3N0/3BaHe Ha
cbwuTe OT CTpaHa Ha perucTpupaHute notpebutenn u ce B3emaT aLEKBATHU MEPKU 3a
OTCTpaHABAHE Ha CNy4auTe Ha HENPaBOMEPEH A0CTbN.

Excneptute cnegat opuumanHmte M3TOUHMUM 3a Ny6aMKyBaHW 06HOBABaHWUA Ha cpeacTBaTta 3a
3awmTa M obHOBABAHUA 3a NpemaxBaHe Ha yAa3BMMOCTM (security holes), u npu Hanuuue Ha

TaKuea, ' umniemeHTnpaT B CUCTeEMaTa.




Npepnoxenne 3a msnbiaHeHMe Ha oblwecTBeHa Nopwbyka c¢ npeamer: ,OCUIYPABAHE HA UANOCTHA
OBEAWUHEHUE  EKCNNOATALIMOHHA NMOAAPBIKKA HA PABOTOCNIOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEAA HA
»CUCTEKOM®  CUCTEMMTE HA ENIEKTPOHHOTO MPABUTENCTBO ”,

° U3sbpwBaHe Ha HabnlogeHne U cucTemeH aHanus Ha paboTaTa Ha ENAEAY, ECOEL-ESB
u UC Ha POC ¢ uen npeanpuemaHe Ha NPOaKTUBHWU MEPKM 33 NOBULWABAHE Ha 3awmraTa u
6bp3oaeiicTemeTo if;

MpoakTMBHUTE MEPKW 3a NOBUILIABaHe Ha 3aluuMTaTa U 6GbP30AENHCTBMETO i e ce n3pasasar 8
perynapHo obHoBsBaHe Ha codTyepa 3a 3alnTa M MEPKM 33 HamanABaHe Ha PUCKa, CBbP3aHU C
M3roTBeHUTE NPENOPbUYUTENHUN AEUCTBUA.

. CbxpaHABaHe Ha apXMBHUTE KOMWA B CbOTBETCTBME CbC CbLUECTBYBALLUTE pa3nopeabu 3a

CbXpaHeHWe Ha apxuBUTe, KaTo Ce WMMaT npeasua U cneuuPpuUHUTE MU3UCKBAHUA KbM
KOHKpPETHUTEe HoCUTeNU Ha MHDOPMaLUATA;
O6eaunHenne ,CUCTEKOM“ u3susno we ce cbobpasu u we pabotu no CbXpaHABaHe Ha
ApXuBHUTE KONWUA B CHOTBETCTBME CbC CbLiECTBYBalUMUTE pasnopendu 3a CbXxpaHeHWe Ha
apxuB1Te, KaTo Ce MMaT NpeaBua, U CneuGUUHNTE M3UCKBAHWUA KbM KOHKPETHUTE HOCUTENU Ha
uHdopmaumara.

. OcbujectenBaHe Ha HenNpeKbCHAT KOHTPOJ, NpeanpuemMaHe Ha afieKBaTHW AECTBUA W
CBOEBPEMEHHO NUCMEHO u3sectaBaHe Ha MTUTC npu:

v' HeoTopu3npaHO NpounTaHe MAW KOMUPAHE MW M3HacAHEe Ha uHoopmauma 8
€NeKTPOHEH BMUJ, BKN. HEOTOPM3MPaH AOCTLN A0 MHPOPMALMOHHU NOTOLM,
Kpaxkba Ha noTpebuTencku MeHa, Naponu u apyra nosepuTenHa UHGOPMaLms;
3a npepoTBpaTsABaHe Ha CnAyyauTe Ha WU3TMMaHe Ha WHOOPMaUMA Ce NMpUAaraT yTBbPAEHWUTE
METOAMKMN 33 CTPUKTEH KOHTPOA Ha AOCTbMA, KaKTO WU pasnpocTpaHABaHe Ha YyBCTBUTENHA
uHdopmauma camo npu Hykaa (need to know).
Mpu Hanuuue Ha MHUMAEHT NO MHPOPMALMOHHATA CUIYPHOCT Ce W3MbLAHABAT CReAHUTE
henHocTH:

(2

% AHanu3 n naeHTMPUUMpPaHe Ha NPUYMHATA 33 MHLUMAOEHT];

< TMpeanpuemaHe Ha feiicTBMA 3a 3aTBApPAHE HA YA3BUMOCTTa;

** MpeanpuemaHe Ha AeNCTBUA NO NPEAOTBPATABAHE Ha GbAELL U NPOBUBM;

% CvbupaHe Ha noOKasaTesncTBa, B Cnyyall Ha HyX/Ja OT NPasHU AeiicTBuA cnpsamo
HapywmuTens;

% MMoApobHO AOKYMEHTMPaHe Ha CnewwHNUTe AeMHOCTM NpeanpueTH OT NepcoHana.




MpeanosxeHue 3a uM3nbaHeHWE Ha obuiectBeHa Nopbyka ¢ npeameT: ,,OCUINYPABAHE HA LA/IOCTHA
OBEAUHEHUE - EKCNNOATALMOHHA MOAAPBHIKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM“  CUCTEMMUTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

v' HeoTopu3npaHO 3anucBaHe Ha AaHHM M MHOOPMAUMA UK YHULLOMKaBaHE Ha
Takasa B EMAEAY, ECOEA-ESB n UC Ha POC, BKNOYMTENHO NPOHUKBAHE Ha
BUpPYCH;
Llle ce n3BbpLIBAT peaoBHU Npernean Ha copTyepa U CbAbPIKAHUETO Ha AaHHUTE HA cUcTeMUTe,
noaabpXalw KPUTUUHUTE NpPOLECH; HanuMuMeTo Ha HeodobpeHu dainoBe wunan Ha
HepaspeLeHM NONpaBkKy We 6bae opuumanHo NpoBepABaHO.
v' OTKa3 unu 6nokupaHe Ha NpUNoXHUA codTyep nopaau npobus B cuctemata,
npeToBapBaHe Ha BPb3KUTE U T. H.

° MHCcTanupaHeTo, KOHPUrypupaHEeTo U TEeCTBAHETO Ha HOBUM BEPCUMM HA MPUNOXKHUA
coptyep we 6bae W3BLPWBAHO B KOHTEKCTAa HAa WM3UCKBAHMATA 3a rapaHTUpaHe Ha
MHOOPMaALIMOHHATA CUTYPHOCT;

. O6epuHenne ,CUCTEKOM” npeanara npoueaypu 3a paboTta npu aBapun, NPoun3LWEcTsmA
n 6eactena — npunoxeHue N26 KbM HaACTOALWOTO NpeanoXeHue. B Tesn npoueaypu ce onucsa

peabT 3a Bb3CTaHOBABAaHE Ha AaHHWUTE M PaboTOCNOCOBHOCTTa Ha NOAABPIKAHMTE CUCTEMA.

15. DeitHoct 14: ApMUHUCTPpUPaHEe U NOAAPDBIKKA Ha UHPOPMALMOHHO CbAbPMKaHUE.

ApMMHUCTPUPAHE Ha NPOLLECca HA yNpaB/ieHUe Ha NPOMeHHuTe.

HabopbT OT 3a4a4m 1 ycnyru, Kouto npeasuxaa obegmHenune ,,CUCTEKOM® 3a uenute
Ha ocUrypaBaHe Ha B3aUMOAEMCTBUETO MeXay OTAeNHUTe cuctemu (MHPpPACTPYKTypHaTa cpeaa

u npunoxxen codptyep ENJEAY, ECOEA-ESB n UC Ha POC) B obxBaTa Ha [eiHocT 14 BKAto4BarT:

15.1 OntMMu3MpaHe Ha TEXHONOrMYHaTa cpega € oraesd ONTMMAJZIHO M3NOA3BaHE Ha

CbLIECTBYBaLLUTE XapAYyEPHU pecypcu:

HacToawoTo NnpeanoxeHue pasrnexkaa HaunoHanHata MHGPacTpyKTypHa cpeaa Ha beY kato
LEHTpann3MpaHa, OPUEHTUPaAHa KbM YCNYrn apxXUTEKTypa, KOATO e u3rpageHa Ha 6asata Ha
yHuduumMpaHa U CcTaHZapTHa XapayepHa M codTyepHa wHOpacTpyktypa u Habop ot

®YHKLMOHANHKU NOACUCTEMM CbC cneunduuHU GYHKLMU U BPB3KKM NOMEXKAY CH.

CTaHAapTHUA apXUTEKTYpeH Mogen Ha UMHOPACTPYKTypHaTa cpega Ha UAOMY moxe aa

6bae npeacTaseH NoO CNEAHUA HAUUH:




MpeanoxeHue 3a u3nbaHeHMe Ha obuiecteeHa nopbuka ¢ npeamet: ,,OCUTYPABAHE HA UAJIOCTHA
OBEAUHEHUE EKCNNOATALMOHHA NOAAPBHHKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
,CUCTEKOM*“  CMCTEMWTE HA ENEKTPOHHOTO NPABUTE/ICTBO ",

BusHec npunoxeHua

CucTeMHU 1 UHPACTPYKTYPHW NPUNOKEHUA

" B8 SBMOROMOTO MPRSNTSSCHC B CRMDASHITS € 1970 O
L CucTes 38 orerane s s e

BasoB cogpTyep — onepauMoHHu cuctemu, 6a3m gaHHK

M8 Active Directory, *
Microsoft 15A Server 2006

HP OpenView Configuraton Mshagement
. TP Opeayinr Stmuge i Protickr

PassodiHa W TecTosa cpeaa

JleiHOCTUTE NO CMCTEMHATa WMHTErpauusa Ha CUCTEMHMUTE, MHPPACTPYKTYPHU U BUusHec
NPUNoMeHusa Wwe 6baaT NNaHUpPaHKU, NPOEKTUPAHU U NpegnaraHn B CbOTBETCTBME C U3rpageHus
CTaHOAPTEH aAPXUTEKTYPEH MOZEN W Hal-HOBUTE CBETOBHM TEHAEHUMM 33 pa3BUTHE Ha

CUCTEMUTE Ha €NNEKTPOHHOTO NPaBUTENCTBO:

MNpepnoxeHute AeﬁHOCTMTe no CUCTEMHa UHTErpauuna oT rnegHa To4ka onTMMuUsnpaHe Ha

TeXHO/N0rn4Hata cpega BKn4BaT:

e  WHTerpupaHe M aganTupaHe Ha HOBU OU3HEC NMPUNOKEHUA KbM UHOPACTPYKTypHaTa

cpepa Ha bey;

PepoBHO MHCTanMpaHe Ha NpoMeHU B 6a30BUA U cUCTEMEH COPTYEpP C Lien KopurnpaHe
Ha rpewwku n/mnu gedektu 8 codptyepa;

o [lpeBaHTUBHM [pOeicTBUA, CbobOpaseHM C nNpenopbKMTE HA Npou3BoAUTEeNA Ha
copTyepHUTE NakeTu C Uen npepoTspaTABaHe €BEHTya/IHUW npobnemu (apxusupaHe Ha nor
dannose, HanM4Me Ha AOCTaTbYEH PECYPC 3@ NPABUNHOTO GYHKUNMOHUPAHE Ha NPUNOXKEHUETO U
T.H.);

e [peacTaBAHe Ha NNAaHOBE 3a MUrPaLMA NPU NNAHUPAHU NPOMEHU B MHPPACTPYKTypHaTa

cpepa no 3aABKa Ha Bb3noxurtens;

N R BT



MpeanoxeHue 3a mM3nbiHeHMe Ha obuiectBeHa Nopbyka ¢ npeamet: ,,OCUTYPABAHE HA UANOCTHA
OBEAWHEHUE EKCNNOATALUMOHHA NOAAPBIKKA HA PABOTOCMOCOBHOCTTA HA MH®PACTPYKTYPHATA CPELA HA
»CUCTEKOM*  CUCTEMWTE HA ENEKTPOHHOTO NPABUTE/ICTBO ",

¢  MNmnnemeHTUpaHe HA HOBM TEXHONIOMMU, CbrNACYBaHO € Bb3noxkutena n B cboteeTcTBUE
C pernameHTMpaHa npoueaypa 3a ynpasneHue Ha NPOMeHY;

e WHCcTanauma, KOHOUrypauus W HACTPOMKM Ha HOBUM COPTyepHU nNpPOAYKTU nNpu
npeaocTaBeHn nerafHu NULEH3W OT CTpaHa Ha Bb3noxutena M TAXHATa MUHTErpaumsa B
MHPPACTPYKTYPHA cpeaa;

e [MopabpaHe Ha epuHHa 6a3a C noTpebutenn Ha CnNeunanU3uMpPaHUTe MNPUNOXKHU
cuUcTemu;

¢ OntTuMusmnpaHe Ha M3NON3BAHETO Ha HAIMYHUA XapAyepeH pecypc
15.2 OkasBaHe Ha CUCTEMHa NOMOLY, HA NoTpebuTenuTe Ha cneLuUanU3MpaHUTe NPUNOXKHH
cucTtemu.

OBEAMHEHUE ,CUCTEKOM” we oKa3Ba cucTeMHa Momolw, Ha noTpebutenute Ha
cneuManmavpaHnTe NPUNOXKHN CUCTEMM, KOATO BKNIOYBA:

e PaskpusaHe Ha HOBM noTpebuTenn Ha cuctemute B KTLLEMN no 3asBKa Ha Bb3noxutens;

e OcurypasaHe Ha 3aWMTeH OThajneyeH AOCTbN A0 cboTBeTHUTE cuctemu B KTUEM Ha
OTOPM3UPAHU NNLA OT AbPrKAaBHATA aAMUHUCTPALUA;

e 3awmTteHa ¢ notpebutencko ume u napona yeb crtpaHuua, B KOATO Wwe MMa noapobHa
MHCTPYKLUMA 33 U3rpakaaHe Ha oTganedeH AOCTbN 3a OTOPU3MPAHU NMLUA OT AbpiKaBHaTa
agMUHUCTpaUMA n Heobxoaumma 3a Tosa codryep;

e PaskpuBaHe Ha e-mail agpec, Ha KOMTO Aa ce NopasaT 3aaBKM OT Bb3noxwutensa 3a
Cb3AaBaHe Ha HOBM NOTpebuUTeNn Ha cneumanusMpaHnTe NPUNOKHU CUCTEMMU;

e Hactpoitkun, HeobxoaMMHK 32 OTOPU3UPAHUTE CNYXKUTENU OT AbPXKaBHATA aAMUHUCTPALMA
338 U3NbAHEHWe Ha TexHWUTe 3a4b/IKEHMA 33 ynpaBNeHWEe Ha CbOTBETHUTE NPUIOXKHU
cucTemu;

e Covpeictene Nnpy HEOHBXOAMMOCT OT UHTErpaLMA Ha pa3nnuyHu cuctemu B KTUEN;

e CneundunyHn 3a BCEKM OTOpPU3UpPAH NoTpebuten HacTpoku (notpebutencku npodmn,

HeobXx0AMMOCT OT AOCTbN A0 ONpeaeneHun AaHHU U T.H.).

15.3 [eiHOCTM NO agMUHUCTPUPAHE HA NPoLeC 3a yNpaBaeHMe Ha NPOMeHUTe

OcHoBHaTa uen Ha ynpaBneHUeTo Ha NpomeHuTe € npeanotTsparABaHe MAU OUEHABaHe,




Mpepnoxenne 3a usanbaHeHWe Ha obuiectBeHa nopbuka ¢ npeamert: ,,OCUNYPABAHE HA UANOCTHA
OBEAMHEHUE  EKCNNOATALMOHHA NOAAPHKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPELA HA
,CUCTEKOM*“  CUCTEMWTE HA ENEKTPOHHOTO NPABUTE/NICTBO ”,

HagNeXXHO OTpa3fBaHe M MnosydaBaHe Ha HeobxogumuTe o0g406peHUA 3a M3NbBAHEHUETO Ha
NPOMEHUTE B PaMKUTE Ha OpraHM3aumATa.

MpouecsT 3a ynpasneHne Ha NPOMEHUTE € TACHO CBbP3aH C NPOLECUTE NO yrnpasBneHue Ha
KOHOUIypauuuTe U B TO3U CMUCHA CneABa Aa pernameHTupa U NOABKAIOYBAHETO Ha HOBU
cucTemu, cbrnacHo Hau-gobpute IT npaktuku (ITIL), rnobanHuTe cTaHAapTH 3a ynpaBneHue Ha
npoektn (PMI’s Global Standards for Project Management) n mexayHapogHO yTBbpAEHUTE
CTaHAAPTM 33 ynNpaB/JieHUEe Ha KauyecTBOTO, CUIYPHOCTTA Ha MHPOpMaLMATA U yNpPaBNEHUETO Ha
ycayrute 1SO 9000, ISO 27000 v ISO 20 000.

Npepnoxenuar ot OBEAUHEHUE ,,CUCTEKOM“ Mpouec no ynpaBneHne Ha NPOMeHUTe u
KoHourypauumute — MNpunoxeHne N2 5 KbM HaACTOAWOTO npensioeHue o6xBalla BCUYKK
acnekT Ha OTAeNnHUTe AEWHOCTU, HAaYMHWUTE 33 NOCTUTaHe Ha UEeNUTe U U3NbLAHEHUEeTO Ha
3afay1Te NO NOABKNIOYBAHETO HA HOBM CMCTEMM U BCUYKM OCTAHANU NPOMEHU B PamMKuTe Ha
OpraHM3aumMATa, KAaKTO U MEeTOA0NOrMA 33 U3rOTBAHE NPEeANOXKEHUA 33 YCbBbPLUEHCTBaHE U/ unu

OoONTUMU3NPAHE Ha npouecuTe U nosuuwaBaHe Ka4yeCTBOTO Ha yCNyrute, Kato onncea cnegHute

peinHocTu:

. Pernctpauma 1 oueHKa Ha UCKAHETO 33 NPOMAHa;

. Knacudpukauma Ha npomaHaTa

. OueHKa Ha BAMAHUETO U pecypcu (NpUOPUTETU U CTENEH Ha Bb3aencTeue)
. CbrnacysaHe u ofobpasaHe Ha NPOMAHATa

. MNnaHupaHe Ha npomAHaTa

. Cb3paBaHe, TeCTBaHe U BHeapaBaHe

° OueHKa Ha NpomMsAHaTa (NOTBbpIKAaBaHe Ha pe3ynTaTa)

15.4 [leiHOCTM NO eKcnnoatauMa WM OMNepaTMBHA NOAAPBLKKA Ha ,Cuctema 3a

yaocroseputenHu ycnyru (PKI)

[leiHocTUTe No ekcnaoaTauma M onepaTMBHa NOAAPBIKKA Ha ,,CUcTeMa 3a yA0CTOBEPUTENHU
ycnyru (PK1) obxBawar:
. PecypcHo o6e3neueHune Ha YCnyru no eKcnioatauma u onepaTMeHa NOAAPbIKKA:

o KoHdurypupaHe Ha nonuTMKUTE Ha U3faBaHe Ha yaocToBepeHus, (YaocTosepsasalima




MpepnokeHue 3a M3nbAHeHWE Ha obuiectBeHa nopbuyka ¢ npeamet: ,OCUINYPABAHE HA UANOCTHA
OBEANHEHUE  EKCNNOATAUMOHHA NOAAPBHKKA HA PABOTOCMOCOBHOCTTA HA UH®PACTPYKTYPHATA CPELA HA
»CUCTEKOM”  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ",

OpraH, ya0CTOBEPEHUATA HA MEXAUHHUTE U onepaTUBHU opraHu oT PKI nHppacTpykTypaTa)

° TexHUYecKo CbMPOBOXKAAHE Ha YyNpaBNEeHWETO Ha NONUTUKUTE Ha BuaoBeTe
YyAOCTOBEPEHUA 3a KpalHU NOTpebuTenn, KOUTO ce N3AaBaT OT YA0CTOBEpPABaLLMA OpPraH;

. TexHU4Yecko CbNpPOBOXKAAHE Ha YNPaBNEHMETO Ha MNONUTUKA Ha AUCTPUBYTMpaHe Ha
CMUCHUUTE CbC CMNPEeHM WU NpeKpaTeHn yaocToBepeHus (NyO6NMYHO UMAU  BbLTPELLHO
AncTpubytupaHe)

. TexHU4YeCKM CbNpoBOL, HaA [AeNHOCTUTE NO reHepupaHe W ynpaBieHWe Ha
KpunTorpapCcKkuTe KNOYOBE U Ha YA0CTOBEPEHUATA Ha YAOCTOBEPABALLMA OPraH;

° TexHWUYeCcKM CbNpPoBOA Ha AeMHOCTUTE NO U3faBaHe/ynpaBnNeHUe Ha yYAOCTOBEPEHUA 3a

KpaiHu noTpebutenn u UHGOPMaLNOHHU cUCTEMMU

. Cuctema 3a egMHHO Bpeme
o Pe3epseH PKI
° PKI crc

3abenexcka: Mo omHoweHue Ha Modcucmemama 3a ydocmosepumenHu ycay2u Ha Komucusma
3a peaynupaHe Ha cvobweHuama (cac PKl), cnedsa da ce ombenexwcu, ye cowjama e camo
¢opmanHo omueceHa kbm PKI cucmemama Ha uHgpacmpykmypHama cpeda Ha npoekm bey.
Mo cvwecmeo mosa e camocmoamenHa Cucmema, BKAKYeHa Kbm  obwama
UHGpacmpykmypHa cpeda u usnonzsauja obwaama Cucmema 3a eOUHHO 8peme.
Ta ce cocmou om:
CogpmyepHu KomnoHeHmu
e nCipher cogpmyepeH nuyeH3 3a 8pb3KA HA CbpBbp ¢ netHSM F3 TPS 2000 bundle
e InfoNotary cogpmyepeH modyn 3a peanusupaHe u3dasaHemo U ynpasneHuemo Ha
ydocmosepeHus 3a enekmpoHeH nodnuc u noddvpiaHe Ha peaucmuvp 3a max InfoNotary
cogpmyepeH modyn 3a ocueypsasaHe Ha LDAP u OCSP docmvn 0o peaucmbpa Ha
yoocmosepeHuama;
e InfoNotary cogpmyepeH modyn 3a npoeepka u eanudupaHe Ha ydocmoseepeHus 3a
en1eKmpOoHeH noodnuc U Ha eneKmMpPoHHO MNodnNUCaHu OOKyMeHmu;
XapdyepHu KomnoHeHmu

e nCipher kpunmozpagcku modyn nToken 3a 8pb3ka ¢ netHSM F3 TPS 2000 bundle




MpeanoxkeHne 3a M3nbiHeHMe Ha obliecteeHa nopbuka € npeamet: ,,OCUTYPABAHE HA UA/IOCTHA
OBEAUHEHWUE  EKCNNOATALMOHHA MOAAPBKKA HA PABOTOCMOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEA HA
,CUCTEKOM*“  CUCTEMMTE HA ENEKTPOHHOTO NPABMTENCTBO ”,

3a 0a e 8b3MOMHO Ocu2ypABaHeMO HA epheKmMUBHA eKCnaA0amayUoOHHA NoOOPLHKA HA Masu
cucmema KAMO MUHUMYM e Heobx00uMo:
LianocmHa doKyMeHmMayuAa Ha cucmemama, eK/a1r4Yeawa:

e lianocmeH mexHU4ecKu npoeKkm Ha cucmemama (MbaAHO ONUCAHUe) KA. MeXHUYecKU

cneyuguKkayuu, apxumekmypa, cmpykmypa, cbcmas, e3aumodelicmeue ¢ Opy2ume

cucmemu;

e Cneyugu4Ha xapdyepHa u coppmyepHa cpeda;

e flucmpubymueeH mamepuas;

® PbK0B0OCMBO 3G UHCMAAUPAHe 8KA. NompebumesiCKuU UMeHa u napoau (UHcmpymeHmu)

3a docmwvn);

® PbK080OCMEBO 30 apxusupaHe U 8b3CMAHOBABAHE;

® Pbk08OOCMBO 30 AOMUHUCMPUpPAaHe, BKA. nompebumencku umMeHa U NaAponau

(uHcmpymenmu) 3a docmvn);

® PbK0B0OOCMBO 3a eKcna0amayus.

Mpu Hanuyuemo u oguyuanHomo npedasaHe u u3npobsaHe HA MO3U MUHUMYM OM
mamepuanu u apmegpakmu obeduHeHue ,CUCTEKOM” noema ocu2ypasaHemo Ha egpekmusHa
eKcnno0amayuoHHa NodopPbHKA Ha MA3u cucmema fno CMucvaa Ha AoKymeHm ,, TEXHUYECKA
CMEUNDPUKALUMA N TEXHUYECKU U3NCKBAHUA® u 8 pamKume Ha HanuyHume cogpmyepHu

/luyeH3u u pazpabomeHo nNpunoeHue.

16. AeiHoct 15: HabnloaeHne u oueHka Ha AOCTbAHOCTTa Ha UT ycayrute B cbCrasa Ha
MAONY, B cboTBETCTBME C M3UCKBAHUATA Ha Hak-pobpute UT npaktuku: Information
Technology Infrastructure Library (ITIL) no oTHoweHue npouecute 3a ynpasneHue Ha

KanayuuTera M AOCTbNHOCTTa Ha ycayruTe (Capacity and Availability management)

OBEAUHEHUE ,CUCTEKOM“ we npekoHdurypupa cobuiectBysauwara Cucrtema 3a
LEeHTpanusnMpaHo ynpasneHne u HabnwogeHne Ha UT pecypcuTte Ha UHTErpauMoHHaTa cuctema
Ha beY wun cBbp3aHuTe € Hero o06GeKTM C LEen OCUrypABaHETO Ha aBTOMAaTU3UPaHO,
LLleHTpanu3nMpaHo, NPOaKTUBHO HabntogeHne n ynpaBneHne Ha AOCTbMHOCTTa Ha UT pecypcuTe B

Mpe)aTa 3a npepgasaHe Ha AaHHU Ha MTUTC, MMHMMM3MpPAHETO BPEMETO 3a peakuua u




NpeanoxeHne 3a U3nbaHeHWe Ha obuwiectsBeHa nopwvuka c npeamet: ,,OCUNYPABAHE HA LANIOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA NOAAPBLKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM”  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ”,

OTCTpaHABaHe Ha Npobnemu, KaKTO WM [OCTUraHeTO Ha BMCOKa CTENeH Ha CUrypHOCT,
HaAEeXAHOCT, AOCTLNHOCT U PaboTOCNOCOBHOCT Ha BCUYKM aBTOMATU3MPaHN MHPOPMALIMOHHM
cUcTeMM 1 NpunoxeHua. Tasm npekoHdurypauma we 6bvae peannsmpaHa, B CbOTBETCTBME CbC
cnegHUTe U3UCKBaHUA Ha Bb3noxuTens:

. MNpekoHdpurypaumaTa we 6bae M3BbpLIEHA B MbAHO CbOTBETCTBUE C M3UCKBAHMATA Ha
Information Technology Infrastructure Library (ITIL), KaTo we ce BKNOYAT U Bb3MOXHOCTU 33
noeTtanHo 6bAeLLo pa3BuTUe;

. HabniopeHveto Ha AOCTbNHOCTTA Ha WMT pecypcute M TeKywuTe ycnyru we 6vae
U3BbpWEHO 6e3 M3NOoN3BaHETO Ha COPTyepHU areHTU, UHCTaNupaHu BbpXy HabniopasaHuTe

xoctose (agentless monitoring)

. Cuctemara wwe 6bae opasmepeHa 3a HabnogeHneto Ha 100 Touku 6e3 M3non3saHeTo Ha
areHTu.

o Cuctemara we npepocrasa yeb uHtepdeinc 3a HabnrogeHne n agMUHUCTPaLUA.

. Cuctemata we noAaAbpXa CneAHUTe MPOTOKOAM 33 OTAanedeH A[ocTbn [0

HabniopasaHute xoctose: TELNET, rlogin, HTTP, SSH, NetBIOS u WMI

o Cuctemata we npenocTaBA Bb3MOXHOCT 33 HabniopaeHve Ha DNS ycnyrata upes
cumynupaHe Ha DNS 3aaBku;

. Cuctemata lWe nNpeaocTaBA Bb3MOXHOCT 3a HabnwogeHne Ha DHCP ycnyrata upes

cumynmnpaHe Ha DHCP 3aaBku;

° Cuctemarta Le NpoBepABa 3a HANMYMETO Ha AOoCTbn A0 web npunoxeHua, upes HTTP
3anBKY;
o Mpu pernctpupaHe Ha MHUMAEHT CUCTEMATA LE MOXe Aa M3Nnpawa HoTUdMKaumAa ypes

email, SNMP Trap u HTTP post;

. Cuctemara we noaabprKa uHTerpauma c Active Directory;
o Cuctemara wie npepoctasu SOAP 6a3upaH NnporpameH MHTeppenc 3a paswmpeHus;
. Cuctemata wWe nNO3BONABA W3NbL/IHABAHETO HA NPEeABAPUTENHO 3aNUCaHU CTbMKKU

cumynupalm notpeburtencko nosegeHue cnpamo pasnnydn DHTML, JavaScript, XML, SSL u gp.
NPUNOXKEHUA;

. Cuctemarta Lie CbAbprKa KOMMOHEHT 3a ynpasneHue n HabnogeHvue Ha xeteporeHHu UT

4
;
i
i
;



Npeanoxenne 3a usnbaHeHWe Ha obwiecTBeHa nopbuka ¢ npegmert: ,,OCUNYPABAHE HA UANOCTHA
OBEAUHEHUE EKCMNOATAUMOHHA NOAAPBXKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPELOA HA
»CUCTEKOM*  CUCTEMMTE HA ENEKTPOHHOTO MPABUTENCTBO ”,

CMCTEMMU: CbPBBPM U NPUNONKEHMA, U CbXPaHABaHe u obpaboTBaHe Ha UHOPMaLmATa cbbrpaHa
oT TAX;

. Cuctemata we cbAbplKa KOMMNOHEHT 3a ynpaBneHne M HabniogeHue Ha MPEXOoBU
YCTPOIicTBa, M CbxpaHaBaHe n 06paboTeaHe Ha MHGOPMaLMATa CbBMPaHa OT TAX;

J Cucremata we cbabpxa npefeduHUPaHU CPpeacTBa 3a HabnioaeHue U ynpasieHue Ha
WHCTanupaHute u pyHKkuMoHmpawm B MTUTC cbpBbpu U paboTewmTe Ha TAX onepauuoHHU

cncremun, CMCTemMuU 3a ynpasneHue Ha 6a3u AdHHU N PA3/INYHUTE NPUNOXKEHUA;

. Cucremarta we nogabpxa Ha SNMP v3 npoTtokon;
. Cucremara we nogabprka SNMP traps;
U Cuctemata we pasnonara C NOAAPbBXKKA Ha security eventlog B8 MS Windows

onepauuoHHa CUCTEMA;
. Cuctemata we pasnonara ¢ NOAAPbIKKA 3a HabNIOAEHWE HA CLCTOAHUETO Ha Xapayepa
Ha CbpBbpUTE Npe3 onepauUoHHaTa CUCTEMA UM BrPAAEHa MEHNAXMDBHT KapTa;

. Cucremara we npepocrasa cpeacTso 3a HabnloaeHue Ha cTaTyca Ha ycnyruTe (services) 8
MS Windows onepauuoHHa cucrema;

. Cuctemara we npeaocTasa CPeACTBO 3a CTATUCTMKM Ha MpeXoBaTa NoacucTema (naketw,
TpaduK, rpeLku);

. Cuctemata we npepoctaBa cpeactBo 3a HabnwogeHne Ha NT  6posunte 3a
npoussoautenHoct (performance counter);

. Cuctemata we npegoctasa CpeacTBO 3a HabnloAeHMEe Ha HAaTOBapBaHETO M

n3non3BaHeTo Ha NaMeTTa,

. Cuctemata we npeaoctaBa CpeAcTBO 3a HabnlogeHMETo Ha HaTOBapBaHETO Ha
npouecopure;

. Cucremarta we npegocTasa cpeAcTBO 3a HabNO4EHME HA HAaTOBapBaHETO Ha AWUCKOBETE;
. Cucremara we npenocTassa cpeacTsa 3a HabNlOAEHWE HA BUPTYaNM3aLMOHHU Cpeaa;

B HacToAwoTO NpeanoeHne 3a NPeKOHGUrypuUpaHeTo Ha cucTemata ca cbobpaseHu u
e ce 3anasaT BCUYKM XAPAKTEPUCTMKU Ha CbLUECTBYBAWMTE CbCTaBHU MOAYNM, ONUCAHU B
AOKYMEHTaUUATa 3a yyacTue, KaTO, OCUTypeHUTe, CbINIAaCHO FOPENOCOYEHUTE W3UCKBAHMUS,

dyHKUMOHANHOCTM 3a HabnioaeHue Ha [OCTbRHOCTTAa Ha WMT pecypcute W ycnyrute, we ce




MpeanoxeHue 3a u3nbaHeHWe Ha obuwiectBeHa nopbyka ¢ npeamet: ,OCUINYPABAHE HA UAIOCTHA
OBEAWUHEHUE  EKCNNOATAUMOHHA NMOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UH®PACTPYKTYPHATA CPEJA HA
,CUCTEKOM*  CUCTEMWTE HA ENNIEKTPOHHOTO NPABWUTENCTBO ",

MHTErpupaT HaMbAHO C HAIMYHUTE KbM MOMEHTA.
OBEAVHEHUE  ,CUCTEKOM” we peanu3sunpa eAHOKpaTHaTa ycayra no
NpekoHPUrypupaHe M ONTUMU3aALMA Ha CbliecTByBawata Cucrema 33 UEHTPAAU3UPAHO
ynpasneHne u HabnwogeHune Ha WUT pecypcuTe Ha MWHTerpauuoHHaTa cuctema Ha beY wu
CBbp3aHUTE C Hero obeKTH, ¢ uen ocurypssaHe HabnlogeHUe N OUEHKa Ha AOCTbNHOCTTA Ha

ycnyruTe.

17. DeitHocT 16: OueHKa Ha KanauuTeTa Ha CbpBbPHATA MHPPACTPYKTYpPA, U AOCTLNHOCTTA

Ha ycnyrure

B cnyuaid, ye u3nbaHeHUeTo HU 6bae Bb3noxkeHo, OBEAUHEHUE ,CUCTEKOM” we n3sbpum
aHaNM3 U OLUEHKA Ha KanauuteTa Ha HanudHute UT pecypcu U AOCTLMNHOCTTA HA TeKywuTe
YCAYru U LWe npeacTtaByu AOKNA4 OT OUEHKaTa cnepn nNpuKknoyusaHeto Ha JenHoctn 14 m 15 (ot
TEXHUYECKOTO 3aJaHue). 3a ocurypsaBaHe Ha NbAHOTA, PENEeBAaHTHOCT, OOCTOBEPHOCT M
NONE3HOCT Ha U3BDLPLUEHMA aHANU3 U OUEHKA Ha KanauuTeta U AOCTbNHOCTTA Ha ycayrute,
OBEAUHEHUE ,,CUCTEKOM” npeanara 3non3saHeTo Ha CUCTEMATUYEH, NPOLLECHO-OPUEHTUPAH
noaxon, NOAYMHEH HA MNpoueca 3a HeNpeKbCHAaTO YCbBbPLUEHCTBAHE Ha NpefoCTaBAHE Ha
ycnyru ot Halh-pobpute UT npaktukm (ITIL Continual Service Improvement), KoiTo BK/OYBa

chefHUTe 7 OCHOBHU CTbIMKU:

Mpepacras

Onpepens OnpegensH @ CbbupaHe B O6pabotk § g AHE U . KopekTtus
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Taka usnonssaHMA noaxon, B KOmbuHauua ¢ rnobanHuTe CTaHZaApTVM 3a ynpaBieHue Ha
npoektn (PMI’s Global Standards For Project Management) n mexayHapoaHO yTBbpAeHUTe
CTaHAAPTH 33 KA4YeCTBO M CUTYPHOCT Ha MHbopmaumaTa ISO 9001:2008 m ISO 27000 rapaHTupa

He CaMO CbOTBETCTBMETO C U3UCKBAHMUATA Ha Bb3noxutena no OTHOLWEHME HAa UANOCTHOTO




MpeanoxeHue 3a u3nbaHeHMe Ha obuiecTeeHa nopbyka ¢ npeamer: ,,OCUTYPABAHE HA UANOCTHA
OBEAUHEHUE EKCNNOATALUMOHHA NOAAPBKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM*  CUCTEMMWTE HA ENIEKTPOHHOTO NPABUTE/ICTBO ”,

€KCNNI0aTauMOHHO OCUrypPABaHE, HO U OCUTYPABA Bb3MOXKHOCT 3a NPOAKTUBHO HabenassaHe Ha
noTeHuuanHute noaobpeHUA U ONTUMMU3IUPAHETO Ha WHPpPACTPyKTypHaTa cpega, C uen
NOCTUraHe Ha oLWe NO-roIAMA HaAEXAHOCT U MBKABOCT HAa NPEAOCTaBAHUTE YCAYTH.
OBEAUHEHUE ,CUCTEKOM” npepgnara n3non3saHeTo Ha anropuTMK 3a aHaNM3 U OLEHKa Ha
KanauuTeTa M A[OCTbNHOCTTA HA ycnyrute (Capacity&Availability Management), kouto ca
paspaboTteHu Ha 6a3a npeanuCcaHUATA, 3aN0KEHU B CTaHAAPTUTE 3a Hal-a06pu UT npakTuku
(ITIL) n u3uano ce uHTerpupaT C BHEAPEHMTE KbM MOMEHTa NpPoUecu 3a ynpasneHue Ha

WUHUUAEHTU, NPOMEHMN U KOHPUrypaLUUTE, KaKTO cneasa:
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Npeanoxenne 3a nanbaHeHne Ha obwecTBeHa nopwvyka ¢ npeamert: ,OCUNYPABAHE HA LUANOCTHA
OBEAWHEHUE  EKCNNOATAUMOHHA NOAOPHKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM*  CUCTEMWTE HA ENIEKTPOHHOTO NPABMUTENCTBO ”,

AnropuTbm aHanu3 M oLeHKa Ha Kanauureta (Capacity Management):
1. OueHKaTa Ha TeKyLMA KanauuTeT ce 3BbpluBa Ha 6asa:

¢ HanuuHata B CbCTaBa Ha MHOPACTPyKTypHaTa cpepa Cuctema 3a LEHTPanu3uMpaHo
ynpasneHne u HabniogeHve Ha WUT pecypcute Ha WHTerpauMoHHaTa cuCTemMa Ha
€/1eKTPOHHOTO NPaBUTENCTBO U CBbp3aHUTE C Hero 06eKTU, U, NO-KOHKPETHO, HeUHUTE
MoAyNnu, Aasawy MHGOPMauMA 3a HaNMYHUTE UHGOPMALMOHHU aKTUBU U TEKYLWOTO
CbCTOAHME Ha XapAyepHOTO U KOMYHMKAUUOHHO obopyaBsaHe: HP OpenView Operations,
HP OpenView Network Node Manager Advanced Edition, HP OpenView Performance
Manager, HP Open View Performance Insight, HP Discovery and Dependency Mapping

Inventory, HP Site Scope.

o OtyeTunte N gaHHUTE, reHepupaHu oT peLleHuATa 3a HaﬁﬂIOAeHMe Ha OOCTLNHOCTTA Ha
HaNN4yHUTE YyCNyry, CbOTBETCTBALM HA MU3UCKBAHMATA Ha Bb3noxutena (OTWICGHM B

[enHocT 15 oT TeXHUYEeCcKoTo 3agaHune)

e EKcnepTHaTa OUEHKa Ha KANlOYOBUTE cCneuManuctm B ekuna Ha OBEAWHEHWUE
»CUCTEKOM”, Kouto nputekaBaT Heobxoaumata KBanndukaLma n Nno3HaHMA B obnacTTa
Ha CbluecTByBalmMTe peweHns B obxBaTa Ha MHPPACTPYKTypaTa Ha cuctemute Ha beY,
CbrnacHO U3UCKBaHWATA Ha Bb3NOXKWUTENA, NOCOYEHW B YCNOBMATA 3a yyacTue, 3a Aa
OLEHAT HeobxoaMMOCTTa OT NPOMAHA B KanauuteTa BCNeACTBME Ha HEOBXOAUMOCT OT

OTCTpaHABaHe Ha Npobnem, BHeAPEHA NPOMAHA UM ONTUMMU3ALMA.

Mpu peructpupaHe Ha OTKNOHEHWUA MPU OLEHKATa Ha TEKYLWMA KanauuteT —
aBTOMaTU4YHO reHepupaHn HoTUdUKaLMM OT CUcTeMaTa 3a LLeHTPaNM3nMpaHo ynpasneHue
u Habniogenve Ha UT pecypcute Ha MHTErpauMoOHHaTa CUCTEMa Ha ENEeKTPOHHOTO
NPaBUTENCTBO M/UNK eKCNepPTHA OLEHKa cnea npernej, Ha CbCTOAHUETO Ha CUCTEMUTE ce
CTapTupa npouieca 3a ynpasieHue Ha MHUMAEHTUTE, CbINAcHO NpeanoxeHata Metoauka
3a AWarHoCTULMpaHe Ha Bb3HWUKHANM NpobBneMu/MHUMAEHTU M npoueaypa 3a TAXHOTO

ynpasneHue. Cxema 3a OTrOBOPHOCTU Ha €eKCnepTuTe NO KOMMNNEKCHa noaapbXXKa Ha




Npeanoxenne 3a usnbAHeHWe Ha obuectBeHa nopwvyka ¢ npeamer: ,OCUMYPABAHE HA LANOCTHA
OBEAUHEHMUE EKCNIOATALIMOHHA NOAAPBIKKA HA PABOTOCNIOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEAA HA
»CUCTEKOM®  CUCTEMUTE HA ENEKTPOHHOTO MPABUTENCTBO

WHPpacTpyKTypHaTa cpeaa u ENAEAY, ECOEA-ESB u UC Ha POC” — Mpunoxenue Ne 3, B
CbOTBETCTBME C npoueaypaTa 3a reHepupaHe Ha OTYETU M pa3npocTpaHeHue Ha

uHdopmaumsTa — Mpunoxenue Ne 4.

2. YcbBbpweHcTBaHe Ha Kanauurer — nofo6peHnaTa Ha KanauuTeTa U3MCKBAT KOMANEKC
OT OPraHM3auUMOHHM W TEXHUYECKN B3aMMOAEICTBUA, B KOUTO y4yacTBaT eKuna Ha
OBEAUHEHME ,,CUCTEKOM” 1 OTOpU3UPaHK npeacTaBuTeNU Ha Bb3noutens, Kouto
OueHABAT HEOBXOAMMOCTTa OT yBenMyaBaHe UM HamansBaHe Ha KanauurteTa Ha 6a3sa

HanpaBeHaTa oueHkKa.

3. ﬂ,oxymel-rmpaue Ha U3UCKBAHMATA — OCHOBaHMUATA U aprymeHTuTe 3a nNpomeHu B

KanauuteTa cneABa Aa ce JOKYMEHTUPAT CbBMECTHO C NPEACTaBUTENM Ha Bb3NIOKUTENA.

4. MNnaHupaHe Ha KanauuTer — Ha 6a3a AOKYMEHTUPaHWUTE U3UCKBAHWA Ce NPaBW NOBTOPHA
OUEHKa Ha Bb3MOXKHUTE anTepHaTUBM, CbBMECTHO C OTOPU3IMPaHM npeacrasuTenu Ha
Bbanoxutena ce usbupa ontumanHata antepHaTMBa M ce craptupa MMpoueca 3a
ynpasnenne Ha npomeHu W KoHdurypauuu — MpunoxeHne No 5 upes 3asBKa 3a

npomsHa.

AnropuTbm 33 ynpasneHue Ha AOCTLNHOCTTA Ha ycnyrure (Availability Management):
1. MOHUTOPUHT, U3MEPBaHe M OTUETH — M3BBLPLLBA Ce Ha 6a3a:

. Hanuunata 8 cbctaBa Ha MHpacTpyKTypHaTa cpepga Cuctema 3a LEHTPaNM3MpaHoO
ynpasneHue u HabnioaeHue Ha UT pecypcute Ha UHTErpauMoHHaTa cucTeMa Ha eNeKTPOHHOTO
NPaBUTENCTBO M CBbLP3aHWUTE C HEro 06eKTW, M, NO-KOHKPETHO, HelHUTe MOA4yNK, paBalim
MHOOPMaLMA 33 HANMYHUTE MHPOPMALMOHHM aKTUBM M TEKYLLOTO CbCTOAHUE Ha XapAyepHOTO U
KOMyHWKaLuMoHHO obopyasaHe: HP OpenView Operations, HP OpenView Network Node
Manager Advanced Edition, HP OpenView Performance Manager, HP Open View Performance

Insight, HP Discovery and Dependency Mapping Inventory, Site scope.

° Otyeture n AaHHUTE, reHepupaHn ot peweHnaTa 3a Ha6mo,quV|e Ha OOCTbNHOCTTA Ha

HaNn4HNTE yCNyru, CbOTBETCTBALUM HA U3UCKBAHUATA Ha Bb3N0XKUTENA (ONMcaHy B [OeiiHocT 15)




MpeanoxeHnue 3a usnbaHeHue Ha obuiectBeHa nopwvuka ¢ npeamer: ,OCUIYPABAHE HA LIAZIOCTHA
OBEAUHEHUE EKCMIOATALIMOHHA NOAAPBIKKA HA PABOTOCMIOCOBHOCTTA HA WHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM*  CUCTEMMTE HA ENEKTPOHHOTO NPABMUTE/ICTBO

° EkcnepTHata oueHka Ha KnoyosuTe cneunannctm B8 ekuna Ha OBEAUHEHMUE
»CUCTEKOM”, kouto nputexasar Heobxoaumara KBanudukauma aa oueHaT HeobxogmumocTTa
OT NpOMAHa B KanauuTeTa BCAeACTBME Ha HeobxoaMMocCT oT oTcTpaHssaHe Ha npobnem,

BHeApeHa NpomMAHa unu onTumMusauma.

2. AHanus3 u OueHKa Ha pesyatatute — NPOAaKTUBHA NpoBepKa Ha Bb3MOXHMU pUcCKose no

OTHOLWIEHUE AOCTbMNHOCTTA Ha YCNyrute v oueHkKa Ha CbLUeCTBYBALLWN OTKNIOHEHUA.

3. OueHka n ynpasneHue Ha pucka — npm PErucTpMpaHn OTKNOHEHUA Ce OTBapA 3anBKa M

Ce CTapTvpa npoueca 3a ynpasieHue Ha MHLMAEHTHTe.

4. Kopurupawm sb3peiicteus — cnes oTcTpaHABaHeTo Ha npobnemute foBenn g0 puckose
MO OTHOLWEHUE Ha [OCTLNHOCTTa Ha YCNYrMTE Ce U3BBLPLUBAT CbOTBETHUTE Kopurupatum

Bb3AencTeus.

5. NMnaHupaHe u npoeKTMpaHe Ha BbL3MOXKHM nopo6peHna — npu oueHeHa HeobxoAMMOCT
OT AONMb/HUTENEH KanauuTeT ce CTapTMpa aNropuTbM 3a OLEHKA M ynpasneHue Ha
kanauuterta (Capacity Management). Mpu nogo6pexus ot APYr xapaktep cTapTtupa

npoueca 3a ynpasneHue Ha NpomeHuTe u KoHdUrypauumre — Npunoxerme Ne 5.
LieHTpanusupaHo ynpasnenue u Habniogerue

U3xoaute n ot yetnpute npoueca (Capacity Management, Availability Management,
Change and Configuration Management u Incident Management) ce 3anucsar 8 eAnHHaTa

KOoHUrypaumoHHa 6asa gaHuu (CMDB).




NpeanoxeHne 3a usnbaHeHue Ha obuiectBeHa nopwbyka ¢ npeamer: ,OCUINYPABAHE HA LIANIOCTHA
OBEAUHEHUE EKCNIOATALIMOHHA MOAAPBKKA HA PABOTOCNOCOBHOCTTA HA UH®PACT PYKTYPHATA CPEfIA HA
»CUCTEKOM*“  CUCTEMWTE HA ENEKTPOHHOTO MPABUTENCTBO ”,

lll. Npepnoxenu NapameTpu Ha eKCNN0aTauMOHHO OCMUrypsABaHe. PecypcHa
obe3neveHocr.

1 NapameTrpu Ha kKomnnekcHarta NOAAPBIKKA M AEHHOCTU MO  EeKCNNoaTauMOHHO
ocurypsBaHe, 8 CbOTBETCTBUE C U3UCKBAHWTE HMBA Ha CEPBU3HO obcnyxsane

B Hactoawoto npepgnoxeHue Ha OBEAMHEHUE ,CUCTEKOM” ca npeasuaeHun cnegHurte
NapameTpu Ha KOMNNEKCHaTa NOAAPbBMKKA, B CbOTBETCTBUE C M3UCKBAHWATA, NOCOYEHU B
AOKYMEHTauuATa 3a yyactue:
® OBEAMHEHWE ,,CUCTEKOM” noema aHrakumewTa U3UANO Aa U3BBPLUM BCUNKU OEUHOCTM B
obxsata Ha wu3NbAHEHME no XapAyepHaTta nogApbXKa Ha o06o0pyaBaHeTo, NocoyeHo B
cneynduKaumnTe KbM TpbKHATa AOKYMeHTauua 3a yyactne — [MpunoxeHne Ne 9 kbm
HACTOAWLOTO NpeaIoKeHne, KaTo CTOMHOCTTA Ha BCUYKM Pe3epBHM YacTu, TpyA U TPaHCNOPT e
6bae 3a cmeTKa Ha OBEAMHEHME ,,CUCTEKOM”, B KauecTBOTO My Ha U3nbaHuTen, B cnyyaii, ye
HorosopbT HM 6bae Bb3NOKEH.
® 3a uenute Ha obesneyasaHe NpoTMyaHeTto Ha cepsBusHuUTe npouecn OBEAUHEHUE
~CUCTEKOM” npepsuxpa cxema/komnnekc ot OPraHU3auNOHHO-TEXHUYECKN B3aMMOaencTemus
(cxema), ¢ acHo pasnpegenexu OTroBOPHOCTW NO NoaApbKKaTa U AePUHUPaHU npoueaypu 3a
€CKanaumsa, KOATO, CbBMECTHO C NPMNAraHeTo Ha yTBbPAEHU meTononornm, noapobHo onucaHu
8 Mpunoxenne Ne 1 ,,MnaH 3a u3BbpLIBaHE Ha AeMHOCTUTE NO eKCNNOATaLMOHHO ocurypasaHe ¢
U3NCKBaHUTE HWUBA Ha cepBU3HO 06CNY)KBaHE Ha XapayepHUTE cucTemu” , FapaHTUpa nocturaHe
Ha TbpCeHUTe pe3ynTaTh u nNpPeaocTaBA BbL3IMOMKHOCTU 33 YyCbBbPLIEHCTBAHE u/unun
ONTUMU3MPaHe Ha npouecuTe UM NOBULWIABAHE KayecTBOTO Ha ycnyrute, B cny4an Ha
HeobxogumocT.

Fopeonucanata cxema e npeacraseHa B MpunosxkeHne Ne 3. KbM HacToALWOTO npeanoxeHue.

® OTuuTaHeTO Ha CepBU3HaTa AeitHOCT e ce ocbLiecTBABa Ype3 M3rOTBAHE Ha NPOTOKO/M
(CSO), nocouenu B8 TMpunoskenne Ne 3 Kbm HacToALWOTO nNpeanoXeHne, 33 M3BbPLUEHATa
pabota, KouTo wWwe ce noanucear ot YMBbIHOMOLLEHN OT Bb3noxuTtena B otaenHute ueHTpose
/MUa U OT CLOTBETHUTE KNIOYOBM ekcnepTn Ha OBEAUHEHWUE »CUCTEKOM”. Te3u npoTtokonu ce
BK/IOYBAT B NUCMEHUTE MeCeYHU OTYeTU, KOUTO ce noanuceart ot otopusmpaHute ot MTUTC

/MUa 1 OT PbKOBOAUTENA Ha CEPBU3HATA OPraHU3aLms.




MNpeanoxenne 3a msnbaHeHne Ha obuiecTeeHa nopbuKa ¢ npeamert: ,OCUTYPABAHE HA LIANIOCTHA
OBEAWHEHUE EKCN/IOATALIMOHHA NOAAPBHKKA HA PABOTOCNOCOBHOCTTA HA UHOPACTPYKTYPHATA CPEfIA HA
»CUCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO

* OBEAWMHEHMUE ,,CUCTEKOM” e cb3gase u nogabpxa 6asa AaHHM 33 BCUYKM TEXHUYECKM
YCTPOMCTBA, NOCTLAW/M 338 PEMOHT Npw HEro, C ornej, NOCTOAHHO NpoC/ieAsBaHe KayecTBOTO Ha
PEMOHTUPaHUTE YCTPOICTBA M OLEHKA Ha WM3BbPLIEHATa pabota. OBEAUHEHUE ,,CUCTEKOM”
L€ PerMcTpupa BCUUKM 3aABKM B COBCTBEHA CUCTEMa 3a ynpaBneHue Ha UHUMAEHTU U 3aABKU C
HaunoHaneH obxsat, pasnonarawa c MOAYn 3a U3MepBaHe Ha HWMBO Ha obcnyxsaHe (SLA -

Service Level Agreement), kakTo cnepnga:

CvobieHue 3a nospeaa ( Vnpasnenmen )
npes web Cuctema 3a ynpasneHue Ha o6paboTka Ha
MHUMAEHTU 1 3aaBKK SERVICE nocronuaute
—> MANAGER: cbobuieHun 3a nospesa
Cvobuienute 3a nospeaa EAVHHA TOYKA 3A KOHTAKT
no TenedoH HELP DESK cucTema
—> B pexkum 24x7

CvobuieHue 3a nospepa
no ¢akxc

CvobuieHue 3a nospesa
no e-mail

v

OnepaTopu

Pbkosoguten Ha uenus

ekun 8 o6xBaTa Ha Tpute
LeHTbDa

Knouosu ekcneptu

EAMHHA TOuKa 32 KOHTaAKT - SERVICE MANAGER/HELP DESK cucrema

Helpdesk cucremara ce 6a3upa Ha roekas HP SERVICE MANAGER co¢Tyep, KoitTo no3sonsga
Cb3AlaBaHeTo U noaabp)kaHeTo Ha 6asa paHHu (Configuration management Database) 3a
BCMYKM NOCTBNBALM 33 PEMOHT YCTPOIACTBA, KOMTO Ce 3anMcBaT KaTo HeliHu eNleMeHTH
(Configuration Items), ¢ BkntoueHo onucanue Ha OCHOBHUTE UM aTpubyTH.

Wsrpagenata 6asa AaHHW c BrpageHa QyHKUMOHANHOCT 3a reHepupaHe Ha nepuoANYHM




Npeanoxenne 3a usnwvaHeHue Ha obuiectBeHa nopwvyKa ¢ npeamer: ,OCUITYPABAHE HA LAMIOCTHA
OBEAUHEHMUE EKCNIOATALIMOHHA NOAAPBKKA HA PABOTOCNOCOBHOCTTA HA WH®PACTPYKTYPHATA CPEZA HA
»CUCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO

OTHETW NO3BONABA HENPEKLCHAT MOHUTOPUHI HAa KayecTBOTO M OLEHKa Ha npepocraBaHUTe
YCNYTH, KaKTO M BB3MOXKHOCTM 33 ONTUMM3ALMA K HamanaBaHe Ha puckoseTe npu
U3NbNHEHUeTo Ha npouecuTe.

OBEAWHEHUE ,,CUCTEKOM” we NpeaocTasu MHTepdenc KbM CBOATa cuUCTeMa, ypes KOoUTo
Bwv3noxutenat Habniogasa v cnegm cTaTyca Ha 06paboTBaHUTe OT U3NbAHUTENA 33ABKM.

Ha URL aapec http://support.cnsys.bg/sm/ess.do ¢ BbBeXAaHe Ha noTpeburtencko ume (User
name) n napona (Password) 3a Aoctbn Ao Help Desk, Bb3noxurenar unm OTOpU3MpaH Heros
NPEACTaBUTEN e MOXKe Aa NpoCcNefABa Pa3BUTMETO Ha BCAKA 3asBKa. MoTtpeburtenckoro ume u
naponata we 6bAaT NpeABapUTENHO 3343aeHU 1 npeaoctaseHn Ha Bb3noxurens.
® 3a ue/nuTe Ha ocurypsBaHe Ha 6e3npobnemHo B3aUMOAENCTBUE MEXKAY OTAENHUTE CUCTEMM
W BUCOKOKA4eCTBEHOTO U3Nb/HEHME Ha LeNua Habop OT AeliHOCTU M ycnyrn 8 obxsata Ha
NOpbKaTa cneasa Aa ce NPUOXKM NPOLLECHO-OPMEHTUPAH WHTErpupaH noaxos, KOMTO BKAOYBA
A[leKBaTHO NNaHUpaHe, B CbOTBETCTBUE C Han-po6pute UT npakTUKM (ITIL) n mexayHapoaHo
YTBbPAEHUTE CTaHAApTU 3a KavecTso (ISO 9000) u ynpasneHue Ha npoektn (PMl’s Global
Standards for Project Management).

OBEAUHEHUE ,CUCTEKOM” e peanusupa penHocTTa cu  no €KCn/10aTauMoOHHOTO
noaAbpXKaHe Ha MHPPACTPYKTYpHaTa cpesa, B CbOTBETCTBUE C »€Tannen nnaH 3a n3sbplsaHe
Ha AedHocTUTe No npoekTa“ — MpunoxeHne Ne 1 Kbm HaCTOALWOTO npeanoxeHue (KoiTo
obxsawa: ,MnaH 3a u3BbPWBaHE Ha AEAHOCTUTE MO EeKCNNoaTaLUOHHO ocurypsBaHe ¢
W3NCKBaHWTE HWMBA Ha CepBU3HO oO6CNYXKBAHE Ha XapAyepHUTe cucTemu” u »lnaH 3a
U3BbplWBaHE Ha AEMHOCTMTE MO EeKCNN0aTaLUOHHO ocUrypsBaHe C WU3UCKBaHUTE HMBA Ha
cepsu3HO obcnyxeaHe Ha 6a30BUA U NPUNOKeH codtyep EMNAEAY, ECOE/-ESB m UC Ha POC“),
KaKTO 1 B CbOTBETCTBME C METOAMKATA 33 OLLEHKA Ha CbCTOAHMETO Ha CUCTEMMUTE B obxsaTa Ha
ABaTa LeHTbpa U OTCTPaHABaHETO Ha NoBpeaM, OnucaHa AetaitnHo B MpunoxkeHune Ne 3 kum
HaCTOALLOTO NpeasioXKeHue.

® W3nbnHeHueTo Ha 3agaumte, CBBP3AHM C OUEHKa Ha CbCTOAHMETO Ha cUcTemMuTe u

AENHOCTUTE 33 AMArHOCTUUMPAHE Ha Bb3HUKHANU npobnemn, npodunakTuka,
NPEBAHTUBHM NENCTBMA W APYrU CBLP3aHM C AeHOCTTa CrOMaraTenHu npouecu ca

AETalNHO onucaHu B npeanoxkeHata or OBEAUHEHUE ,,CUCTEKOM“ »MeToaunka 3a




NpeanoxeHne 3a usnbaHeHue Ha obuiectBeHa nopuyka ¢ npeamet: ,,OCUTYPABAHE HA LANOCTHA
OBEAUHEHUE EKCN/IOATALIMOHHA MOAAPBHKKA HA PABOTOCMOCOBHOCTTA HA NHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM“  CMCTEMMTE HA ENEKTPOHHOTO MPABUTENCTBO

ANarHoctuumpaHe Ha Bb3HUMKHANU npobnemu/MHunaeHTn u npoueaypa 3a TAXHOTO
ynpasnexue. Cxema 3a OTroBOPHOCTU Ha €KCNepTUTe NO KOMNNEKCHa NoAApbIKKA Ha
uHdpacTpykTypHaTta cpeaa EMAEAY, ECOEA-ESB 1 UC Ha POC“ - Mpunoxenune Neo 3
KbM HaCToAWOTO NpeanoxeHue.
¢ OBEAWMHEHWE ,,CUCTEKOM” Np€anara aa ocurypu cnegHuTe napameTpu Ha KayecTBOTO Ha
obcnyxBaHe no nopgapbKKa Ha XapAyepHUTe CUCTeMM, B CbOTBETCTBUE M3UCKBAHUTE
NapameTpu Ha obcnyxsaHe B TpbiKHATA AOKYMEHTaUMA U npu cnegHute obwm ycnoBusa, Kakto

cnepsga:

v PabotHo Bpeme e nepuoabT oT 00.00 v. A0 24.00 u. - BCeKM aeH oT ceamuuaTa, 365 OHN
B roAuHarTa.

v BpemeTo 3a peakuua ce OTYMTa OT MOMEHTa Ha cbobuiaBaHe A0 MOMeHTa Ha
NoTBbp>KAaBaHe perucTpupaHeTo Ha nospegaTta oOT M3nmbaHUTens npes onpegeneHa B
pernameHTUpalma AOKYMeHT TOYKa 33 KOHTaKT.

v Bpemeto 33 orcTpaHABaHe Ha nospejara ce oOT4YUTA OT MOMEHTa Ha
NOTBbPKAABAHETO HAa NPUEMAHETO i A0 MOMEHTa Ha Bb3CTaHOBABAHE Ha HOpManHaTa
paboTocnocobHOCT Ha cucTemuTe Ha BeyY 4Ype3 PemMoHT Ha NoBpPefEeHOTO YCTPOUCTBO UM
ocurypaBaHe n Bkato4BaHe Ha 060POTHO YCTPOIICTBO CHC CHLUMTE MAW NO-BUCOKM TEXHUYECKU
XapaKTepPUCTUKM.

v NoaapbxkKaTta Ha ycTpolicTBaTta u cneunduyHTe KOHPUrypauum ce u3BbpLWBA ,Ha

macto" (on site).

Husa Ha ob6cnyxBane

Tabnuua 1: Huea Ha obcnyskBaHe Ha XapAyepHUTE KOMNOHEHTH

Huso Ha
fpeanoseny or CbOTBETCTBUE Ha
O6eKrt Ha BEY W3ncksaHu napametpu OBEAMHEHME npeanoxeHure
Mapamervp Ha 06cn sguerop »CUCTEKOM” :an:me'r mc
/Mecrononoxenue YK napamerpu Ha p p
U3UCKBAHUATA Ha
obcnyBaHeTo
Bv3nomurens
HenpekbcHaT pexkum HenpekbcHaT pexkum
Pexum Ha Moagbpkane | KTUEM ,Boaxa" (24x7) 365 gHun B (24x7) 365 gHu B CvoTBeTcTBaT
roguMHara roguMHarta
TUEN HenpekbcHaTt pexxum HenpekbcHat peskum
" " CvorBsercTBat
EBkcuHorpag” - (24x7) 365 gHu 8 (24x7) 365 gHu B




NpeanoxeHne 3a uanbvaHeHWe Ha obujecTBeHa nopbyka ¢ npeamer:
OBEAUHEHUE EKCNIOATALIMOHHA NOAAPBKKA HA PABOTOCNOCOBHOCTTA HA M

»CUCTEKOM*“  CUCTEMMTE HA ENIEKTPOHHOTO NPABMTE/NCTBO ”,

»OCUTYPABAHE HA -UANIOCTHA
H®PACTPYKTYPHATA CPEAA HA

HuBo Ha
Mlpepnonenu or CbOTBETCTBME Ha
O6exKT Ha BEY U3ucksaHu napamerpu OBEAWHEHKE npeanoXeHure
Mapamersp Ha obcn sguerop »CUCTEKOM” :aA:nner uc
/Mectononoxenue YK napamerpu Ha p P
U3NCKBAHUATA Ha
obcnymsanero
Bb3noxurenn
BapHa" roauHarta rogmHara
Bpeme 3a peakuyus (4 0 0 B
p peakuua (4) KTUEM  Bosma” 30 MUHYTH OT NogasaHe 30 MUHYTH OT ChoTeercraar
Ha 3anBKaTa noaasaHe Ha 3aABKaTa
(makc)
TUEN
" 4 " 30 MMHYTH OT noaaBsaHe 30 MUHYTH OT
EskcuHorpag” - Cvorsetcrear
" Ha 3aABKaTa noaasaHe Ha 3anaBKaTa
BapHa
Bpeme 3a orcrpanssane 8 yaca ot noaas ca oT noaas Ha
P P KTLEN , Bosna” aca oT noAasaHe Ha |6 4yaca oT nogasaHe HaaxsbpasT
3aABKaTa 3aABKaTa
Ha nospepara(u)(makc)
" TUEN " 16 yaca ot nogasaHe Ha | 12 yvaca oT nogasaHe
EskcuHorpaa" - Haaxsbpnsat
" 3aABKaTa Ha 3anABKaTa
BapHa
2. Mapametpu Ha KomnnekcHarta noAAPbKKA M geilHOCTM no €KCNnNoaTauuoHHO

ocurypaBaHe, B CbOTBETCTBUE C M3UCKBAHUTE HUBA Ha cepBU3HO chnymsaHe Ha 6a3oBua u

npunoxeH codpryep EMNAEAY, ECOEA-ESB u UC Ha POC

® Beuuku peitHoctn no codryepHata nopaapvxka Ha ENAEAY, ECOEA-ESB u UC Ha POC ce
n3sbpsar nsuano or OGEAUHEHUE ,,CUCTEKOM”.

* 3a uenute Ha obe3neyasaHe npoTM4aHeTo Ha paboTHUTE npouecu OBEAUHEHUE
~CUCTEKOM” npegswxpaa Komnnekc ot OpraHU3aUMOHHO-TEXHUYECKN B3auMOAENCTBUA
(cxema), ¢ scHo pasnpegenenu OTFOBOPHOCTU NO NOAAPBLIKKATA Ha NMPUNOMKHMA codTyep M
AeduHUpaHn npoueaypu 3a €CKanauma, KoATo, CbBMECTHO C NpunaraHeTo Ha YTBbPAEHU
meToaonoruu, noapobHo onucamu 8 MpunoxeHue No 1 ~AETANNEH NNIAH 3A M3BBPLLUBAHETO
HA JEMHOCTUTE NO NPOEKTA” » TAPaHTMPA NoCTUraHe Ha TbpCeHUTE Pe3ynTaTh u npepocrasAa
Bb3MOXKHOCTM 33 YCbBLPLIEHCTBAHE WU/MAM ONTUMMU3MpaHe Ha npouecute U nosuwasaHe
Ka4ecTBoTo Ha ycnyrute, B cnyyaii Ha He06X0AUMOCT

OBEAAMHEHUE ,,CUCTEKOM” e NPEACTaBMNO CboTBeTHaTa cxema Ha paboTHMTe npouecu u
OTrOBOPHOCTUTE NO NOAAPBIKKA Ha NPUNOXKHMA coptyep — B lMpunoskeHnme N2 3 Kbm

HaCTOALWLOTO NpegnoXkeHue.

¢ OTuuTaHeTo Ha AeiHOCTTa no noAaapbKKata Ha ENAEAY, ECOEA-ESB u UC Ha POC we ce




MNpeanoxeHne 3a usnbaHeHUe Ha obuiectBeHa nopwbyKa C npeamet: ,OCUTYPABAHE HA LIANOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA NOAAPBIKKA HA PABOTOCMOCOBHOCTTA HA UH®PACTPYKTYPHATA CPEOA HA
»CUCTEKOM“  CUCTEMUTE HA ENEKTPOHHOTO NPABUTENCTBO ",

OCbLUECTBABA YPE3 U3roTBAHE Ha NPOTOKONM 33 U3BbPLUEHATA pabora, KouTo ce nognucear ot
YMB/HOMOLLEHWU OT Bb3NOXKWUTENA B OTAENHWUTE LEHTpOBe MUa@ U OT CLOTBETHUTE KAIOYOBU
ekcneptn Ha OBEAMHEHUE ,,CUCTEKOM” . Ha 6a3a Ha Tesu NPOTOKOANU Ce U3roTBAT NpUemo-
Np€AasaTeNHn NpOTOKONMU 3a nNpuemaHe Ha paboTtata Ha OBEAMHEHUE ,CUCTEKOM” 33
CbOTBETHUA nepuoa, KOUTO ce noanuceat oT oTopusupaHute or MTUTC nuua wm ot
PbKoBOAUTENA OT CTPAHA Ha U3NBAHUTENA.

¢ OBEAWHEHUE ,,CUCTEKOM” we Cb3faje u noaabpiKa 6asa AaHHU 33 BCUYKM Bb3HUKHANU
npobnemu 8 paborata Ha ENAEAY, ECOEA-ESB u UC Ha POC, ¢ ornep nocToaHHO NpocneansaHe
Ka4ecTBOTO Ha U3nb/iHeHaTa paboTa v oueHsBaHe. OBEAMHEHUE ,,CUCTEKOM” wwe peructpupa
BCWUYKM 3aABKM B cobCTBeHa cucTema 3a ynpasneHue Ha WHUNAEHTN 1 3aaBKM — HP Service
Manager, pa3nonarawa c mogyn 3a n3mepBaHe Ha HUBO Ha obcnyKBaHe.

OBEANHEHUE ,,CUCTEKOM” we npeaocTasn MHTepdeiic KoM cBoATa cUCTEMa, 4ypes3 KOUTo
Bb3N0XuTeNa Habnioaasa u cnegm cratyca Ha obpaboTBaHuUTE OT U3MBAHUTENA 33sBKM. Ha URL
agpec http://support.cnsys.bg/sm/ess.do ¢ BbBEXAaHe Ha noTpebutencko ume (User name) u
napona (Password) 3a pgoctbn Ao Help Desk, Bb3noxutenar wnu oTOopU3npaH Heros
NPEACTaBUTEN e MOXKe Aa NpocneaaBa Pa3BMTUETO Ha BCAKA 3aABKa. Notpebutenckoto ume u
naponara we 6bAaT npeagsapuTenHo 3a4aneHn n npeaocTaBeHn Ha Bbvanoxkutens.

® 3a uenute Ha ocurypaBaHe Ha 6e3npobnemHo B3aumogeiictame MeXay oTaenHuTe cuctemu
W BUCOKOKAYeCTBEHOTO W3Nb/IHEHWE Ha uenua Habop oT AENHOCTU U ycnyru B obxBaTa Ha
NopblKaTa cneaga Aa ce NPUNOKM NPOLECHO-OPUEHTUPAH MHTerpupaH noaxon, KOMTO BKNIOYBA
AfleKBAaTHO N/laHUpaHe, B CbOTBETCTBUE C Hai-nobpute UT npakTUKM (ITIL) n MexXgyHapogHo
YTBbPAEHUTE CTaHAApTM 3a KavecTo (ISO 9000) u ynpaeneHue Ha npoektn (PMlI’s Global
Standards for Project Management).

OBEAMHEHWUE ,CUCTEKOM” we peanusupa pgenHocTTa CcUM  no €KCNNoaTauuoHHOTO
nogavpaHe Ha EMAEAY, ECOEA-ESB u UC Ha POC, 8 cvotBetctBMe ¢ ,[leTalineH nnaH 3a
U3BbpLIBaHe HA AEHHOCTUTE NO NPoeKTa"” — Mpunoxenne Ne 1 kbm HacToAWOTO npegnoxeHue
(koiTo obxBawa: ,MnaH 3a “3BbpLIBaHE Ha AEMHOCTUTE MO eKCNN0aTaLMOHHO ocurypasaHe c
U3NCKBAaHUTE HMBA Ha CepBU3HO 06CNYKBaHE Ha XapayepHute cuctemn” u ,MNnaH 3a

M3BbplIBaHE Ha AEeNHOCTUTE no eKCnnoaTaumMoHHoO ocurypasaHe € WM3UCKBAHUTE HMBA Ha




Npeanoxenne 3a usnbaHeHue Ha obuiecTBeHa nopbuka c npeamet: ,OCUINYPABAHE HA LANOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA MNOAAPBIKKA HA PABOTOCMOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEJA HA
»CUCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO

cepsu3Ho obcnykeaHe Ha 6a308ua U npunoskeH copryep ENAEAY, ECOEA-ESB u UC Ha POC“),
KaKTo 1 B CbOTBETCTBUE C METOAMKATA 33 OLLEHKA Ha CbCTOSHUETO Ha cuctemute B obxsarta Ha
ABATa LEHTbPa M OTCTPaHABAaHETO Ha NOBPeaM, onucaHa AeTaiinHo B Mpunoxenne Ne 3 kbm
HacToAWOTO NpeanoxeHue.

* OBEAWHEHWUE ,CUCTEKOM” NpeAnara Aa ocurypu cnegHuTe napameTpu Ha KayecTBOTO Ha
obcnyxeaHe Ha EMNAEAY, ECOEA-ESB n UC Ha POC B cboTBeTcTBUE M3NCKBaHUTe NnapamMeTpu Ha

obcnykBaHe B TpbiHaTa AOKyMeHTaLMA U npu cnegHuTe o6y ycnosus, Kakto cneaga:

Tabauua 2: Husa Ha o6cay)kBaHe Ha ENAEAY, ECOEA u UC Ha POC

HuBo Ha
fipeAnowenu or CbOTBETCTBUE Ha
O6ekr Usucksanm OBEAUHEHUE O
Napametuvp napameTpu Ha »CUCTEKOM” :aA:MGr e
/Mecrononoxenue obcnyxsaHero napamerpu Ha PameTp
WU3NCKBAHUATA Ha
o6cnyxsanero
Bb3noxxurena
EMAEAY, ECOEQ-ESB u HenpekbcHat | HenpekbcHaT pexum
Pexum Ha Mogabpiane| WCHaPOCB KTUEN | pesmum (24x7) 365| (24x7) 365 aHu B Cvotsercrsar
»boAHa" AHW B rognHaTta roamMHara
EMAEAY, ECOEA-ESB HenpekbcHat HenpekbcHaT pexum
V€ a POC 8 TLIEN 24x7)365| (24x7) 365 c
"EgKcuHOrpag” - pexum (24x7) (24x7) OHU B bOTBETCTBAT
BapHa" OHV B roguHata roauMHara
Mpuopurer 1 - go
Ma a ] 3 -
KCMManHo speme 3a 30 MuH or Mpuopurer 1 - go 30
. MWH OT noaaBaHe Ha
Peakuua (1) & EMNAEAY, ECOEA-ESB u ramoKoma 3anBKaTa
33BUCUMOCT OT UCHa POCs t(TLl,EI'I MpmopuTeT 2  £0 Mpuopwuret 2 - po 2 CvotsercrBar
,BoAHa 2 yaca yaca
NpMOpPUTU3aUUATa Ha Mpuopurter 3 - o 8
Mpuopurer 3 - go
Jaca
npobnema 8 yaca
Mpuopurer 1 - po
SOmmor | Taoper -0
EMNAEAY, ECOEf-ESBu | noaasaHe Ha A
3anBKaTa
MCHa POC B TUEN 3anBKaTa
" M Mpuopurer 2 - po 2 CvotBercrBar
EBkcuHorpag" - Mpuopurer 2 - pno waca
BapHa" 2 yaca
Mpuopurer 3 - po 8
Mpuoputer 3 - o
Yaca
8 yaca
Mpunopurer 1 - go Mpuvoputer 1-po 4
MakcumanHo peme 3a ENAEAY, ECOEQ-ESB u 4 yaca ot Yyaca ot
OTCTpaHABaHe Ha MCHa POC B KTLEN naeHTUdUUMpPaHe | naeHTUdMUMpaHe Ha CvorBercrear
»boAHa" Ha npobnema npobnema
npobnema Npuopwuter 2 — ao | Npuopurer 2 - no 12

b
i
i
)
i
i
i
i



MpeanoxeHue 3a uanbaHEHWE Ha obuiecTBeHa nopbuka ¢ npeamer: ,OCUIYPABAHE HA LIANIOCTHA

OBEAUHEHWUE  EKCNNIOATAUMOHHA NOAAPBKKA HA PABOTOCNOCOEHOCTTA HA MH®PACTPYKTYPHATA CPEJIA HA
»CUCTEKOM“  CUCTEMMTE HA ENNEKTPOHHOTO MPABUTENCTBO *,
HuBo Ha
Mpeanoxeny or CbOTBETCTBUE Ha
O6exr U3ucksanu OBEAUHEHUE NpeanoKeHHTe
Mapametsp napamerpu Ha »CUCTEKOM”
/Mectononoxenue o6cnyxsanero napameTpu Ha flapamerpu ¢
o6CnyKBaHeTo WU3NCKBAHUATA Ha
Bb3noxurens
12 yacaor yaca ot
(4) 8 3aBucumocr or uaeHTudMuMpaHe | naeHTMGUUMpaHe Ha
NPUOPUTU3ALMATA Ha Ha npobnema npo6nema
Npunopurtet 3 — go | Npuopurer 3 —-ho0 24
npo6nema 24 yaca ot yaca ot
uaeHTuduumpaHe | ngeHTdUUMpaHe Ha
Ha npobnema npobnema
Npuopurer 1 - a0 | Mpuopurer 1 -no4
4 vyaca ot yaca ot
uaeHTMdUUMpaHe | naeHTUGMUMpPaHE Ha
Ha npobnema npobnema
ENAEAY, ECOEA-ESB u | Npuopurer 2 — Ao | Mpuoputer 2 — no 12
NCHa POCB TUEN 12 yaca ot Yyaca ot
" " CvoTBeTcTBaT
EskcuHorpag” - uaeHTuduumMpaHe [ naeHTMdUUMpaHe Ha
BapHa" Ha npobnema npobnema
Npuoputet 3 - fo | Npuopurer 3 - go 72
72 vacaor Yyaca ot
MaeHTUdUUMpaHe | naeHTUPMUMpPaHe Ha
Ha npobnema npobnema

MpuopuTHU3aumaTa Ha Bb3HUKHaNUTE npobnemu ¢ NnpunokHua codtyep Ha ENJEAY, ECOEA

1 UC Ha POC ce seduHupaT KakTo cnepga:

* [pobnemu c npuopurer 1 — MNpobnembr Hapywasa paboTtocnoco6HocTTa Ha usanata

ENAEAY, ECOEA-ESB n UC Ha POC uAamn uskniounTenHo BaXHa GYHKLMUA OT Hes.

* Tpobnemu c npuopurer 2 — NpobnembT 3acAra oTAeNHA YacT Uau odyHKuMA Ha EMAEAY,

ECOEZ-ESB 1 UC Ha POC u Toit Moxe aa 6bae BpemeHHO 3a06uKoneH.

* T[pobnemu c npuopurer 3 — MpobnembT e HeCbLUEeCTBEH U He HapylulaBa HOPManHaTa

pabota Ha EMZEAY, ECOEQ-ESB u UC Ha POC, Ho 3a Aa He ce 3aabnboun unm pa He

3aTPyAHABA U3NNUWHO NOTpebuTenuTe, e Heobx0aMMa KOpeKLms

TexHuuyeckoto nopabpKaHe, npepocraseHo ot OBEAUHEHUE ,CUCTEKOM” noKpuea

CnepHuTe AEHHOCTM, BKNIOYEHW B npoueca 3a ynpasneHue Ha nHunaeHtute (Incident

Management):




OBEAUHEHME
+CUCTEKOM“

Npeanoxenne 3a usnbaHeHue Ha obwecrseHa nopvyka ¢ npegmert: ,OCUTYPABAHE HA LUANOCTHA
EKCN/TIOATAUMOHHA NOAAPBKKA HA PABOTOCMOCOBEHOCTTA HA UHOPACTPYKTYPHATA CPEOA HA
CUCTEMUTE HA ENIEKTPOHHOTO MPABUTENCTBO”,
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MNpuemare n peructpupane Ha cbobuieHue 3a nospega;

OnpepensHe Ha npuopuTeT 3a CHOTBETHOTO NOBMKBAHe, B cAyyall 4ye ca
NocTLNNAU eAHOBPEMEHHO HAKO/IKO 33BKM 33 PEMOHT;

KoHcyntauuu no tenedona;

MNoceweHue Ha macTo;

MonbneaHe Ha cepeusHa KapTa;

TpaHcnopT oT 1 A0 cCbOTBETHUA KTUEN wan TUEN;

AnarHoctuka Ha noBpeaeHoTo ycTpoiicTso;

PeMoHT/Bb3cTaHOBABaHE paboTocnoco6HOCTTa Ha YCTPOMCTBOTO;

TecTBaHe Ha TeXHU4ECKM YCTPOIiCTBa 3a pabotocnocobHocr;

OcurypsBaHe Ha 060pOTHa TeXHMKa;

MoaabpaHe Ha KapTOTeKa OT cepBU3HM KapTu;

U3npawaHe npu HeobxogumocT Ha AedeKTMpann moaynu M ycrpolicTea 3a
PEMOHT B NPeABapUTENIHO YTOYHEHU CneuuUanu3upaHm cepBu3HM basn B
CTpaHara.

MocTaska Ha BCUUKM HEOBXOAUMM YacTH 33 nogmaHa.

Habnogenne Ha cbctonHueTo;

OueHKa Ha CbCToAHMETO;

l'eHepupaHe Ha oTyeTy;

Pasnpoctpanenune Ha uHdopmaums.

® OBEAWHEHUE ,CUCTEKOM” we OCUTYpU NOAAPBIKKA HAa €NEeKTPOHHUA KaTanor Ha

ycnyrute B pabotocnocobHO CbCTOAHME U BCUYKM AENHOCTM CBBP3aHM C TOBA KaTo:

v

v

AKTyanu3auma Ha CbLLeCTBYBALLMA KaTanor Ha €NEKTPOHHUTE YCNYr1M C NUCMEHO
Bb3NaraHe OT Bb3NOXKMUTENA

Bcuukm peiinocT no ekcnnoataumorHoTo ocurypasaHe Ha MHOPaACTPYKTypHaTa
cpena u UHTerpupaHuTe cucTemu.

MoctosiHHO cnepeHe u usmepsaHe (24x7) Ha HanuuHoCcTTa Ha yenyrute u
CbCTOAHUETO Ha NOACUCTEMUTE, M NPEAOCTABAHE HA EKEMECEeYHU OTYeTw Ha

Bb3/10XKuUTenA.




MNpeanoxenne 3a m3nbAHEHME Ha obuwecrtseHa nopbvyka ¢ npegmet: ,,OCUIYPABAHE HA UANOCTHA
OBEAMHEHUE EKCNNIOATALIMOHHA NOAAPBIKKA HA PABOTOCNOCOBHOCTTA HA MHOPACTPYKTYPHATA CPEOA HA
»CUCTEKOM“ CUCTEMMTE HA ENEKTPOHHOTO NPABUTENCTBO ",

* OBEAWUHEHUE ,CUCTEKOM” e un3nonssa HanuuHWUTE cpeacTsa, npepocraseHn or
Bb3noxutens, 3a HabniopeHne Ha npouecute 1 pabotata Ha ycnyrute 8
WHPacTPyKTypHaTa cpeaa u WHTErpMpaHuTe cMCTeMM, KaTo permcTpupa um AOKYMeHTupa
BCAKO CbbuTHe, KoeTo moxe aa Aosene Ao HepaboTtocnocobHOCT Ha €NeKTPOHHUTE
ycnyru. Ha 6asata Ha Te3n cvbuTMA M aaHHM ce reHepupar U npeactasAT NUCMeHu

OTYETH 33 M3BBPLUEHMTE ALINHOCTU

IV.  BeifHoctu no ekcnnoataymoHHo ocurypsaBaHe U NOAAPBIKKA Ha BCEKMU OT

Aeicreawmre KTUEN u TLEMN

BbB Bpb3Ka C TEXHONOrMYHOTO W éKcnnoataunMoHHo obesnevaBaHe Ha 6Ge3npobnemHarta
paboTa Ha BCMUKM CUCTEMHM KOMMOHEHTM B obxsata Ha pBaTa LeHTbpa OT BUCOKO
KBanuduumupaH nepcoHan c pasnpeAeneHn OTroBOPHOCTU U C Bb3IMOMKHOCT 3a B3aUMHO
npunokpusaHe OEANHEHUE ,,CUICTEKOM” npegnara:

* [la ce u3roteu npepnoxkeHune BK/IOYBaLLO AeduHUupaHe, usrpasgaHe u/mnum HagcTponBaHe
Ha 30HM 3a CUTrYpHOCT U noacUCcTEMa KbM CUMCTEMa 3a KOHTPO/ Ha A0CTbNA A0 TAX BbB BCEKMU OT
AeicTBalunTe TepUTOpUanHu LeHTpose -noapobHO onucaHue e npeacTaBeHo B MpunoxkeHune Ne
1 KbM HacTOAWOTO NpeanoKeHMe.

® PaskpuBaHe U noaapbKKa Ha TOYKM 3a KOHTAKT, CHabaeHn cbC CboTBETHU cbobwmTeNnHU
cpeacTsa - TenedoH, e-mail u HenpekbcHaT (365 AHM*24 yaca) pekum Ha paboTta BbB BCeku oT

AeHCTBALYMTE TEPUTOPUANHM LiEHTPOBE.

1. PecypcHa o6e3neyeHocT Ha AGHHOCTM NO  eKcnNoaTauUOHHO ocurypsiBaHe u
noaapv>KKa Ha24x7 Ha KTLEN - BosaHa.

OBEAWUHEHUE ,,CUCTEKOM” e M3NbNHABA ONepaTopckuTe cU OYHKUMKM, TaKka ye ha
OTroBapAT Ha nNpeaNoXeHuTe HWUBa Ha obcnyBaHe, cbrnacHo PecypcHata cxema 3a
peanusnpaHe Ha npegmeTa Ha NopbyKaTa B KTUEN BosHa, nocoyeHa B MpunoxeHne Ne 7kbm
HaCTOAWOTO NpeanoeHue.

Le 6vaaT n3rpaneHu 4 (4eTnpm) paboTHu mecta ¢ ANbIKHOCT ,OnepaTtop”, Ha CMeHeH pexum
¢ pencrteue 24x7 ot CNeuManucTu 3a aAMMHUCTPUpPaHE U NOAAPBIKKA Ha BEY B paboTtocnocobHo

CbCTOAHME NPU 33A3AEHOTO HMBO Ha 06CAYBaHe (SLA), pasnonoxeHu s HaW-BbTPewWwHaTa 30Ha




Npeanoxenue 3a usnbAHeHUe Ha obuiectBeHa nopbuka ¢ npeamer: ,OCUTYPABAHE HA LANIOCTHA
OBEAUHEHUE EKCNNOATALIMOHHA MOAAPBIKKA HA PABOTOCMOCOBHOCTTA HA MH®PACTPYKTYPHATA CPEQA HA
»CUCTEKOM“  CUCTEMMUTE HA ENEKTPOHHOTO NPABWUTE/NCTBO ”,

Ha KTLEN BosHa /30HA HA CUTYPHOCT KAC | /HEPBEHA 30HA/, kbaeTo ce nposexaa 24-
4aCoBOTO MOHUTOPUPAHE, aMUHUCTPUPAHE U noAApbXKKa Ha cucTemuTe.

C uen ocurypssaHe Ha onTumannata 24x7 NOAAPBIKKa BCAKO pabOTHO MACTO ce CbeTou oT
NETMMa 4YoBeka, paboTewm B pexum 3 guu x 8 paboTHM vaca B nocnegosaTenHoct: nbps.a,
BTOPa, HOWHA CMAHA U 2 AHU NOYUBKa.

PabotHute mecta we 6baar CTPYKTYPUPAHW N0 HauWH, KOWTO rapaHTMpa 6bP30 M TOuHO
nony4asaHe Ha Heobxogumata WHOOPMaUMA 33 CbCTOAHWETO Ha noaabp)KaHUTE cuctemu,
WHTErpupaHn B MHPPacTpykTypHata cpefa; OTKpuBaHe Ha NOTEHUMANHM 3annaxu ¢ uen
NpeBeHumnn; HaToBapBaHe Ha cUcCTeMarta; rapaHTMpaHe Ha MHGOPMaUMOHHATa CUrypHOCT;
CTaTUCTUKA M OTYETHOCT.

CTpyKTyprpaHeTo Ha BcuukM 060co6eHu paboTtHM MecTa wWwe 6bae B CboTBETCTBME C [obpute
€BPONECKM NPaKTUKU M CTaHAAPTY.

B npunoskenmne Ne7 ot HacToswoTo NpeAnoxeHue e npeanoKeHa opraHU3aLMOHHa cXema Ha
B3auMogencTeune mexay 060cobeHnUTe 304U NpY UHUMAEHTU

OBEAUHEHUE ,CUCTEKOM” rapaHtmpa, 4ye obxsata Ha nogapbKKaTa e CbrnacHo
npunoxeHute cneundumKauUm U ONMCaAHMETO Ha CUCTEMATA.

B pecypcHata cxema e BkaoueHO wu €AHO NOCTOAHHO PaboOTHO MACTO € ANBIKHOCT
»Cynepsaiizop", pasnonoxeHo 8 Hal-BbTpewHaTa 30Ha Ha KTUEN /30HA HA CUIYPHOCT KNAC
| /MEPBEHA 30HA/, ¢ paboTeH pexxum 8 yaca AHEBHO 5 AHKW B cegmuuaTa unm 22 paboTHu aHU

B Meceua npu pexxum 24vaca x 7 aHU Ha pa3nonoxeHue.

2. PecypcHa o6esneyeHocT Ha AGHHOCTM NO  eKcnNNoaTaLMOHHO ocurypsBaHe u
NOAAPBIKKA Ha 24x7 Ha TLIEN - BapHa.

3a ocurypasaHe Ha HenpeKbcHaTO HabniogeHue Ha BEY B OBEANHEHUE ,CUCTEKOM” B rp.
BapHa, OBEAUHEHWE , CUCTEKOM” e OCUTYpU M3rpaxAaHeTo Ha ase paboTHM mecTa,
cbrnacHo ,PecypcHata cxema 3a P€anusupaHe Ha npegmeta Ha nopbyKaTa B TUEN
~EBKCUHOrpaa”s rp. BapHa, nocouyeHa s MpunoxkeHne No 8 Kbm HacToAWOTO nNpeanoxeHue,
KaKTo cnegsa:
a. EaHo paboTtHo msacTo 3a onepartop, pa3noNoXKeHo B Haﬁ-BpremHaTa/ 30Ha Ha TLEN BapHa /

30HA HA CUIYPHOCT KNAC | /HEPBEHA 30HA/, KbAeTo ce nposexpga 24-4acosBoTo




MNpeanoxenue 3a manvaHeHne Ha obuecrseHa nopw4ka ¢ npeamer: ,OCUTYPABAHE HA UANOCTHA
OBEAMHEHUE EKCMNOATALIMOHHA NOAAPBLKKA HA PABOTOCMOCOBHOCTTA HA MH®PACTPYKTYPHATA CPEQA HA
»CUCTEKOM“  CUCTEMMTE HA ENEKTPOHHOTO NPABUTE/NICTBO ”,

MOHUTOpUpaHe, aaMUHUCTPUpaHe w NOAAPBIKKA, ONepaTMBHO NOAYMHEHO Ha LeHTbp
bosHa.
C uen ocurypsasaHe Ha onTUmanHata 24x7 noaapbKKa BCAKO pabotHo MsacTo ce cwbcTou or
NeTMMa 4Yoseka, pabotewy B pexum 3 guu x 8 paboTtHM vaca B nocnegosaTenHoct: nbp.a,
BTOPa, HOLWHA CMAHA U 2 AHKW NOYMBKa.
b. EaHO nocTosHHO PaboTHO MACTO ¢ ANBLIKHOCT »Cynepsait3op" ¢ paboteH pexum 8 yaca
AHEBHO, 5 AHM B ceamuuata unum 22 paboTHu aHu B Meceua npu pexum 24vaca x 7 gHu Ha
Pa3nonoxkeHue, pasnonoxkeHo B Hal-BbTpPewHaTa 30Ha Ha TUEN ~EBKCUHOrpaa”s rp. BapHa

/30HA HA CUIYPHOCT K/IAC | /YEPBEHA 30HA/, onepatusHo noA4YMHeHo Ha LieHTbp BosHa.

V. MpeanoieH cpok 3a usnbaHeHKe:

MpeAnoxeHUAT cpok 3a uanbAHeHue e 24 (ABageceT u uyetnpmn) meceuya or CKNIOYBaHe Ha

/.

Aorosopa.
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/MpepcTasnasaiy u ynpaenssaty,
OBEAMHEHUE ,CUCTEKOM*/




